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PREFACE - information and methodology used for thesvaluation of the Lao PDR

1. The evaluation of the anti-money laundering (AM&nd combating the financing of
terrorism (CFT) regime of the Lao People Democrtpublic(hereinafter “Lao PDR"was based on
the Forty Recommendations 2003 and the Nine Sp&2abmmendations on Terrorist Financing
2001 of the Financial Action Task Force (hereinaftee FATF standards”), and was prepared using
the AML/CFT Methodology 2004. The evaluation wassdd on the laws, regulations and other
materials supplied by the Lao PDR, and informatibtained by the evaluation team during its on-
site visit to the Lao PDR from 11 to 22 October @04nd subsequently. During the on-site the
evaluation team met with officials and represeugatiof all relevant Lao government agencies and
the private sector. A list of the bodies met isad in Annex 2 to the mutual evaluation report.

2. The evaluation was conducted by a team of sssesomposed of APG experts in criminal
law, law enforcement and regulatory issues, andR@ Secretariat staff member. The World Bank
participated as an observer on the team. The aseasteam consisted of:

Legal expert
* Ms Cristina Ferreira, Legal Adviser of the Seangfar Security, Office of the Secretary for
Security, Macao, China

Financial experts
« Mr Bob Perry, Director Supervision Referrals USitipervision Branch, AUSTRAC; and
* Ms Khin Saw Oo, Director, Banking Regulation Depseht, Central Bank of Myanmar

Law enforcement expert
« Mr Bernard Law, Chief Inspector, Financial Inveatigns 3, Narcotics Bureau, Hong Kong
Police

World Bank observer
e Mr Jae Soo Yoo, Senior Financial Sector Specidfisiancial Market Integrity, World Bank

APG Secretariat
e Mr Lindsay Chan, Principal Executive Officer

3. The experts reviewed the institutional framewotke relevant AML/CFT laws,
regulations, guidelines and other requirements, thedregulatory and other systems in place to
deter money laundering (ML) and the financing afdgsm (FT) through financial institutions and
Designated Non-Financial Businesses and Profess{ph-BPs), as well as examining the
capacity, the implementation and the effectiversdsdl these systems.

4, This report provides a summary of the AML/CFTaswres in place during the period of

the on-site visit (11-22 October 2010) or immediathereafter. It describes and analyses those
measures, sets out the Lao PDR levels of compliavitethe FATF standards (see Table 1), and
provides recommendations on how certain aspedtedaystem could be strengthened (see Table 2).
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Executive Summary

1. This report summarises the anti-money launderiniyllQcombating the financing of
terrorism (CFT) measures in place in the Lao PDRfake time of the on-site visit (11-22 October
2010), and shortly thereafter. The report descriaed analyses those measures and provides
recommendations on how certain aspects of theraystelld be strengthened. It also sets out the Lao
PDR’s levels of compliance with the FATF standa(dee the attached table on the Ratings of
Compliance with the FATF Recommendations).

1. Key Findings

2. There is a lack of awareness of AML/CFT internaglostandards and the required
implementation measures, which is compounded bgchk of dedicated resources and insufficient
political commitment to undertake the required refe.

3. The Lao PDR has not undertaken a formal AML/CFK a@ssessment, although drug related
illicit proceeds is estimated to be about 10 paragnGDP or USD750 million. While opium
cultivation fell by 94 percent and opium addictioyn 80 percent in the last decade, the Lao PDR has
emerged as a key transit and storage country fdB,Adfecursors and heroin from neighbouring
countries.

4, There has been a significant expansion of theibgrdector. In the past two years, six new
commercial banks commenced operations. There are23banks with total assets of USD 576
million that accounts for 99.2% of the financiat®e’s total assets.

5. There are major deficiencies in the criminalisat@nML in Article 64 of the Penal law,
including the physical and material elements of Mie offence required in Article 3 of the Vienna
Convention and Article 6 of the Palermo Conventiamd gaps in predicate offences, notably
organised crime, terrorism and financing of teswri(FT). There is the absence of a freezing
mechanism and a deficient mutual legal assistavitéd] framework on criminal matters.

6. There is no terrorism or FT offence and the measadopted to implement UN Security
Council Resolutions (UNSCRs) are insufficient aondtain major deficiencies. The absence of a FT
offence has an impact on other related issues asiche investigative powers of law enforcement
agencies; freezing, seizure and confiscation obtist funds; FT as a ML predicate offence; and the
possibility of affording MLA.

7. There has been no confirmed case of ML investigaficosecution or conviction.

8. Only 28 suspicious transaction reports (STRs) Hasen submitted to the Anti-Money
Laundering Intelligence Unit (AMLIU) since 2007. fidaer, AMLIU has never disseminated a STR,
and any report to be disseminated must first beroygd by the Bank of Lao (BOL) senior
management.

9. The key ML preventative instrument is AML Decree e Decree contains a range of
basic preventative measures but despite the wordfirgpme provisions consistent with the FATF
standards, the Decree does not meet the FATF tlefinof law, regulation or other enforceable
means due to a lack of sanctions. The exceptidheisnclusion of sanctions in the Decree for STR
reporting violations.
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10. Implementation of AML Decree 55 has occurred omiythe banking sector. The overall
implementation of Decree 55 within the commerciahking sector is difficult to assess due to the
absence of AML/CFT supervision by the AML regulatdkMLIU. There has been no
implementation of AML Decree 55 provisions by cortgme authorities for the DNFBP sectors in the
Lao PDR.

11. Key recommendations made to the Lao PDR include:
e criminalise ML and FT consistent with internationatjuirements;

« provide a clear legal framework and mechanismdrémzing and confiscation, both for ML
and FT;

« improve the operational effectiveness of AMLIU thghh enhanced STR reporting, analysis
and autonomy with STR dissemination;

e introduce binding and enforceable requirements gaventative measures both for the
financial and DNFBP sectors, beyond STR reporting;

« enhance regulation and supervision for AML/CFT [osgs;

« ensure that the competent authorities are prophsignated and provided with adequate
funding, qualified staff and technical resources] affective AML/CFT training;

« enhance licencing requirements for all financiatiitions, particularly banks;

« introduce effective, proportionate and dissuasivé or administrative sanctions, applicable
to financial institutions and DNFBP; and

e provide an appropriate legal framework and meamsifor MLA and extradition.
2. Legal systems and related institutional measuse

12. Lao PDR’s legal system belongs to the civil law flgmwhich means that written law
(codification) is the primary source of law. On top the hierarchy of laws is the Constitution
followed by other primary legislation (often orgsed in ‘codes’ - a collection of core laws orgadise
in a systematic manner) and secondary legislatiug. (regulations, orders). The core AML
framework of Lao PDR is Article 64 of the Penal Lass amended in November 2005, which
provides for the ML offence, and the Criminal Prbaee Law and AML Decree No. 55/PM, of 27
March 2006, which establishes the mechanisms, maathsneasures to counter ML within the Lao
PDR, but with deficiencies as summarised in thiofdhg paragraphs and detailed in this report.

13. Article 64 of the Penal Law does not satisfy a# fhhysical and material elements of the

ML offence required in Article 3 of the Vienna Ca@mtion and Article 6 of the Palermo Convention

(i.e. conversion or transfer, concealment or dsguacquisition, possession or use of property with
the knowledge at the time of receipt). Lao PDR &dapted a mixed threshold and list approach to
predicate offences. However, not all predicate rafés are criminalised in Lao PDR, including

organised crime and racketeering, terrorism arehfimg of terrorism, smuggling, insider trading and
market manipulation. There is a broad range ofliangioffences to the ML offences, though not all

are sanctioned (e.g. preparation and attempt).dditian, one cannot find a clear and consistent
definition of property, assets and proceeds of €rim

-8-
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14. Liability for ML extends only to natural personsdasanctions are not dissuasive and
proportionate to the seriousness of the offenceesipenalties range from one to three years
imprisonment penalty and 3% of the money launderbére are neither statistics to demonstrate the
effectiveness of the existing system nor any MLeBtigation case law, prosecution or conviction.
Based on the on-site visit, ML has been an objdcinquiries associated with some predicate
offences, such as drug trafficking.

15. There are seizure and confiscation mechanismsairepinder the Criminal Procedure Law
and Penal Law, respectively. Seizure is possibhengver there are reasons to believe that the funds
or assets are related to the commission of a ooinae important to its investigation or to produce
material evidence. Seizure is a provisional meathae applies to all kinds of property and to all
serious crimes, including ML offence and relatecedicate offences. Confiscation of items
(connected to an offence) or property are additigmenalties to the principal categories of
punishment inflicted upon an offender in accordawite Article 28, paragraph b, sub-paragraph 2
and 3 of the Penal Law. Property derived from grahactivity or acquired with its proceeds may be
confiscated under the Penal Law, except if necgdsathe livelihood of the offender and his family
However, as explained earlier, the lack of consisten the terminology used (e.g. property, assets
items) leads to a degree of uncertainty regardingatwcan be confiscated, in particular
instrumentalities used or to intend to be usedvfbras well as property of corresponding value.

16. There is no freezing mechanism to prevent asséatg loealt with, transferred or disposed
of within a short period of time, such as bank actdransfers. Article 12 of AML Decree No. 55
establishes the possibility to freeze accounts,thete are no sanctions. In fact, there is neither
freezing mechanism, nor an adequate communicatimh @ordination mechanism among the
relevant agencies in place.

17. Given that there are no statistics on the seizark anfiscation of ML offence, it is not
possible to demonstrate the effectiveness of thatieyg system.

18. Lao PDR has endeavored to ratify all the relevaht@®nventions, in particular the CFT
Convention. Notwithstanding the international cotmant, and in spite of a number of provisions in
the Penal Law related to the crime of terrorisnt thauld allow the punishment of some terrorist
acts, Lao PDR has not yet criminalised terrorigmjuding terrorist acts, terrorist act committed by
an individual or an organised group and FT. Thimfers the effective implementation of the CFT
Convention and UNSCRs 1267 and 1373. In the alsehcriminalisation of terrorism, including
FT, FT is not a ML predicate offence; and themneddreezing or confiscation mechanism in place.

19. Under Prime Minister Decision No. 63/PM, on 27 Bwmber 2002, a National
Anti-Terrorism Ad-Hoc Committee was created witle thhandate, inter alia: to act as an advisory
body to the Government on Counter Terrorism isst@snake the national report to the 1373
Committee; to propose amendments to the domestictdacomply with UNSCR 1373 and to
circulate and notify relevant the authorities af tHiNSCR 1267 Consolidated List and to take actions
accordingly (i.e. to freeze assets). However, tlageea number of deficiencies in the existing syste
in particular: there is no legal framework; AMLEhd the working group are not yet empowered to
deal with terrorism issues; the government agenaies not really certain of their powers and
measures to adopt to fight terrorism (lack of emg@ment and sanctions); there is also no monitoring
compliance mechanism; and moreover, there is earcyuidance or instructions to financial
institutions on how to report and to proceed irectere is a need to freeze an asset under UNSCR
1267 or upon request (under UNSCR 1373).
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20. Lao PDR Government officials acknowledged the leggls and stated that legislation was
being prepared. In December 2010, a “CommitteeDi@fting Counter the Financing of Terrorism

Legislation” was established by the Governor of B@L, and included all relevant ministries, with

the exception of the Ministry of Justice.

21. Pursuant to Article 23 in AML Decree No. 55, thev@mor of the BOL established the
Anti-Money Laundering Intelligence Unit (AMLIU) inhe BOL under Agreement No. 299 (“the
AMLIU Establishment Agreement”) dated 14 May 200AMLIU has two arms to implement its
dual roles of Financial Intelligence Unit (FIU) aAIL/CFT supervisor. AMLIU’s FIU powers are
provided under Article 23 of AML Decree No0.55, atdl a lesser extent under the AMLIU
Establishment Agreement.

22. AMLIU has received only 28 STRs from a few commalrddanks since October 2006.
AMLIU’s analysis process is deficient as there ¢ analysis procedure in place, and it seeks no
information from other agencies, or additional mfiation from the reporting entities in facilitating
STR analysis.

23. AMLIU has never disseminated a STR. A cursory revley the team during the on-site
visit of some STRs stored in the AMLIU database Mauggest further analysis might have resulted
in different outcomes, given some STRs fitted knamtarnational ML typologies.

24, AMLIU is not operating as an autonomous FIU. AMLi&Jrequired to seek endorsement
from the management of BOL before an STR can bsetifated, and there is a lack of budget
autonomy.

25. STR guidance is provided in the AMLIU issued Guidel on Reporting Suspicion
Transactions (the “STR Guideline”) No. 66/AMLIU, tdd 15 October 2007. It defines suspicious
transactions and outlines the factors in identysuspicious transactions. Overall, guidance on STR
is inadequate.

26. AMLIU has never published any report, including typologies, statistics and trends.
AMLIU has not signed any international MOU. Thew@mor of the BOL, however, can give his
discretion for information exchange on a case-lsedaasis. So far, AMLIU has provided assistance
only once - to the Vietnamese FIU under this policy

27. The Director General of the Police Department irtoDer 2009 designated the Financial
Crime Investigation Division of the Economic Polidepartment as the ML investigation unit in the
Lao PDR. Although FT has not been criminalisedharities informed the assessment team that FT
investigation also falls under the ambit of thedficial Crime Investigation Division. The Financial
Crimes Investigation Department has not undertadey ML investigation, although there is an
unsubstantiated claim by authorities of two ML aseder investigation by the Drug Suppression
Department.

28. The Office of the Public Prosecutor also has a gy and oversight role on ML
investigation in accordance with Article 38 in tteaw on Criminal Procedures. Under Articles 37 and
39, all investigators are required to report to@ftice of the Public Prosecutor within 24 houroaop
the opening, or receipt of credible informationdiegy to the opening of a case. After investigatibn,
there is no evidence to proceed with a criminalrghaand the case is closed, the head of an
investigation organisation is obliged to reporttte Public Prosecutor.

-10 -
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29. There is no legislative provision to allow compgtauthorities to postpone or waive the

arrest of suspected persons and/or the seizureeofnbney for the purpose of identifying persons
involved in ML/FT activities or for evidence gativg. The Lao PDR advised, however, that

investigation agencies such as the Economic PBlggartment are able to exercise such authority in
practice. No statistics were provided to suppochsa statement.

30. Article 51 of Law on Criminal Procedure empowers fublic Prosecutor or the People’s
Court to issue a written order to conduct a seafdbuilding, vehicles and individuals. Pursuant to
Article 55 of the Law on Criminal Procedure, theatief an investigation organisation or the Public
Prosecutor can issue an order to seize and deteimmsaterials/assets related to the offence. Articl
52 also goes on to sayif they are related to the offence or are thingattbontravene the law's.
This could potentially include obtaining bank ret®or transactions for further action as part gf an
ML investigation.

31. No specific details or statistics were providedhe team on the number of search orders
issued, including those issued to financial indtis, although banks met during the on-site mgstin
confirmed that it was not uncommon to receive surclers.

32. The investigation officer is authorized to taketitesny from the injured party, civil
plaintiff, accused person, witness and other caramkpersons under the power vested in Article 24 of
the Law on Criminal Procedure.

33. The Financial Crime Investigation Division has oflly staff that could be involved in ML
investigations. There are nine staff members inPfesecution Division and Supervision Division of
the Supreme Public Prosecutor responsible for eeang any ML investigation.

34. The Decree Law and Instruction on Governing the &g@ment of Foreign Exchange and
Precious Metals regulates the physical cross bdrdesportation of currency and precious metals by
an individual or financial institution. There atgwever, inconsistencies in the use of terminology.
Article 14 of the Decree Law on Foreign Exchangedses the declaration requirement on “foreign
currency” and ‘precious metal”’. However, there igyca definition of “foreign exchange” but not a
definition of “foreign currency” in the Decree Lawhe definition of “foreign exchange” covers
currencies and all forms of bearer negotiable umsénts. The absence of a clear definition of
“foreign currency” casts doubt on whether the datian requirement has extended to bearer
negotiable instrument or not.

35. There is no declaration form developed and no datitm requirement is included in the
immigration arrival form. The assessment team olegskthat there were notices and warnings for
declaration requirement affixed on the major custatheck points. Customs has confirmed the
declaration requirement is only mandatory for iné&ional and local customs check points but not
traditional border crossings. The declaration nexunent does not include mail or cargo.

36. Customs advised there were only 11 violations efdlclaration requirement and all were
punished administratively. The violations were detd based on intelligence and not voluntary
declaration. If Customs detects a violation asgediavith criminal activities, it will be referred the
Economic Police Department for further investigatioone has been referred so far.

37. There is no provision in the Customs Law to empo®eastoms officers to request and
obtain further information on the origin and inteddise of currency or bearer negotiable instruments
upon discovery of a declaration violation or sugpicof ML/FT. There is no provision in the
Customs Law to penalise cross-border physical pamstion of currency for purposes of ML/FT.

-11 -
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3. Preventive Measures—Financial Institions

38. The key ML preventative measures are in Articleo6the Penal Law, the AML Decree 55
and two Guidelines (i) the STR Guideline, and@i)ideline No.2/BOL on the AML Procedures and
Operational Controls for Reporting Institutions anthe BOL, dated 16 September 2008 (“The AML
Guideline”).

39. Article 64, fifth paragraph, in the Penal Law provides crimilability for natural persons

for STR reporting violations. AML Decree 55 comimia range of basic preventative measures but
despite the wording of some provisions consistetit the FATF standards, the Decree does not meet
the FATF definition of law, regulation or other erdeable means due to a lack of sanctions. The one
exception is sanctions attached for STR reportinations.

40. AML Decree 55 does not cover all the preventativeasures and it appears to omit Lao
legal entities, and thus Lao owned reporting ingths. Furthermore, not all designated financial
institutions are included as reporting entitiesaHy, it is specific to AML and does not extend to
CFT.

41. Implementation of AML Decree 55 has occurred omiythe banking sector. The overall
implementation of Decree 55 within the commerciahking sector is difficult to assess due to the
absence of AML/CFT supervision by the AML regulat@MLIU.

42. Lao PDR has not adopted any risk-based approachitised in the FATF standards but
treats all circumstances in the same manner.

43. Commercial banks were well aware of the existeatdhe AML Decree and BOL
Guidelines, and were implementing CDD measuresusecaf various reasons and not because of the
legal enforceability of the prevailing AML instrumis. The basic CDD measures and record keeping
measures were in place prior to the promulgatioAME. instruments in the Lao PDR.

44, AML Decree 55 includes some fundamental CDD pravisibut many of the required CDD
measures are not provided in the Decree, includingnonymous accounts; when CDD is required;
required CDD measures, including beneficial ownigrsbnhanced or reduced due diligence; timing
of verification; failure to complete CDD satisfagtg, and existing customers.

45, The identification card is the primary customer niifecation document because it is
required of all Lao nationals and financial indtitns can check with the local commune authority.
The identification card includes ID number, phdtdl, name, place originated, date of birth, plae o
residence, nationality, fingerprints and the sigretand the stamp of the local police authorifythé
customer is a legal entity, banks will obtain doemts such as business licence, tax registration,
foreign investment permission etc.

46. Lao PDR has no legislative obligations or otheroecéable means covering: Politically
Exposed Persons (PEPs); enhanced CDD in relatiosoteespondent banking obligations or
relationships; and the misuse of technological Wgreents for money laundering or terrorist
financing, or to address any specific risks assediaith non face-to-face transactions.

47. The Lao PDR laws currently do not contain spegifiovisions that would allow financial

institutions to rely upon a third party in the pess of implementing CDD. Under Article 13 of AML
Decree, reporting institutions shall be respondittehe identification information of customers.

-12 -
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48. Article 35 on “Confidentiality” in the Law on Commmal Banks imposes confidentiality
requirements on banks but correspondingly provtasinformation may be disclosed to the BOL,
the auditors or other competent authorities asigeavby law and regulation. It does not therefore
inhibit the disclosure and sharing of confidenitidbrmation with competent authorities.

49. The Accounting Law (Amendment Version) No.01/NA etht? July 2007; the Law on
Enterprise Accounting promulgated on 5 Novembe#18@d the Law on Commercial Bank imposes
record keeping requirements on financial institgio although they were not promulgated
specifically for AML/CFT purposes. The legal regurirents are more limited in scope to transaction
records but cover the designated five year periudl lzave collectively influenced broader record
keeping practices, including the non-binding AMLdpee 55 record keeping provisions. In practice,
financial institutions advised that records arenmalty kept for 10 years. Lao PDR does not have any
specific legislation regarding availability of reds “on a timely basis”.

50. There is no specific legislation that requires aaiand meaningful originator information
to be maintained through the payment chain or tedoified if over the threshold limit.

51. There is no law, regulation or other enforceableamsethat requires financial institutions to
pay special attention to all complex, unusual lapngainusual patterns of transactions; to examine
such transactions; and to keep records of sucinfijsdor at least 5 years.

52. Lao PDR has no requirement in law, regulation dreptenforceable means to oblige
financial institutions to give special attentionktosiness relationships and transactions with perso
from or in countries that do not or insufficiendpply the FATF standards.

53. Article 64 of the Penal Law and Article 11 of AMLebree 55 address STR reporting. The

former provides a legal basis for STR reportingrbgosing penal sanctions for failure to report. The

latter designates reporting entities in its Anngef2AML Decree 55) and outlines more detailed STR

requirements. The requirement to submit a STR sedthan a subjective test of suspicion and not an
objective test of reasonable grounds to suspetttheme is no definition of suspicious transaction

consistent with the FATF standards.

54, There are numerous deficiencies with the STR rampregime: not all 20 FATF predicate
offences are predicate offences for ML; attemptadsactions are not covered; FT STR reporting is
not included as FT is not criminalised; not allaintial institutions are included as reporting
institutions; the obligations on Lao owned repuagtinstitutions are ambiguous; the STR Guideline
appears to limit the scope of STR lodgment; andtoconcerning the requirement to submit STRs
regardless of any amount restriction.

55. Since 2006, a total of 28 STRs have been submifiieid.is low considering the size of the
financial sector has grown rapidly over recent gedrhere have been no STRs submitted on FT.

56. There is no legal “safe harbour” protection forafiicial institutions and their directors,
officers and employees reporting STRs in good fditlrther, there is no legal prohibition for all
parties from disclosing a STR or related infornmatioNhile Article 22 in AML Decree 55 attempts
to address this legal gap by providing reassuraoaeporting individuals and organisations when
revealing secret information, and assistance teetmaking reports for any damages done to them, it
is not clear what measures are actually availattkeuthis provision.

57. Lao PDR has considered the introduction of thresheporting, although there has been no
implementation.
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58. The sole guidance material relevant to STRs has theenon- binding STR Guideline. This
guidance material is considered very broad and léglkel and appears to be a “download” of
international guidance rather than informationot@t for this jurisdiction. Additionally, there
appears to be no consideration for how this mdteilbapply across all sectors within Lao PDR, but
rather it is a generic application of this material

59. Articles 9 and 10 of AML Decree 55 and AML GuidaliiNo.2 contain some broad and
limited reference to internal controls, complianeed audit requirements, although legally not
enforceable in terms of FATF standards.

60. There are no binding requirements for the contfdioceign branches and subsidiaries of
Lao financial institutions.

61. There is no legal requirement that prohibits theal@shment of shell banks in the Lao
PDR. There are also no specific legislative reanéets restricting financial institutions from
entering into or continuing correspondent bankiegationships with shell banks, and to satisfy
themselves that their respondent banks are nandeaith shell banks.

62. The designated AML supervisors, pursuant to Artizl8 of Decree 55 are the BOL,
Ministry of Finance and Ministry of Commerce. Tharrher two are prudential financial sector
supervisors, while the Ministry of Commerce is msgble for some DNFBP sectors and has a
broader business licensing role. The Securities Brchange Commission is not a designated
supervisory authority for AML under AML Decree 38evertheless, the Lao authorities advised the
assessment team that the Securities and ExchangeniSsion is a designated AML supervisor,
together with the BOL and the Ministry of Finanéeithorities further added that within the BOL, it
was AMLIU and not the BOL Supervision Departmerattivas responsible for AML supervision of
all financial sectors, except for insurance andisges.

63. The designated AML supervisors have not conducted saipervision, either off-site or
on-site. The securities and insurance sectorstilreaisidering how to implement AML Decree 55
obligations.

64. There is no designated CFT supervisor as FT halse®sst criminalised.

65. Under existing laws and regulations in the Lao PDigre are licensing requirements before
any financial institution may operate. These reguents are provided under the Law on
Commercial Banks, the Law on Insurance, the Deore&ecurities and Securities Markets, and in
other regulations.

66. There are fit and proper test requirements for bairksurance, securities and exchange
bureaus. There are gaps in terms of preventingnpatecriminal control through nominee
arrangements due to the lack of beneficial ownprsbguirements at the licensing and registration
stage. There was a lack of knowledge of the camufdpeneficial ownership in general, based on-site
discussions with relevant ministries. There is @t figainst the source of funding for any financial
institution, apart from the need to have “cleansndf” available within a commercial bank.

67. The AML Decree 55 provides direction in respectAIL monitoring, inspection and

sanction powers under various articles within fbecree, noting that the Decree does not contain
sanctions regarding inspection powers. There aree ngeneral, enforceable and sector specific
powers in the Law on Commercial Banks, Law on lasge and the Decree on Securities and
Securities Market. However, since AML onsite ingmts have not yet been conducted for any
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financial sector, it is not possible to assess dffectiveness of available measures in terms of
compliance with AML/CFT requirements.

68. Supervisory authorities lack effective, proportitheand dissuasive criminal, civil or
administrative sanctions. Criminal sanctions \fmiation of preventative measures are limited to
STR reporting violations and only for natural p@so The penalty referenced in the Penal Law
ranges from fines to incarceration. The single iadstrative sanction provided for under AML
Decree 55 is limited to the failure to report anRSWwhich may be applied to natural and legal
persons. A “warning” may be issued for any minomadstrative violations and graduating to
monetary fines. The maximum penalty in AML DecBéeis 30 million Kip, which is approximately
USD3600. The available monetary sanctions are motsidered proportionate and dissuasive.
Additionally, the potential exclusion of legal pens from the scope of Decree 55 remains an area of
concern.

69. There has been no application of sanctions untlegreAML Decree 55 or the Penal Law.

70. The providers of money or value transfer (MVT) $egg or remittance services are
licenced by the BOL. MVT providers are listed undeML Decree 55 as‘currency transfer
companies” and as such are covered by the AML Decree, althod$ILIU advised the
implementation of this Decree has not been extemndetiis sector. However, there is no explicit
legal coverage of this sector and it is deemedéddibject to the same requirements as ‘foreign
exchange bureaus’. The difference between MVT amdidn exchange bureaus that specialise in
note exchange is vast and should be reflectedyisléion.

71. There has also been no attempt to quantify or ifyeany informal remittance system that
may exist within this jurisdiction.

4, Preventive Measures—Designated Non-Financial Binesses and Professions

72. Annex 2 of the AML Decree 55 includes DNFBPs sashcasinos, dealers in precious
metals and antiques, and attorney offices and yaiffices as subject to preventative measures such
as CDD, record keeping and STR requirements. Howegeountants, lawyers, real estate agents,
precious stones dealers and company service previdee not covered in the Decree. Trust
arrangements are not provided for in the laws efLtho PDR.

73. The Lao PDR has approved licences for four smainos and six other venues for slot
machines. There are no internet casinos operatingd PDR. Casinos are all joint venture entities
between the Lao PDR government and the privat®sedth access to casinos stated to be restricted
to non-Lao nationals. The Ministry of Informatiand Culture is the designated supervisory ministry
for casinos, although the operations of the casia@s overseen by an “Ad Hoc” committee
comprising a number of agencies. These agencias lgences under their own authority that form a
combined approval for the establishment of a casiflte Committee is also responsible for on-going
supervision.

74. The Decree is silent on the CDD threshold limitsdasinos and precious metals and stones.
75. The deficiencies in respect of the enforceabilifyAML Decree 55 and preventative

measures such as CDD, PEPs, non face-to-face ¢tamsa introduced business, record keeping,
monitoring unusual transactions and STR reportiegatso true for DNFBPs.
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76. The only designated AML supervisors for DNFBPs thie Ministry of Commerce and the
Ministry of Finance. They are designated underdfatB of Decree 55: Organisation responsible for
supervising the Reporting Institutions. Neverthglethere has been no implementation on AML
Decree 55 in their sector i.e. Ministry of Finarfoe accountants and Ministry of Commerce for
precious stones and metals.

5. Legal Persons and Arrangements, Non Profit Orgaeations

77. Under Lao law, legal persons are governed by theigion of the Law on Enterprises 2005.
This law applies to both domestic and foreign |lggakons operating in the Lao PDR. There are four
types of enterprises: private enterprises, statergnses, joint enterprises and collective entegsr.
Registration is mandatory. All commercial compammasst be registered at and comply with the legal
requirements established by the Enterprise Registr®ffice (ERO), which is a division of the
Internal Trade Department in the Ministry of Indysand Commerce. Most relevant information
such as the company name, the type of companwcthef incorporation, the registered and principal
business office, the administrator, the secretsiigre structure and members’ shareholdings have to
be provided.

78. Lao PDR has established a system of central ragmtr and a database with relevant
information related to legal persons. The dataladisevs for real-time transfer of registrations from
provincial offices to the central office. Changedégal ownership and management must be kept up
to date. All the contents of registration are pulihd any individual or legal person may access or
request a copy of filed registration documenthieoregistration officers.

79. Shareholders or promoters of a company may be algbersons or legal entities (Article
79). Promoters are defined in Article 87 as persams initiate the establishment of a limited liatlyil
company but are not representative of the compBimgre is no provision prohibiting nominee share
ownership.

80. There is no explicit requirement in the Law on Eptises for details of company directors
to be provided to the ERO during the registrationcpss, only the details of company promoters.
However, Article 128 requires a register book @édiors (identification details of all directors) the
maintained by the company, and under Article 1&rtain categories of persons are prohibited from
holding company directorship, including a legalitgnta bankrupt person and a person with no prior
conviction for embezzlement or misappropriatioras$ets. The law does not require a director to be
resident in the Lao PDR or preclude a nominee gaaent.

81. There is no requirement by the ERO for the dedltamatf beneficial ownership during the
registration stage, or for companies/enterpriseoorpany formation service providers to obtain and
maintain such information.

82. Investigative authorities or other competent adtlesr can have access to the relevant
information held by the ERO in a timely fashion arash be shared with foreign authorities. However,
as there is no explicit requirement to declare aintain beneficial ownership information, and
nominee directors and share ownership are permittéarmation on beneficial ownership may not
be available or in a timely fashion.

83. Lao PDR has a system of bearer shares. The trarcdfféearer shares have to be registered
in the shareholder register book. It is possiblecfumpetent authorities to obtain information oa th

identity of the owners of bearer shares in someuniistances (i.e. from the minutes of company
general meetings). At the moment, bearer sharetwldko become dominant shareholders can be
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identified due to the size-number and nature ofpammies in Lao PDR. However, such scenario may
change with the economic boom and the establishofdateign companies or shareholders.

84. Under the existing system, there are no specifiasures on beneficial ownership to ensure
that bearer shares are not misused in ML or FTh @& guidelines or instructions. There is no
effective control of the number of companies widater shares.

85. Lao PDR law does not recognize the legal concem tiust, including trusts created in
other countries or any other legal arrangements aimilar nature to a trust or that meets the
definition of ‘legal arrangement’ as defined in tR&FT standards. In addition, there is no evidence
that trust service providers are operating in tae EDR.

86. There are two categories of NPOs in the Lao PDR. iRernational NPOs, the Prime
Ministerial Decree on International Non Governm@nrganisation (NGOs) No.13/PM, dated 8
December 2009 (“Decree 13 on International NGOsgj)verns international and foreign NPOs, as
defined in Article 2 of the Decree. For domestiPOs, the Prime Ministerial Decree No.115 on
Associations, issued on 29 April 2009 (“Decree 1tbAssociations”), governs the operation of
domestic NPOs.

87. The Lao PDR has undertaken a review of the regylat@amework for NPOs, both
domestic and international and has enacted neveeegoverning both categories. However, these
new decrees do not address all the requiremersigez#fied under SR.VIII. Overall, the Lao PDR has
established an enhanced supervisory frameworkceslyefor international NPOs or domestic NPOs
with international connections. It should buildthis framework to address SR.VIII requirements.

6. National and international cooperation

88. The AML Working Group was established in March 2@98&he BOL Governor’s Decision
No. 204/BOL, dated 27 March 2008, and No.56/BOlteda&25 January 2010. The AML Working
Group consists of 19 representatives from relewgintstries and agencies. The Director General of
AMLIU is the Chair of the Working Group.

89. The AML Working Group has not produced a stratefiemework for AML/CFT
implementation. The effectiveness of the Workingp@x to achieve policy and operational level
outputs is also questionable given there has beatoaumented case of ML investigation, very low
STR reporting, no on-site supervision of the baglgector, and no implementation of AML Decree
55 beyond the banking sector.

90. Lao PDR acceded to the Vienna Convention on 11 62ct@004, the Palermo Convention
on 26 September 2003, and the CFT Convention o©o@®ber 2008. Of the nine sectoral CT
conventions listed in the annex of the CFT Conwemtiao PDR is a State party to six.

91. Lao PDR has not yet adopted a comprehensive MLAI lggmework on criminal matters.
The main provisions related to international coapfien are set forth in Part XI of the Criminal
Procedure Law, that states that international c@tjpm in criminal proceedings shall be afforded
while complying with the principles of respect fitre independence, territorial sovereignty of the
States, non-interference in the domestic affaigsiabty and mutual benefit, and consistent with the
Constitution of Lao PDR and the fundamental prilespof international law. Even if no bilateral or
multilateral agreement exists and no compreheridiv& regime exists, MLA may be afforded on a
case-by-case basis; nonetheless such assistanteb®sonsistent with the national constitutiod an
its fundamental principles. MLA may include extitaath, transfer of sentenced persons, seizure of
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assets of an accused person or defendant, enfanteshgudgment, or general cooperation in
combating of cross-border crime. However, it shdoédstressed that there is no concrete case to
assess the existing modus operandi.

92. Lao PDR has signed a few MLA agreements with feraiguntries, notably the ASEAN
Treaty on Mutual Legal Assistance in Criminal MedteThe bilateral extradition treaties with
Vietnam, China, Thailand, Cambodia and Democradopk’s Republic of Korea; the Treaty on
Justice in Civil and Criminal Matters with Vietnaand the Democratic People’s Republic of Korea;
and the bilateral treaties on sentenced persohsiitiland and the United Kingdom.

93. The fact that there is no comprehensive ML legamiwork in place hinders the
implementation of the Vienna and Palermo ConvestiorLao PDR, as well as the CFT Convention
and related terrorism conventions. Due to suchratgseét is not possible to assess the range of MLA
and if MLA requests are executed in a timely, cardive and effective manner or to assess the
efficiency of the process. The lack of an adequaterdination mechanism also jeopardises the
provision of MLA in an effective, constructive atichely manner. Lao PDR authorities are aware of
such lacuna and are taking the necessary stepopd adequate legislation.

94, MFA is the focal point for all MLA agreements orimimal matters i.e. all MLA requests
follow the diplomatic channels. Any MLA request BHae forwarded to the concerned agency to
analyse the request and to provide the reply. Beghe previous, one cannot say that there is a
coordination mechanism. Indeed, based on the irEtiom provided during the on-site visit, for each
request a special ad-hoc committee is createsl cibinposed of Ministry of Foreign Affairs, Ministry
of Justice, Ministry of Public Security, Public Bezutor and Court that shall decide on the subject-
matter, including whether to accept the requesttarmgbpoint an agency responsible for executing the
request. The answer shall be forwarded througtortiptic channels.

95. There is no specific provision in the Criminal Redare Law on the requirement (principle)
of dual-criminality, which means that MLA may befafied without the requirement of dual
criminality on a case-by-case basis. Nevertheldssie are some restrictions that the Criminal
Procedure Law refers to, namely the non-conformiti Lao PDR legislation or if the provision of
the MLA would affect the sovereignty, security ¢akslity of the nation, or any important intere$t o
the Lao PDR. The dual criminality principle is pided for in bilateral agreements and in the
ASEAN regional agreement.

96. The Criminal Procedure Law in Article 119, paradrahy states that extradition can be
afforded. However, as mentioned, there is no eitioadregime in place. Extradition can be afforded
on a case-by-case basis, following the generaktiples established in Articles 117 to 120 of the
same Law, and may be refused on the grounds oftlArti20, whenever it would affect the
sovereignty, security or stability of the nationamry important interest of the Lao PDR.

97. One cannot affirm that the extradition of nationeds be afforded in the absence of an
extradition regime. During the on-site visit, LRBBR authorities also reaffirmed that nationals wloul

not be extradited on the grounds of Article 12ahaf Criminal Procedure Law without prejudice of
being prosecuted under Lao PDR law.

98. Section IV in AML Decree 55 establishes a set olvjgions on international cooperation to
combat and deter ML (Articles 28-31). The wordinf this section, however, limits the
agencies/ministries able to exchange informatioivian outside of the MLA process, to the AMLIU
and the Interpol Department of the Ministry of Matl Security. There is no mention of other
supervisory authorities i.e. Ministry of FinancedaMinistry of Commerce and the Securities and
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Exchange Commission. The current system does roider gateways for direct exchanges with
foreign counterparts for ML, but indirectly througte two designated agencies.
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1. GENERAL

1.1. General Information on the Lao PDR

99. The Lao PDR is a landlocked country situated intBeast Asia with a population of

approximately six million people. The total ardatlee Lao PDR is 236,800 square kilometers of
which two-third is mountainous. The Lao PDR shabesders with five countries, namely the
People’'s Republic of China in the North, the Kingdef Cambodia in the South, the Socialist
Republic of Vietnam in the East, the Kingdom of ildrad in the West, and the Union of Myanmar
in the North-West.

Economy

100. The Lao PDR is classified as a Least Developed ©p(@hDC) and relies heavily on donor
assistance. Per capita gross domestic product mwascdUSD 980 in 2010. The growth in GDP has
averaged 7.5% per annum since 2001. The ratelafionf is about 4.2 % in 2009.

101. Foreign direct investment (FDI) projects approvetanted to USD 1.2 billion in 2008 and
USD 4.3 billion in 2009. The global financial ces{GFC) did not appear to have any significant
direct impact on FDI in the Lao PDR, as FDI in toaintry has been gradually increasing.

102. Since 2006, the Bank of Lao (BOL) PDR has continteegpursue a managed floating
exchange rate system. The BOL sets a daily refereamte for the local currency, the Lao Kip to the
U.S. dollar. The official exchange rate in June®bétween Kip and the U.S. dollar was 8 250 Kip.

103. The Lao PDR remains a cash based economy. Cashireedofor 49% of the value of
transaction in 2007 and 53% in 2006. In 2009, thlees of the total cash transaction was 39%. There
is an increasing trend in non-cash payment systerddransactions through credit cards, debit cards
and ATMs. The BOL is promoting non-cash paymenth@country. This includes encouraging line
ministries and business units/enterprises to pé&risa via the banking system. The central bank
(BOL) is also encouraging the public to use thekbansystem.

104. Foreign currencies such as the US dollar, Thai Rabtthe Euro are accepted at shops and
commercial establishments.

105. Agriculture accounts for 30% of Gross Domestic Raidwith industry and services at
31.4% and 38.6% respectively in 2010. There has Isignificant growth in the development of
hydropower plants to utilise Lao’s water resouras] significant growth in mining production of
19% in 2010 with copper, gold and silver productimeounting for the growth. Tourism is one of the
fastest growing industries in the country and taergent industry is a major export industry.

System of Government

106. The Lao PDR is ruled by the Lao People's RevolatipiParty (LPRP). The eleven-member
Politburo of the LPRP, drawn from its Central Corntes, is the key decision-making body
National Assembly, which is elected by the peoptenf a list of candidates approved by the Party,
meets twice a year and is responsible for scritigigroposed legislation.

107. The National Assemblyrepresents the interests of the multi-ethnic p=opithe Lao PDR.
The National Assembly is also the legislative bramith the power to make laws, and to oversee the
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activities of the executive organs, the people’srioand the Office of the Public Prosecutor. The
term of office of each National Assembly is fiveaye The National Assembly Standing Committee
is the permanent body of the National Assemblgcts on behalf of the National Assembly between
the sessions of the National Assembly. The Natiédsslembly Standing Committee consists of the
Chairman, Vice-Chairmen and members.

108. The Government of the Lao PDR is the executive branch of theeStapproved by and

responsible to the National Assembly and the Peesidf the State. Its role is to administer theeSta
uniformly in all aspects. The government is complasiethe Prime Minister, Deputy Prime Ministers,
Ministers of ministries and Ministers to the Prifwinister's Office, and chairmen of ministry-

equivalent organisations.

1009. The Government reports to the National Assemblytoathe National Assembly Standing
Committee when the National Assembly is not inisessind to the President of the State.

110. Lao PDR comprises 17 provinces; there are three levelmadl administration in each
province: the provincial, district and village achigiration.

Legal System

The Courts

111. People’'s Courts The status and role of the People’s Courts aterahined in Article 17
and 18 of the amended Law on the People's Courts@fPDR 2009. The People's Courts are the
judicial branch of the State, and they are respbmsor adjudicating cases. The People's Courtg pla
an important role in disseminating laws and regmiest, preventing violation of laws, increasing the
people’s knowledge and public awareness of lawd,caordinating with relevant organisations both
domestic and international.

112. The People’'s Supreme Couris the highest judicial organ of the Lao PDR aad/ss to
adjudicate cases, to administer the organisatidhefeople’s Courts, to supervise and examine the
legal correctness of decisions in the lower courtee People’s Supreme Court also supervises the
administrative work of the local courts and miljtaourts.

113. The President of the People’s Supreme Court isiamgab and removed by the National
Assembly based on the recommendation of the Prasiofethe State; the term of office of the
President of the People’s Supreme Court is the santke term of office of the National Assembly.
The vice-presidents of the People’s Supreme Caargppointed or removed by the President of the
State based on the recommendation of the Presidethe People’'s Supreme Court. Judges of the
People’'s Supreme Court, presidents, vice-presidemtsl local courts’ judges are appointed,
transferred and removed by the National Assembdgthaon the recommendation of the President of
the People’s Supreme Court.

114. The People’s Supreme Court has the mandate toreegssation appeals of the decisions of
the appellate courts when such reviews are requisedhe litigants or parties or by the public
prosecutor. The People’s Supreme Court can re-appelecisions of lower courts that have become
final and consider the orders, decisions, and juagm of the People’s Courts. Furthermore, it
provides legal instructions to the local courts amtitary courts in advising on case law, interpret
the laws under its responsibility, supervises axahénes the legal correctness and uniformity of the
proceedings of the local courts and military cquetmnsiders the jurisdictional scope of all levels
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courts throughout the country, and works and cadpsrwith foreign countries relating to law and
justice.

115. The system of the People’s Courtsonsists of People’s Supreme Court, regional spurt
provincial and Vientiane capital city courts, juitencourts, area courts, and military courts. The
People’s Courts make decisions by following the¢hlevels: at first instance, on appeal and on the
cessation.

Hierarchy of Laws

116. Lao PDR’s legal system belongs to the civil law ilggmwith written law (codification) as
the primary source of law. Civil law proceeds fraimstractions, formulates general principles, and
distinguishes substantive rules from procedurasult holds legislation as the primary sourceauf, |
and the court system is usually inquisitorial, wntd by precedent, and composed of specially
trained judicial officers. On top of the hierarabfylaws is the Constitution followed by other prima
legislation (often organised in ‘codes’ - a collentof core laws organised in a systematic manner)
and secondary legislation (e.g. regulations, obders

117. In the Lao PDR, primary legislation includes thelRDR Constitution, laws enacted by the
National Assembly and presidential decree lawseidshy the President. Secondary legislation
includes Prime Ministerial decrees, regulationsiecs and guidelines issued by the Prime Minister
and Ministers or equivalent.

Transparency, Good Governance, Ethics and Measuregjainst Corruption

118. Lao PDR faces significant challenges from corruptibhe Lao PDR was ranked 154 out of
178 countries in the Transparency Internationalsb@ Perception Index 2010. In the Asia/Pacific
region, it was ranked number 30 out of 33 countries

1109. The Government of Lao PDR signed the UN Convention Anti-Corruption on 10
December 2003 and ratified the Convention on 3Qe®aiper 2009.

120. The National Assembly approved the Law on Anti-@ption No.3/NA on 19 May 2005.
The Anti-Corruption Law defines principles, rulesd measures for the prevention and countering of
corruption. Article 4 provides the following mainiqciples in the prevention of corruption:

e The main focus shall be on preventing corruptionilevcountering corruption shall
be regarded as an important;

» Inspection of corruption phenomena shall be coretli@nmediately, strictly,
independently, objectively, and accurately;

» If there is an offence, the matter should be dedth strictly, immediately,
and with justice;

» To ensure that there is no interference, obstructar threat from any individual
or organization;

 Individuals and organizations to be inspected skalbperate, create conditiofis
and facilitate the inspection; and

e The State shall create conditions for citizensjaarrganizations, and mass media to
participate in the prevention and countering ofreqtion according to regulations.

121. The functions for countering corruption are cumemarried out by the Anti-Corruption
Department in the State Inspection Authority. ThepBrtment, established in 2006, has an inspection
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division with 11 personnel. Article 26 of the Law#Corruption Law (Law 45/PO) provides for an
asset disclosure system for persons in “positidnpawer or duty”. Such persons must declare his or
her own property and debts, and that of the pessbasband or wife and children who are under his
or her charge accurately, faithfully, and honesthd must be accountable under the law for the
contents of the declaration. It is not clear thé& asset disclosure system is yet in operation.

122. Since 2006 there have been two cases prosecuteessiidly. The first case involved nine

people convicted for illegal logging, and the set@ase involved a bribery conviction against a
judge. The Department informed the assessment tieanseized assets, including instrumentalities
used were confiscated. In addition, there has keenumber of non-criminal sanctions, e.g.
reprimand, demotion, dismissal from civil servicedemoted.

123. There are media reports of significant politicaflience in the judicial process that
undermines attempts to prosecute corrupt partgmios government officials.

124. The law provides for freedom of the press. Accaydin media reports, however, free
speech is severely restricted and the governmens @l the media. There are statutes that forbid
slandering the state, distorting party or statécpes, inciting disorder, or “propagating infornatior
opinions that weaken the government.”

1.2. General Situation of Money Laundering and Finacing of Terrorism

125. The Lao PDR has not undertaken a formal AML/CF$k rassessment. Based on
discussions held during the on-site, governmertiafé saw ML threat as limited and FT threat even
more limited. There has been no typologies workeatatken on ML or FT, as there has been no ML
or FT investigation, and only 28 STRs receivedated

126. Officials were either not fully aware or were nailling to pinpoint potential ML/FT
vulnerabilities in the Lao PDR, including the nexhetween significant proceeds generated by drug
trafficking and other proceeds related crime. Thasalicate crimes are openly acknowledged with
limited hesitation in the Lao PDR.

(i) ML/TF Threats

127. The following statistics provide an overview of ttieeats posed by major predicate crimes
in the Lao PDR, including various sub-categorigsdiuig-related offences.

Table: Statistics on Serious Crime (2006-2009)

No. Charges Cases | Prisoners Fines (in Lao Kip) US$ Equivalent

1 | Drug Trafficking 21 47 10,656,500,000 1,291,697

2 | Human trafficking 2 4 1,170,000,000 141,818
Theft and mugging 3.976

3 | of the personal 7 14 32,800,000
property

4 Embezzlement and 7 1 546,900,000 66,291
swindle
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5 Possession of 1 1 700,000 85
Weapons

Table: Statistic on the Seizure of drugs 2006 - 200

Items 2006 2007 2008 2009
ATS (tablets) 1,755,989 1,272,815 1,227,205 2,335,330
Heroin (kg) 9.17 23.77 17.51 29.25
Opium (kg) 1.18 14.17 11.80 49.89
Marijuana (kg) 291.5( 2,202.80 804.60 975.90
Cocaine (kg) q 0 1,99 0.10
Ice (kg) 0 0 0 0

128. Heroin Production: 1998, Lao PDR was ranked the world’s third latgé®it opium
producer (UNODC Opium Survey, 1998). At the tintee tao PDR also had one of highest opium
addiction rates in the world. However, from 1968005, opium cultivation fell by 94 percent and
opium addiction by 80 percent.

129. Drug Trafficking: According to publicly available reports by the WmitNations Office on
Drugs and Crime (UNODC), since the mid-1990s, dmadficking has become a serious problem.
Tighter law enforcement in China and Thailand tagtributed to the Lao PDR’s rapid emergence as
a key transit and storage country for ATS and mefi@m neighbouring countries and then onwards
to other countries in the world, with precursoringan the opposite direction. The Lao PDR is also
used for trans-shipment purposes of chemicals. avadability of precursor chemicals, technical
chemical expertise and growing ATS local demand edsses the risks of domestic manufacturing of
ATS and heroin within the remote and inaccessiblelér areas in Lao PDR.

130. The UNODC further notes that because of its gewucal location and its vulnerability,
the Lao PDR is attracting the attention of tranSemal criminal organisations and is at risk of
becoming a hub for storage, illicit transit trakiieg and drug consumption in the region. Although
there are no indications that large scale prodnatibsynthetic drugs currently occurs in the Lao
PDR, strategic analysis indicate that it is onlymatter of time before synthetic drugs are
clandestinely produced in the country.

131. According to the U.S. State Department Internatiowarcotics Control Strategy Report
2010, the value of the illicit drug economy is ewited to be about ten percent of GDP or up to
USD750 million. The funds are reported to be in@dsh legitimate businesses.

132. Human Trafficking : The UNODC estimates that between 200,000 and)db(eople are
trafficked annually within the Greater Mekong Sulegin. Lao PDR is also severely affected.
Human trafficking is not only a cross-border adgidut also occurs within the boundaries of the Lao
PDR. Many young people choose to migrate eitheritionally to Thailand or internally from rural
locations to the cities, in search of better ecdsoopportunities. It is believed that about 90% of
trafficking from Lao PDR occurs to Thailand, whéne majority of victims are girls aged between 12
and 18. Of those people trafficked from Lao PDR bailand, it has been estimated that about 35%
end up in prostitution, 32% in situations of lab@xploitation, 17% in factories and 4% on fishing
boats.
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133. lllegal Logging and Other Environmental Crime: lllicit trafficking is linked with
transnational criminal groups and is trans-boundaryature. The commaodities being trafficked
include illicit logs as well as many endangeredcgg® In the Lao PDR, a great variety of wildlie i
currently openly traded in northern areas, oftelaige volume.

134. Corruption: There have been public statements by Lao governroffitials of the
seriousness of the corruption problem in the La&PBribery and corruption is commonplace in the
tender process for construction projects. Both diimeand international companies often bribe
officials before bidding begins. Bribes to offigdabre generally used in construction projects
involving major roads, large bridges and dams.

135. There have been media reports of the Lao Statedtism Agency stating that corruption
costs the government over 100 billion Kip (approxiety USD93 million) in revenue on an annual
basis, with the most corrupt departments causimg léingest losses being those responsible for
investment and revenue collection.

(i) ML/TF Attractiveness/Vulnerabilities

136. There are significant ML and TF vulnerabilities, detailed and explained further in this
report. The more salient elements are summarisedvbe

« lack of awareness of AML/CFT requirements and sdathslat all levels of the society;

e porous land borders with neighboring countries;

e poorly paid public servants and bribery is common;

» deficiencies in the AML/CFT legal framework - natllf consistent with the relevant
Conventions and international standards;

» limited resources devoted to AML/CFT and technstdlls are at the nascent stage; and

« a growing financial sector, particularly the barkisector and the newly established stock
market.

137. The presence of four casinos close to Lao PDR’'ddysrwith neighboring countries may
make the country more attractive for ML, given émepirical evidence globally of casinos being used
to launder illicit proceeds. The absence of AML meas in place in Lao casinos further add to their
relative attractiveness.

(iii) ML/TF Risks

138. There are significant illicit proceeds generatethimLao PDR. Given the deficiencies noted
in the AML framework, significant ML risks remaifthe ML risks may be higher in the expanding
financial sector. Due to the lack of an equivalerpanding supervisory framework, the banking
sector may be attractive for the laundering of pheceeds of crime derived both domestically and
offshore.

139. The threat of FT in the Lao PDR is perceived irationally to be lower than neighboring
countries. Lao PDR is not generally regarded higjlaer risk jurisdiction for FT. The absence of FT
criminalisation could make Lao PDR a higher riskFd, terrorists and/or terrorist entities.

1.3. Overview of the Financial Sector and DNFBP

140. Accounting to a recent World Bank report, the ficiahsystem is dominated by banks, with
non-bank financial institutions representing onl% of overall financial sector assets as of June
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2010 There are 23 commercial banks with 63 branchetjding domestic and foreign banks. There
are 365 authorised foreign exchange bureaus, ttdrged money value or transfer providers, and
five insurance companies. There are also villageesldpment funds and poverty reduction funds,
established by the mass organisations and locaétgoorganisations, with the participation of

villagers and financial assistance provided by gomernment organisations.

141. Table: Financial Activity by Type of Financial Institution

Type of financial activity Type of financial institution | AML/CFT

(See glossary of the 40 Recommendations) that performs this activity regulator &
supervisor

1. Acceptance of deposits and other repayable firods | Banks Bank of Lao PDR

the public (including private banking) Micro-Finance Institutions

2. Lending (including consumer credit; mortgageditre Banks Bank of Lao PDR

factoring, with or without recourse; and finance of Finance companies

commercial transactions (including forfeiting)) Micro-Finance Institutions

3. Financial leasing (other than financial leasing Non-Bank Credit Institutions Bank of Lao PDR

arrangements in relation to consumer products)

4. The transfer of money or value (including finiahc Banks _ Bank of Lao PDR

activity in both the formal or informal sector Money remitters

(e.g. alternative remittance activity), but notlitting any
natural or legal person that provides financiatiingons
solely with message or other support systems for
transmitting funds)

5. Issuing and managing means of payment (e.gitcred| Banks Bank of Lao PDR
and debit cards, cheques, traveller's cheques,ynone
orders and bankers' drafts, electronic money)

6. Financial guarantees and commitments Banks Bank of Lao PDR
7. Trading in: Banks Bank of Lao PDR
. Securities Companies Securities and

(a) money market instruments

. Exchange
(b) foreign exchange; Commission
(c) transferable securities
8. Participation in securities issues and the iowi of Securities Companies Securities and
financial services related to such issues Exchange

Commission

9. Individual and collective portfolio management Banks Bank of Lao PDR
10. Safekeeping and administration of cash ordiqui Banks Bank of Lao PDR

1 Lao PDR Economic Monitor, World Bank

-26-




Mutual Evaluation Repdréo PDR

Type of financial activity

Type of financial institution | AML/CFT

(See glossary of the 40 Recommendations) that performs this activity regulator &
supervisor

securities on behalf of other persons

11. Underwriting and placement of life insurance an o Insurance

other investment related insurance (including iaaae Life insurance Department,

undertakings and to insurance intermediaries (agemd | COmpanies/agents

brokers)

12. Money and currency changing

Banks, Financial Institutions

Table: Categories and numbers of banks and financianstitutions in the Lao PDR

Categories No Authorization
Organisation
Banking Sector. 23
State-Owned Commercial Bank 3 Bank of Lao PDR
Special Bank 1 Bank of Lao PDR
Joint Venture Bank (Foreign-State) 2 Bank of Lad=PD
Foreign Affiliate 3 Bank of Lao PDR
Domestic Private Bank 4 Bank of Lao PDR
Foreign Branches 10 Bank of Lao PDR
Leasing Companies 3

State-Owned Commercial Bank’s Leasing Company

nkid Lao PDR

Joint Venture (Foreign-Domestic) 2 Bank of Lao PDR
Insurance Company: 05
Insurance Companies 05 Ministry of Finance
Micro Finance Institution : 28
Deposit-Taking Microfinance Institution 7 Bank odd PDR
None-Deposit Taking Microfinance Institution 8 BamikLao PDR
Credit and Saving Union 11 Bank of Lao PDR
Funds for Cooperative 2 Bank of Lao PDR
International Money Transfer: 18
Western Union 9 Bank of Lao PDR
Money Gram 5 Bank of Lao PDR
Coinstar Money Transfer 2 Bank of Lao PDR
HONG LAN SERVICES INC 1 Bank of Lao PDR
Sacombank 1 Bank of Lao PDR
Money Changers 365 Bank of Lao PDR

Banking Sector
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142. According to the Lao PDR, the total assets of tht@ebanking system rose to 4,755 billion
Kip or up by 32.03 percent as compared to 2008¢hvis the equivalent of USD 576 million. This is
due to a significant expansion of the banking secidhich has taken place with the gradual
expansion and liberalisation of the national econoithis reflects the Lao Government'’s decision to
open up the sector to foreign competition and itmest, as part of a regional agreement under the
ASEAN to liberalise the banking sector.

143. Banks from Thailand, Australia, Cambodia, Vietnamd &rance have branches in the Lao
PDR. Banks are offering ATM access.

144. The banking sector is dominated by state-owned $arith around 60% of total assets in
2010 (down from 69% in 2009), but the share isidew. The assets of private and joint venture
banks have increased recently as new private bamerged. In the past two years, six (6) new
commercial banks commenced operations and brobghtotal number of banks to 23 as of March
2010, consisting of four state owned commerciakbatwo joint venture banks, seven domestic and
foreign private banks and 10 branches of foreigrkba

Table: Details of the Banking Sector
(December 2009)

Asset Size (in| Sharing or
. Network/ i .
Categories of Banks Number billions of banking
Branches .
Kip) assets
State-owned Commercial Banks 4 49 12,639.36 67.429
Joint Venture Banks (Foreign-Statg) 2 4 1,178.56 28%.
Domestic Private Banks 4 3 1,296.93 (6.92%
Affiliated Banks 3 7 1,210.50 6.46%
Branches of Foreign Banks 10 - 2,422.17 12.92¢

Source: Bank of the Lao PDR

Insurance sector

145.

Lao government. There is only one company tha®@94 privately owned.

146.

There are five insurance companies in Lao PDR aizé by the Lao government. They
are mainly joint ventures between foreign compamied the Ministry of Finance on behalf of the

The following is a list of insurance companies auited to operate in Lao PDR:

(1) Assurance Generale du Laos (AGL) establishedl982 as a joint venture with
registered capital of USD 2,000,000. Allianz andlgliry of Finance, each holds shares
of 51% and 49% respectively. The company providggpal and life insurance.

PCT ASIA INSURANCE CO, LTD established in 2089.00% privately owned.
Tokojaya Lao Assurance Co. Ltd is a joint veatbhetween a Malaysian Conglomerate
and the Government of Lao PDR through the MinigifyPublic Security with the
shareholding ratio of 80% - 20% respectively. Thenpany was established in 2007
with USD 3 million registered capital.

Lao-Viet Insurance Company (LVI) is a Lao-Viétsurance Joint Venture with
registered capital of USD 3 million. LVI was laurechin June 2008.

(2)
®3)

(4)
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(5) MSIG Insurance (Lao) Co Ltd is a joint ventlretween MSIG ,which owns 51%
equity, and the Ministry of Finance, which owns 48%ulity. The registered capital is
US$ 2 million.

147. Insurance Companies have branches in the largevinges of Lao PDR, including
Vientiane Capital, Champasak, Luang Prabang, Attapel Savanakhet.

Money Changers/Exchange Bureau

148. At June 2010, there were 365 BOL authorised foreigohange bureaus in the country.
Both commercial banks and financial institutions anthorised to operate foreign exchange trading.

Money or Value Transfers Systems (MVT)

149. There are 18 BOL authorised MVT providers in the IRDR. These include banks and
international non-bank money remitters such as ®¥estnion, Money Gram, Coinstar Money
Transfer and Hong Lan Service. The Lao PDR hasindéertaken a study of the size of the informal
remittance sector.

Securities Sector

150. The government established the Securities and Egeh&ommission (SEC) on 25 May
2009. In July 2009, a joint venture agreement vigises with the Stock Exchange of Korea for the
establishment of Lao Securities Exchange, in cadjmer with the Vietnam Stock Exchange and the
Stock Exchange of Thailand.

151. At the time of the on-site no securities company been established.

Micro-Finance

152. There are 28 BOL licenced microfinance institutiomscluding seven deposit-taking
microfinance institutions, eight non-deposit takimicrofinance institutions, 11 savings and credit
unions and two funds for cooperatives.

Leasing Companies

153. There are three BOL licenced providers, one baudkta&o joint venture providers.

Overview of the DNFBP Sector

Casinos (which also includes internet casinos)

154. The Ministry of Information and Culture licencesites. There are four licenced casinos in
operation and all are in the form of a joint vertlnetween the Lao PDR government and foreign
investors. In addition, there are six licenced stwachine venues located near borders with
neighboring countries. There are no casinos pexditt Vientiane.

155. The longest established casino is 10 years olda@raied near the capital, Vientiane. It is
100% Malaysian owned. Two other casinos are joiatiyned by interests from China and another
casino is owned by an investor based in the U.I8=s@& three casinos were opened in 2009. There is
a proposal for one more casino to open near theb@dian border.
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Real estate agents.

156. There were 301 real estate agents in Lao PDR in 20dy). The agencies are operated by
Lao natural persons in the form of sole enterpridgents or brokers provide brokerage services only
and are not involved in accepting payments. Paytiseditect between the seller and buyer. There is
no formal licensing requirement beyond basic bissimegistration with the Enterprise Registration
Office.

Dealers in precious metals

157. There are two (2) BOL authorised import-export guiees for precious metals (gold and
silver bars). For the domestic market, there are®bciation members of the Precious Metal and
Stone Association - established under the NatiGhamber of Commerce and Industry. There are
also precious metals businesses with a businesstg®rt not part of the association.

Dealers in precious stones

158. Lao PDR is a significant gem producing country.eTlao Gem and Jewellery Association
estimates that there are more than 600 jewellegets, with over 200 based in Vientiane. The
majority are retail traders. There are two BOL au#ed traders involved in import and export. There
are only 80 members of the association, althoughattter is keen to grow the membership.

159. The values of products are normally under USD15,00@re is occasional demand for
items over this amount, but it is not common. Gaibyput 10 retail shops are able to service this top
end of the market, but normally there would be amig or two sales a year over USD15,000. The
average store capital is between USD15,000 and 0®Da.

160. The normal method of payment is in cash with th@nts in the local currency, the Kip.

Lawyers

161. The Lao Bar Association was established in 19%96is Icomposed of an Executive

Committee of nine members and an Audit Committedivef members. There are seven regional
offices of the Bar Association nationwide and imenioffices in the capital, Vientiane. The Bar
Association provides training and monitors lawygnsictices.

162. According to information obtained during the oresithere are 129 lawyers and 51 trainee
lawyers. Candidates who wish to obtain a licenoenfthe Ministry of Justice to practice law must
possess qualifications at a technical, bachelomaster's level, or otherwise have experience in
working in the judicial system for at least fiveays. After a one year training program under the
supervision of a mentor, trainee lawyers are stibj@ca final examination and upon successful
completion, they may apply for a practice licence.

Notaries
163. The Law on Notary Offices was approved and prontelgjan 1991. A Notary Office was
created within the Ministry of Justice in 2000 amdotary office was established within the justice

division in each province or prefecture in 2004.2009, the Law on Notary Office was amended.
Notary officers are appointed and dismissed byMhgster of Justice.
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164. Notary offices are governmental organisations. Hmwe private agencies may be
established and authorised by the government iordance with specific regulations under the
Amend Law on Notary Offices issued 2009.

Accountants

165. The Lao Institute of the Certified Public Accourta(LICPA) is a member of the ASEAN
Federation of Accountants but is not a member ef Ititernational Federation of Accountants
(IFAC). The accounting and audit laws lack cladfion of LICPA’s exact responsibilities regarding
training, examination, and certification and licegsof accountants and auditors. With only three
administrative staff, the LICPA lacks sufficienfpeity to carry out its functions.

166. LICPA has about 150 individual members. There &e@ecounting firms operating in Lao
PDR, including three local offices of the largesimiational accounting firms. Large corporate estiti
are audited by local members of international firfitse small local audit firms concentrate mostly on
tax and bookkeeping services, with only occasiandit work for medium-size and small companies.

167. The LICPA members are required to have completsid-enonth training and examination
program that includes 10 subjects. More than 400ficates of completion have been issued since
1996 when the program was first introduced by thaeidity of Finance. However, only about 150
persons have LICPA membership. The training progsain the Lao language. No foreign persons
have yet completed the program and obtained LICRAbership, and no foreign-based professional
accountancy training program is active within Lao.

168. The Lao Association of Accountants and Independertitors (LAAIA) was established
for accountants employed in state-owned enterpésésprivate firms, including accounting chiefs,
accountants, and accounting and auditing professamployed with accounting firms licenced by the
Ministry of Finance. The Association was establishreaccordance with the Law on Accounting No.
1/NA on 2 July 2007.

Trust and Company Formation Service Providers

169. There are no trust service providers in the Lao PBBmpany formation services are
relatively new, given the Law on Enterprises wasnmulgated in 2006 and most businesses are still
sole proprietorships; although there is a growiamand for such services as the economy grows.

1.4. Overview of commercial laws and mechanisms geming legal persons and
arrangements

170. The Law on Enterprises No 11/PA, dated 9 Novemi@52came into effect in 2006 to
replace the 1994 Business Law. The Law on Entapuetermines the types, forms and categories of
enterprises, number of shareholders, and registesgtal of enterprises, including private,
state-owned and joint enterprises. This law appbeagrivate enterprises, both domestic and foreign,
state enterprises and joint enterprises operatitigel Lao PDR.

171. All prospective enterprises must be registered liy Enterprise Registry Office. The

company must submit, among others, the company ntmetype of company, the incorporation
statutes, the registered and principal businessegffnanager/board of directors, share structuce an
member’s share. Companies may be owned by one oe st@mreholders (which may be legal or
natural persons).
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172. There are two categories of NPOs and they are ciutojalifferent requirements. The Prime
Ministerial Decree on International Non Governméhtganisation (INGO) No.13/PM, dated 8
December 2009, (“Decree 13 on International NG@s¥)erns the operations for international NPOs.
This Decree is applicable to International and ifpreNPOs, as defined in Article 2, including
non-governmental organisations in the form of aisgion, foundation, charity, institutional and
charitable clubs. For domestic NPOs, the Primeidtnial Decree No.115 on Associations, issued
on 29 April 2009 (“Decree 115 on Associations”)ygms the operation of such NPOs. This Decree
sets the rules and regulations governing the ésiteibént, operation and management of associations
registered as legal entities in the Lao PDR.

173. Association refers to a non-profit civil organiseti set up on a voluntary basis, and

operating on a permanent basis to protect thesightl legitimate interest of the association, its
members or communities. An association formed agistered under Decree 115 is incorporated as
a legal entity. It excludes unincorporated nonprofganisations such as religious groups, micro
finance funds and organisations associated witlcohgmunist party.

1.5. Overview of strategy to prevent ML and terrorst financing
a. AML/CFT Strategies and Priorities

174. The Lao PDR does not have a comprehensive natiiretegy to implement the FATF
40+9 Recommendations. According to Lao PDR autiesriit is currently focused on enhancing its
legal framework to meet the requirements of thetéthiNations International Convention for the
Suppression of the Financing of Terrorism, whicls w@ned on 29 October 2008. It is in the process
of drafting a legal instrument on the suppressiaihe FT.

b. The Institutional Framework for Combating Money Laundering and Terrorist
Financing

175. The AML Working Group : This Group was established in March 2008 in ada&oce with
the BOL Governor’'s Decision No. 204/BOL, dated 2&rkvh 2008, and No.56/BOL, dated 25 Jan
2010. The AML Working group consists of 19 repreatives from relevant ministries and agencies.
The head of AMLIU is the Chair of the Working Group

176. National Anti-Terrorism Ad-Hoc Committee: Under Prime Minister Decision No.
63/PM, of 27 December 2002, a National Anti-Tamor Ad-Hoc Committee was created with the
mandate, inter alia: to act as an advisory body¢oGovernment on CT issues; to make the national
report to the 1373 (2001) Committee; and to propasendments to the domestic laws. The
Committee is chaired by the Deputy Prime Ministed ancludes the Minister of Foreign Affairs,
Minister of Public Security, Minister of Nationalefense and Minister of Justice, and representatives
from concerned departments within the MOFA (Deparimof International Organisations,
Department of Law and Treaties, etc), the Natigkedembly, Public Prosecutor's Office, Science
and Technology Agency, Bank of Lao PDR, Civil Await Department, and National Drug Control
Committee. The Committee has carried out sevet@litaes such as informing its member about
latest developments and requests of the UN Sedbatyncil on terrorism.

Lead Agency

177. Anti-Money Laundering Intelligence Unit (AMLIU) : The AMLIU is established within
the BOL and is the lead agency for AML/CFT. AMLIE the Financial Intelligence Unit (FIU) and
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AML/CFT supervisor for all designated financial s@creporting entities except for insurance and
securities.

FIU and law enforcement

178. Economic Police Department:This Department reports to the General Police Digpart
(under Ministry of Public Security) and is the dgwited agency for investigating ML and predicate
offences.

179. Ministry of Public Security: This is the Lao PDR police force and operateadecordance
with the Law on Security Force under the directesusion of the government and predicate
offences.

180. Ministry of Finance (Customs): Customs is responsible for cross border control in
accordance with relevant laws and regulations.

181. Office of the Public Prosecutor: This office is responsible for the oversight ofnairal
investigations and their subsequent prosecutiahyding for ML.

182. People’'s Court and Supreme People’s CourfThe People's Courts are the judicial branch
of the State, and they are responsible for adjtidig@ases, including potential ML cases.

183. State Inspection Authority: The State Inspection Authority, pursuant to éeti33 of the
Law on State Inspection, is to prevent and suppmessiption. The State Inspection Authority has a
role investigating predicate offences related tougion.

Policy and Other Regulatory/Supervisory authorities

184. Bank of Lao PDR (BOL): The Bank is the central bank of the Lao PDR andigntial
regulator and supervisor of the banking sectorcanthin financial institutions in the country.

185. Committee for Non-Governmental Organisation Affairs This Committee consists of:

1) Deputy Minister of Ministry of Foreign Affairs, i Chairman

2) Director General of INGO, Ministry of Foreign Affai is a Secretariat Head

3) Director General of Planning Department, MinistfyPtanning and Investment

4) Representative of National Steering Committee farak Development and Poverty
Eradication

5) Representative of Ministry of Education

6) Representative of Ministry of Health

7) Representative of Ministry of Forestry and Agrioodt

8) Representative of Ministry of Labor and Welfare

9) Representative of Lao Women'’s Union

10) Representative of Lao People’ Revolutionary Yduttion

11) Representative of Lao Front for National Consiauict

12) Representative of Ministry of Public Security

13) Chairmen of the Committee for Non- Governmentafjaisation Affairs at capital
city level and provincial level.
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186. The Committee is responsible for approving and itodng international NPOs operating
in the Lao PDR. The Department of International ddigations, Ministry of Foreign Affairs, serves
as the Secretariat to the Committee and is thedpathtional agency.

187. Ministry of Finance: The Ministry has a role in supervising and regulating the insga
sector, including for AML/CFT.

188. Enterprise Registration Office (ERO): The Office is a division of the Internal Trade
Department in the Ministry of Industry and Commertke ERO is responsible for the registration of
legal persons, partnerships and sole traders.

189. Ministry of Information and Culture : The Ministry is responsible for licensing and
supervising casinos in the Lao PDR.

190. Ministry of Foreign Affairs : The Ministry, together with Ministry of Justiceelated
ministries and organisations, are responsible foas PDR’s obligations in relation to international
treaties and conventions, including UN Security @miuResolutions.

191. Ministry of Justice: The Ministry is responsible for reviewing draftlbjlordinances and
decrees to ensure their compliance and consisteitbythe constitution and the laws of Lao PDR,
before submission of such instruments to the gowern and National Assembly for ratification.

192. The Ministry also plays a role in the administratiand auditing of judgment
implementation and the supervision of the legafgmsion.

193. Public Administration and Civil Service Authority (PACSA): This agency is responsible
for the regulation and supervision of a certairegaty of domestic NPOs.

194. Securities and Exchange Commission Officelhe Securities and Exchange Commission
Office is responsible for overseeing and regulatiregstock market, which commenced operations at
the end of 2010.

Self-Regulatory Organisations

195. There are various self regulatory organizationsickvrat this stage do not have role in
AML/CFT. These include the Lao Institute of the tifexd Public Accountants (LICPA), The Lao
Association of Accountants and Independent Auditfit8AIA), the Lao Gem and Jewellery
Association , the Precious Metal and Stone Assiociand the Lao Bar Association.

C. Approach Concerning Risk

196. Lao PDR has not applied AML/CFT measures undeslabrased approach. Those sectors
that have not yet come under AML/CFT controls hasebeen excluded based on low risk. Lao PDR
has not undertaken a national risk assessment afivihe FT.

d. Progress since the Last Mutual Evaluation

197. This is the Lao PDR’s first Mutual Evaluation. Thao PDR was admitted to the APG as
the 36th member in July 2007 at the APG Annual iget
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2. LEGAL SYSTEM AND RELATED INSTITUTIONAL MEASURES
2.1 Criminalisation of Money Laundering (R.1 & 2)

2.1.1. Description and Analysis

Legal Framework:

198. Lao PDR criminalised ML through the Penal Law, aeaded in November 2005. The ML
offence is provided for and punished under Artieof the Penal Law, as follows:

“Any person conducting activities in order to comveoney or items derived from corruption,

illicit drug trading, human trafficking, trade in @apons of war or other offences into legal
money by bank transactions, buying land, buyingshsulending to other persons or by other
means shall be considered as performing money knimgli and shall be punished with

deprivation of freedom from one to three years a@hall be fined 3% of the amount

laundered.

Where money laundering if habitually performed ané so as an organized group of
persons or the amount being substantial punishrsieait be prohibition of freedom from five
to ten years and shall be fined 3% of the amountdared.

Any preparation or attempt to commit such an oféesitall also be punished.

Any person acting as an accomplice in the area ofiey laundering shall be punished by
deprivation of liberty for a period of six montlsstivo years and shall be fined 1 percent of
the amount received as their share.

Persons responsible for reporting money-laundersugh as bank or financial institution
staff that does not report or deliberately repoaist information will be considered as
concealing the infraction and shall be punishedoaiding to Article 154 of this law.

Money or assets used in money laundering includiigrest and other gains shall be
confiscated as belonging to the state.”

[It should be noted that this version, as offigiaeértified by the Ministry of Justice and providied
the team during the on-site visit, is differenthe version appearing in the English translatiothef
consolidated Penal Code. The authorities advisattiie translation appearing in the consolidated
Penal Code is incorrect.]

Criminalisation of Money Laundering (c. 1.1—Physimad Material Elements of the Offence):

199. Article 64 of the Penal Law does not satisfy a# fphysical and material elements of the
ML offence required in Article 3 of the Vienna Camtion and Article 6 of the Palermo Convention
(i.e. transfer, concealment or disguise, acquisitpssession or use of property with the knowledge
at the time of receipt). Physical elements setioufirticle 64 of the Penal Law are limited to
conversion, but the first paragraph of Article 6étlee Penal Law has a conjunctive clause that
appears to include examples of other physical asnicluding transfer and ‘by other means’.
Although one may argue that the wording “or by otlieans” is broad enough to cover other acts
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required in the said conventions such as: tranafgisition, and possession or use of propertly wit
knowledge at the time of receipt, the fact is thais not clear that those actions are covered
independent of an act of conversion into legal myone

200. The current offence of ML as defined in Article &dends to ‘money or items’. Property as
referred in the Property Law (N&/PQ 27 July 1990) may mean a “thing” or an asseffitsethe
rights derives of such things or assets (see eaptanin c.1.2). There is no clear definition of
property’ or ‘proceeds of crime’ under Lao PDR tafion.

201. Until now, there has been no prosecution or coiorictor the crime of ML. There is no
case law and it is difficult therefore to assesw Boich provision is being interpreted and applied.
Based on the on-site visit, authorities indicateat the offender is usually prosecuted and punished
for the predicate offence.

The Laundered Property (c. 1.2):

202. Based on the Vienna and Palermo Conventions, propkould mean assets of every kind
whether corporeal or incorporeal, movable or imnibeatangible or intangible, and legal documents
or instruments title to, or interest in, such assAnd, proceeds of crime should mean any property
derived from or obtained, directly or indirectlizrough the commission of an offence.

203. Article 64, sixth paragraph, of the Penal Law etafMoney or assets used in money
laundering including interest and other gains shadl confiscated as belonging to the stafétie
wording “money or items”is also used in the®Iparagraph of the same Article. WhAIL Decree
55, which is an Administrative Regulation, adojbis term fnoney or assets”.

204. Article 34 (“Confiscation of Property and [connected itdhsf the Penal Law adopts the
term “property and iterh Article 55 (Seizure and Sequestration of Assetdhe Criminal Procedure
Law adopts the ternmiaterial and assetsand Article 174 (Corruptior?’) of the Penal Law mentions
“assets and interests derived from corrugtiofrrom the reading of other Articles of the Pehaiv,
such as Article 121 Embezzlement of Citizen's AsSgtérticle 124 (“Concealment and Unlawful
Trade of Citizens Propertyand Article 125 (Loss of Assets to Fire Caused by Carelesshédss
term ‘assets’ and ‘property are used indistindyive

205. Article 1 (“Definition of Property) of Property Law states thgtroperty {in respect of
any asset,] means the total and definite righthef $tate, collectives, individuals, and private
persons and entities over such asset in terms ségq®sion, use, usufruct and disposition,
within the limits provided for by the latvsBased on the provisions of this law propertyyma
mean ‘things’ movable or immovable, tangible oaidible. Article 14 to 1&f the same Lawefers

to property as including goods or things as weltagital, income or other assefsd, Article 34
defines property over gains and income gainis and income generated from an asset (...)".

206. Article 56 of the Criminal Procedure Law prescriltiegt an &xhibit is an asset (tangible or
intangible) relating to the offence, [an asset] ttheas used or would have been used in the offence,
[or an asset] that was received or would have besseived from the offence.”

207. During the on-site visit, authorities explainedtttiee terms mentioned in Article 64 “money
or items’ or ‘money or assets’ cover funds or assdtevery kind, whether tangible or intangible,
movable or immovable, however acquired, and legatuchents or instruments in any form,
evidencing title to, or interest in, such assetser€ are no limits imposed for the nature of the
property or for its value that directly or indirBci("*as well as any assets obtained there from”)
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represent the proceeds of crime. Neverthelesdeth@nology used in the Article 64 provision is not
consistent nor it is consistent with other Artictdshe Penal Law that mention ‘property’ or ‘asset
as exemplified.

208. Although the term “item” can be interpreted in aywbroad manner as covering any type of
property, regardless of its value, or if directlyindirectly, represents the proceeds of crime, raoid
simply cash, the fact is there is neither a definibf property, assets, funds or proceeds of cirme
line with the latest conventions (i.e. incorporgtiall the characteristics therein referred to); aor
consistent use of terminology assuring legal catmreand certainty among criminal and
administrative legislation. Example of this sitoatiis precisely the absence of a clear and accurate
definition of ‘assets’ or ‘property’ as well of ‘pceeds of crime’ in Article 64 of the ML offence.

Proving Property is the Proceeds of Crime (c. 1.2.1

2009. The offender can be convicted of ML without anyrespondent conviction of a predicate
offence proving the illicit origin of the proceeddoney laundering is an autonomous offence from
the predicate offence. The prosecution must onbygibeyond a reasonable doubt that the proceeds
are the proceeds of crime. The gathering of sefficand reliable evidence that such proceeds are th
result of a criminal activity is sufficient basi®rflaw enforcement authorities or the Public
Prosecutors Office to take action.

210. Article 21 of the Criminal Procedures Law, third paragraph, statest tiCriminal
proceedings should seek additional evidence toethe guilt of such persons. Even if the accused
person or defendant denies or does not admit [guch], if there is strong and reliable evidences h
may be regarded as the wrong-doer”.

211. According to Article 55 of the Criminal Procedurew, the head of the investigation
organisation or the public prosecutor are the iestitesponsible to collect evidence and to issue an
order to seize or sequester such assets.

The Scope of the Predicate Offences (c. 1.3)

212. Article 64 of the Penal Law adopts a mixed systemthreshold and a list approach - by
stating that: Any person conducting activities in order to comveroney or items derived from
corruption, illicit drug trading, human traffickingtrade in weapons of war or other offendaet
legal money (...)".

213. There was no clarification on the on-site visit Witee all predicate offences are considered
serious offences in Lao PDR

214. According to Article 6 of the Lao PDR Penal Lawe ttiefinition of criminal offence is as
follows:

“All acts and abstentions deemed dangerous to tiigigal, economic or social system of the
Lao People's Democratic Republic, to the propeftyhe State, collectives or individuals, to
the lives, health, integrity, rights or freedomtlé people, or to national security or public
order as provided in the Criminal Law or in othews of the Lao People's Democratic
Republic that define criminal penalties shall besidered offences.

All acts or abstentions with all the componentsofiénces but resulting in damage under
500,000 Kip shall not be considered offences, @Xoemcts of recidivism or acts performed
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as a profession.fEquivalent to approximately USD60]
Moreover, according to its Article 8, criminal affees are divided in three categories as

. “Minor offences” are offences punished under thebgvpublic criticism or fine;

. “Major offences” are offences punished under ther lay re-education without
deprivation of liberty, and imprisonment from 3 ntimnto 10 years, and fines; and

. “Crimes” are offences punished under the law by imprisonrfrem 5 years up to the
death penalty.

As far as the list of the designated categoriesfigices is concerned, the following Penal

Code offences are included as predicate offences:

. Trafficking in human beings and migrant smugglisgprovide for in Article 75
(“Mobilization of Unlawful Migration or Immigratich- punished with a imprisonment
penalty of 6 months to 5 years), Article 100dde and Abduction of Human Beinhgs

punished with a imprisonment penalty of 5 to 15 rggaand Article 134 ({uman

Trafficking’ - punished with a minimum imprisonment penalty ®f years, being the
maximum penalty life imprisonment);

. Sexual exploitation, including sexual exploitatiofi children is provided for in
Article 132, (‘Procuring’ — punished with an imprisonment penalty of 6 nisnto 5 years),
Article 133 (‘Forcing to Prostitutiofi - punished with an imprisonment penalty of 5 ® 2
years), Article 136 Pornography punished with an imprisonment penalty of 3 morithnd
year);

. lllicit trafficking in narcotic drugs and psychopic substances is provided for in
Article 146 (‘Production, Trade, Consumption or Possession otblt&s’ - punished with a
minimum penalty of 10 years of imprisonment, beifg maximum penalty the death
penalty);

. lllicit arms trafficking is provided for in Article77 (“Unlawful Trade in Weapons or
Explosives punished with an imprisonment penalty of 6 meriih 5 years) and Article 80
(“Offences relating to Chemical Weapbnaspunished with an imprisonment penalty of 6 to
12 years);

. lllicit trafficking in stolen and other goods isquided for in Article 124 (Hlicit
Traffic of Stolen Goods punished with an imprisonment penalty of 3 nfnto 1 year)

. Corruption is provided for in Article 157 Btibery and corruptioh — passive

corruption is punished with an imprisonment penaltyl to 3 years; active corruption is
punished with an imprisonment penalty of 6 months 5t years); and Article 174
(“Corruptiori’) — punished with a minimum imprisonment penalty 1o year, being the
maximum penalty life imprisonment;

. Fraud is provided for in Article 120 $Wwindle of Citizeris- punished with an

imprisonment penalty of 6 months to 5 years), Aegtit09 (‘Swindle of State or Collective
Property - punished with an imprisonment penalty of 6 ninto 7 years);
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. Counterfeiting currency is provided for in Artic&8 (“Forgery of bank or use of
Forged bank Noté&} - punished with an imprisonment penalty of 52@ years); Article 151
(“Falsification of Bank Cheques, Unlawful Use of b&tleques or other Bontls punished
with an imprisonment penalty of 6 months to 3 ypars

. Environmental crime is provided in Article 139Dgstruction of Foresty’ -

punishable witimprisonmentpenalty of 3months to 1 yeaand Article 140 (Destruction
of Crops™ punished by a fine of 50 000Kip to 2 000 000Kip05M00Kip and an
imprisonmenpenalty of 3months to 2 years;

. Murder is provided for in Article 88 Murder’ - punished with an imprisonment
penalty of 10 to 20 years). The offender may aks®dntenced to life imprisonment or death
penalty according with the aggravated circumstandatsicle 90 (‘Battery” - punished with
an imprisonment penalty of 3 months to 10 years);

. Kidnapping is provided for in Article 100 Tfade and Abduction of Human Beil)gs
and Article 101 (Taking of Hostag€s punished with an imprisonment penalty of 12
years. The offender may also be sentenced to #ifprisonment according with the
aggravated circumstances.);

. Robbery or theft is provided for in Article 118Rbbbery of Personal Asseéts
punished with an imprisonment penalty of 4 to 1&rgg Article 119 (Theft and Mugging of
Personal Property/- punished with an imprisonment penalty of 6 nitnto 5 years), Article
107 (‘Robbery of State or Collective Propértypunished with an imprisonment penalty of 4
to 20 years of imprisonment), Article 108ffeft and Misappropriation of State or Collective
Property’ — punished with an imprisonment penalty of 6 niartio 7 years;

. Extortion is provided for in Article 97 (“Duress”punished with an imprisonment
penalty of 3 months to 10 years).

217. Additional corruption offences that apply to offémgl by government staff are set out in the
Anti-Corruption Law (2005):
. Article 47 sets out an offence of Cheating or Ralation Relating to Technical

Construction Standards, Design and Calculation. phealty is 1 to 5 years’ imprisonment,
and a fine of 1% of the value of the damage. Offgndn a regular basis which causes
severe damage shall render the government staff beerfiable to 5 to 15 years’
imprisonment, and 1% of the value of the damagien@ing as part of an organised group
increases liability to 15-20 years.

. Article 48 sets out an offence of Deception in Bigdr Concessions. The sanctions
for the offence are as per Article 47.

. Article 49 sets out an offence of Disclosure ofteStaecrets for Personal Benefit.
Sanctions are one to 1 to 3 years’ imprisonmend, afine from 2,000,000 Kip to 10,000,000
Kip (up to approx US$1250).
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. Article 50 sets out an offence of Holding Back aldying Documents for any
benefit, which shall be punished by three month®rte year's imprisonment, and shall be
fined from 1,000,000 Kip to 5,000,000 Kip (up tmapx US$625).

218. The Lao PDR authorities were able only to demotestaverage of offences in 13 of the 20
designated categories of predicate offences. Ndah@l20 designated predicate offences of ML are
criminalised in the Lao PDR legislation, in partamuorganised crime, terrorism and financing of
terrorism and insider trading. Although an orgatigeoup of persons can be punished for the crime
of ML in accordance to"® paragraph of Article 64 of the Penal Law, ther@d criminalisation per
se of participation or organisation of a criminabgp as required under Article 5 of the Palermo
Convention. Some offences, if committed by an oigghgroup, are aggravated in terms of penalty,
but organised crime is not an autonomous offenceother predicate offences such as counterfeiting
and piracy of products, smuggling, forgery and @irahe team was not provided with the relevant
legislation to demonstrate either criminalisatiod/ar penalties for the offences.

219. Terrorism is not an autonomous offence, althoughaan find some provisions in the Penal
Law related to terrorism, such as: Article 5Physical Harm against the Interests of National
Security, Article “Destructiori, Article 61 “Disruption of the State or Social UndertakihgArticle

67 “Civil Commotiori, Article 70 “Offences against Friendly CountriesArticle 76 “Unlawful
Production, Possession and Use of Weapons or Bxplsarticle 80 ‘Offence relating to Chemical
Weapons Article 98 “Violation of Safety Regulations relating to Airgisport), Airports and
Harbors’, Article 101 “Taking of Hostagés and Article 175 (An Act is Dangerous to the Security
of Boats, Airplanes Ships, Cars, Airports, HarborsStations.

Extraterritorially Committed Predicate Offences {c5):

220. There is neither specific provision nor prohibititor an offender to be convicted of ML
even if the predicate offence has been committedrinther jurisdiction (extraterritoriality of
committed predicate offences).

221. Article 4 of the Penal LawApplication of Criminal Law outside the Territory the Lao
People's Democratic Republicstates that

Lao citizens who commit offences outside the tayritof the Lao People's Democratic
Republic shall be charged with and punished fohsaffences if they are defined [as offences
under] the Criminal Law of the Lao People's Demaicr&epublic.

Aliens and apatrids residing in the Lao People'srideratic Republi¢ who commit offences
outside the territory of the Lao People's Demoardtiepublic shall also be charged and
punished.

Foreign individuals who commit offences outside teeitory of the Lao People's
Democratic Republic shall be charged and punishegravided in the Criminal Law of the
Lao People's Democratic Republic if such a caggasided for in international conventions.

222. In other words, it is possible to prosecute somedonan offence committed outside Lao

PDR as long the conduct is also punishable underRI2R criminal law. So, it is possible to punish
someone that has committed the ML offence outdidetérritory of Lao PDR. However, it is not

clear that someone can be prosecuted in Lao PDRIlfovhen the predicate offence was committed
outside Lao PDR.
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223. According to Lao PDR authorities, they advised thithough not expressly stated, there is
room to allow the investigation and prosecutionMif, even if the predicate offence has not been
committed in Lao PDR. However, this would depencdttom reliability of the evidence presented to
the Lao PDR law enforcement authorities and thdi®@&vosecutors Office by foreign counterparts.
Such a scenario would fall within the scope of maltegal assistance in criminal matters.

Laundering One’s Own lllicit Funds (c. 1.6):

224. The offence of ML applies to those who commit thedicate offence (including, self-
laundering (Article 64, first paragraph). It alsovers attempt and preparation (Article 64, third
paragraph) and participation (which includes aidamgl abetting -Article 64, fourth paragraph) to
commit the ML offence. Participation is punishedhasix months to two years of imprisonment.

Ancillary Offences (c. 1.7):

225. The General Part of the Penal Law establishedllaycoffences to all the criminal
offences in Lao PDR, including ML.

226. Article 13 of the Penal Law on the preparation cmmmit offencesrefers to the
preparation of materials, conditions or other facton order to commit an intentional offence
and that shall be punished according to the articles prasiag penalties for the offence itself.’
However, Article 64 of the ML provision does notaddish any concrete sanction/penalty.

227. Article 14 of the Penal Law on attempt states as follows:

“Attempt to commit an offence” refers to the takinf intentional acts which are
components of an offence but where the offence metscompleted because of
circumstances outside the control of the offenohaking such acts not successful.

Such attempts to commit an offence shall only kergeld or punished if deemed
dangerous for society, as provided in the spepifit of this law.

Attempts to commit an offence shall be punishedrdotg to the articles prescribing
penalties for the offence itself

228. Article 17of the Penal Law prescribes participation in amriode as follows:

“Participation in an offence’refers to intentional participation in an offencg bwo or
more persons.

Participants in an offence are:

» Authors;

* Implementers;
« Inciters; and

« Accomplices.

The author is the one who has planned, organizediwen instructions to commit the
offence;

The implementer is the one who has directly corathitie offence;
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Inciters are persons persuading others to comniénaies; [and]

Accomplices are persons who have intentionallystess in the offence, or who have
previously agreed to hide the offender, to hiddrimsents and tools of the offence, to
efface traces of the offence or to conceal anygeds from the offence

229. Under the terms of Article 37 of the Penal Lawhé&court prescribes penalties on the basis
of legal provisions on the punishment of offentreprescribing penalties the court must consider th
nature and degree of the social threat posed byoffence, the personality of the offender, and the
circumstances conducive to the reduction or thesiase of penal responsibilities.”

230. Article 42 on the Prescription of Penalties for the Preparation ofdaAttempts to Commit
Offence$ states that:

Prescription of penalties for the preparation ofdaattempts [to commit] offences must take
into consideration their nature and degree of sbitfizeat, the degree of implementation of

the offender's ill intentions, and the causes athsunsuccessful offences. The court may
impose sentences with lighter penalties than thegaly prescribed.

231. Article 43 on the Prescription of Penalties for Accomplices to anditers of Offences”
states that:

Prescription of penalties for complicity in and itgnent of offences must be considered on
an equal basis as other forms of participation ucts offences, but, taking into consideration
the nature and degree of the complicity and inc#tetnthe court may sentence lighter
penalties than those prescribed.

232. A person may be prosecuted for the ancillary ofésnof ML (.e. participation, aiding,
abetting and facilitating) based on the Penal LBlwe prosecution of these offences is directly lthke
to ‘association’, since it refers that participatim an offence has to be performedtiayo or more
persons(Article 17 of thePenal Lay. However, it is also limited to this requiremektoreover,
although from the reading of Article 17 it wouldpegar that this provision precludes “conspiracy” to
ML, the fact is that the law does not explicitlyopide for the criminalisation of the conspiracy of
ML.

233. There is no penalty (sanction) for some of thdllang offences; for instance, there is no
penalty for attempt and preparation of the ML offeminder article 64, third paragraph.

234. According toArticle 42 of Penal Lawit is up to the judge’s discretion to set up the
penalties for such actions; however, the law hasstablish the boundaries, in other words the
correspondent penalty for the illicit act (prin@pbf legality and legal certainty), and the judge
based on such boundaries and their range hasstetion to decide on the concrete penalty for
the concrete case, that is why the law allows thetdo impose lighter penalties than the ones
prescribed by law. On the current scenario of Méréhis no prescribed penalty.

235. The Penal Law also provides for in its Article 16&% punishment of any person who
conceals an offence&ifowingly or witnessingps well as in its Article 166 the punishment of any
person, Wwho did not make any previous agreement or promigean offender but who provides

shelter or assistance to such an offender [allowtimg offender] to evade arrest or trial.”
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Recommendation 2
Liability of Natural Persons (c. 2.1):

236. Natural persons are liable for the ML offence emdrticle 64 of the Penal Law in
articulation with Article 2 of the Penal Law (indilual criminal responsibility). The penalty is
imprisonment from one to three years and a finalhgonf 3% of the money laundered.

237. When the ML offence is committed by an organisesugrof persons, the imprisonment
penalty may range from five to 10 years and a fi@ealty of 3% of the money laundered.

The Mental Element of the ML Offence (c. 2.2):

238. The Lao PDR criminal law requires the mental elemthin criminal offences. As stated,
the ML offence only applies when the offender knparsshould have known, that he is committing
that offence and when he has the intention to cdrtr(articulation of Articles 2, 7, 9 and 17 ofeth
Penal Law).

239. Article 2 of Penal Law establishes tHadsis of Penal Responsibilitgs follows:

“An individual can only be charged with and punidHer an offence based on intentional or
negligent acts deemed dangerous for society anatkfin the Criminal Law or in other laws
of the Lao People's Democratic Republic that defifiminal penalties, and [such individual
can be punished] only when a decision is rendesed bourt.”

240. Article 7 of Penal Law establishes tHedmponents of Offenceas follows:

The components of an offence [refer to] those dive@nd subjective characteristics of
behaviour that the Penal Law defines as togethesttuting an offence.

An offence consists of four components as follows:

« Material component;

* Objective component;
« Subjective component;
* Actor's component.

The material component of an offence [refers t@] shcial relationship that is regulated
by the Penal Law, and that is affected by the ofen

The objective component of an offence [refers b@ éxternal characteristics of the
behaviour that has caused, or [is evidence of] @ention to cause, damage to a social
relationship that is regulated by the Penal Lawglinling the time, location, vehiele
equipment, circumstances and means used for comgitie offence

The subjective component of an offence [referdhe]characteristics of the attitude and
state of mind of the offender regarding his aabféénce, as expressed externally through
the behaviour that constitutes the offence.
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The actor’'s component of an offence refers to #ut that in order to be liable, the
offender must be mentally competent, must notdame) and must have reached the age
of majority, that is, at least 15 years of age”

241. The Penal Law distinguishes intentional offencesti¢fe 9) from negligent offences
(Article 10). Article 17 also distinguishes authdraplementers, inciters and accomplices as already
mentioned. The author is the one who has plannegnsed or given instructions to commit the
offence; the implementer is the one who has diyeotimmitted the offence; inciters are persons
persuading others to commit offences; and accoempbice persons who have intentionally assisted in
the offence, or who have previously agreed to kheeoffender, to hide instruments and tools of the
offence, to efface traces of the offence or to eahany proceeds from the offence.

242. The mental element shall be inferred from objectactual circumstances as provided for in

Article 21 of the Law on Criminal Proceduiiee( evaluation of the evidence). Prosecution must prove
to the criminal standard of proof that the offenderew, or should have known, that he was
committing a ML offence.

Liability of Legal Persons (c.2.3)

243. Legal persons are not criminally liable under LdoRPcriminal legislation, only natural
persons. The Lao authorities did not provide anglance to prove that this is based on a fundamental
principle of law.

244, Legal persons may be subject to civil and admialiste sanctions in accordance with
Article 33, first paragraph, of AML Decree 55, whicstates that: Any individual, entity or
organization carrying out or partaking in money felering shall be duly punished in accordance
with the existing laws and regulatiahdlowever, the AML Decree 55 has some deficiencimest
notably it does not have any concrete adminisiaganctions. Only civil proceedings may be filed.

Sanctions for ML (c. 2.5):

245. Sanctions provided for natural persons are notudise and proportionate to the
seriousness of the offence - 1 to 3 years imprigrpenalty and 3% of the money laundered. If
committed by an organised group, on a regular basief substantial amount, an imprisonment
penalty of five to 10 years may be imposed.

246. The penal sanctions of one to three years are ginwer than the sanctions for majority
of the predicate offences. The monetary penaltie3%o of the laundered property is not dissuasive
and in the absence of effective confiscation piows and mechanisms, would not be effective

247. There are no criminal or administrative sanctiarddgal persons.

Statistics

248. There are no statistics to assess effectivenesthefexisting system. Investigations
authorities initially reported that two ML inveséitions had commenced, but were unable to confirm.

No prosecutions for ML have yet been commenced.

2.1.2. Recommendations and Comments
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249. Lao PDR is party to the relevant Conventions. Hawethe ML offence provision under
Article 64 of the Penal Law is not consistent walhthe required elements of the Conventions (i.e.
conversion or transfer, concealment or disguisguiaition, possession, or use of property with
knowledge at the time of receipt). In addition, adltthe predicate offences are provided for and
punished under the criminal legislation of Lao PBRGh as organised crime, terrorism and terrorism
financing, and insider trading. Extraterritorialiof the predicate offences should also be clearly
stated. It is also not clear if all predicate offes are serious offences, and there is neithexaa obr
consistent definition of property, assets and pedsef crime.

250. Penalties for natural persons are not dissuasige praportionate. Further, there is no
criminal liability of legal persons or an effectjwissuasive and proportionate administrative samct
regime in place.

251. There are neither statistics to demonstrate thec#feness of the existing system nor any
investigation case of ML, prosecution or conviction

252. Lao PDR should address the identified deficienciesl improve the existing legal
framework or to adopt a comprehensive AML legairfeavork,inter alia:

Recommendation 1

. Criminalise ML in keeping with the internationahetiards;

. Amend Article 64 of the Penal Law with all the nm&kand physical elements;
. Establish a clear definition of property, assets mroceeds of crime;

. Criminalise all predicate offences and include r@sligate offences for ML;

. Clarify the extraterritoriality of the predicateferfices;

. Criminalise all appropriate ancillary offences;

Recommendation 2

. To adopt dissuasive and proportionate criminal samg for natural persons;

. Establish criminal liability and sanctions for égarsons;

. To adopt dissuasive and proportionate adminisgaanctions for natural and legal
persons;

. Prosecute and convict the ML offence.

253. The Lao PDR should also improve the statisticsdpasating data related to the predicate
offence and to the ML offence, and by prosecutirgML offence.

2.1.3. Compliance with Recommendations 1 & 2

Rating | Summary of factors underlying rating

R.1 PC » Absence of comprehensive ML offence.

« The ML offence provided for in Article 64 of the i Law is not
consistent with all the required elements of thervia and Palermo
Conventions.
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* No clear definition of property, assets and prosesfdcrime.

* Not all the predicate offences are punished urttectiminal legislation
of Lao PDR or provided for as predicate offences NtL, such as
organised crime, terrorism and terrorism finanang insider trading.

» Lack of clarity on the extraterritoriality of thequicate offences.
» Lack of coverage of ancillary offences.
» There are no statistics to show effectivenesseagttisting system.

R.2 PC * Legal personsare not criminally liable and no effective admirasive
sanctions.

e Sanctions provided for natural persons are not udisgse ang
proportionate to the seriousness of the offence.

» There are no statistics to assess effectivendse @xisting system.

2.2. Criminalisation of Terrorist Financing (SR.II)
2.2.1. Description and Analysis

Legal Framework and Criminalisation of FinancingTdrrorism (c. 11.1)

254, Lao PDR is committed to fight terrorism in all firms. As a result, it has endeavored to
ratify all the relevant CT Conventions, in partmulthe CFT Convention (29/10/2008).
Notwithstanding the international commitment, theoLPDR has not yet implemented the CFT
Convention.

255. There is no criminalisation of terrorism in theolLADR, including FT.

256. Despite this, a number of provisions in the Perak lare related to the crime of terrorism
and that would allow the punishment of some test@cts e.g. Article 59hysical Harm against the
Interests of National SecurityArticle 61 “Destructiori, Article 62 “Disruption of the State or Social
Undertakings, Article 67 “Civil Commotiori, Article 70 “Offences against Friendly Countries
Article 76 “Unlawful Production, Possession and Use of Weapom€£xplosived Article 80
“Offence relating to Chemical Weap8nArticle 98 “Violation of Safety Regulations relating to Air
(transport), Airports and Harbof's and Article 101 Taking of Hostagés However, there are no
provisions of terrorism per se, including terroasts committed by an individual or by an organised
group or financing of terrorism.

Predicate Offence for Money Laundering (c. 11.2):

257. As there is no criminalisation of FT, FT cannotd@redicate offence of ML (due to the
lack of legal framework).

Jurisdiction for Terrorist Financing Offence (c.3):

258. In the absence of criminalisation of FT, there éspnovision to address criterion II1.3 i.e.
FT.
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The Mental Element of the TF Offence and Crimiiadlility of legal persons (c.lll.4 -applying c. 2.2
2.4):

259. Given that there is no criminalisation of FT, thex@o provision to address criterion 111.4.

2.2.2. Recommendations and Comments

260. During the on- site visit, Lao PDR officials ackrnedged the legal gaps and stated that
legislation is being prepared. The Lao PDR advise®ecember 2010 of the establishment of a
“Committee for Drafting Counter the Financing ofriiazism Legislation”, which was established by
the Governor of the Bank of Lao, and includes alevant ministries, with the exception of the
Ministry of Justice.

261. The Lao PDR should implement a comprehensive liegalework on counter terrorism and
FT, wherein the following elements should be coarsd:

« Adopt and implement legislation to comprehensivaiyninalise FT in accordance with the
international standards;

* Include TF as a predicate offence for ML,

« Establish extra-territoriality jurisdiction for t@rism and FT offences;
» Adopt dissuasive and proportionate sanctions faurahpersons for TF;
« Establish the criminal liability of legal persorms fTF; and

« Adopt a comprehensive statistics system to assesgffectiveness of the legal system in
place.

2.2.3. Compliance with Special Recommendation Il

Rating | Summary of factors underlying rating

SR.II NC « Lao PDR has not criminalised FT in accordance thth international law
and international standards (i.e. SRII)

2.3. Confiscation, freezing and seizing of procds of crime (R.3)

2.3.1. Description and Analysis

Legal Framework:

262. The Lao PDR has seizure and confiscation mechariispisice through the Penal Law and
Criminal Procedure Law. Seizure is possible, whendiere are reasons to believe that the funds or
assets are related to the commission of a crimare@important to its investigation or to produce
material evidence. Seizure is a provisional meathae applies to all kinds of property and to all
serious crimes, including ML offence and relateedicate offences.
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263. Article 12 of AML Decree 55 establishes the podiibiof freezing accounts; however,
there is neither freezing mechanism, nor an adegc@tnmunication and coordination mechanism
among the relevant agencies.

264. According to Article 55 $eizure and Sequestration of Assetd’'the Criminal Procedure
Law, relevant authorities (Public Prosecutor orltdve enforcement authorities) may seize the assets
of predicate offences and ML offence, as follows:

In the event that the type, amount, and locatiothefplace where materials related to the
offence are being kept are clearly known and suaterials are useful for the proceedings,
the head of the investigation organization or thiblc prosecutor shall issue an order to
seize or sequester such assets. For materials vdreimmovable, there shall be an order to
sequester them.

In the event that illegal objects, especially druigave been seized, the head of the relevant
organization shall immediately appoint an expervéuify the quality, type, and composition
of such drugs in accordance with Article 50 of thiw.

The methods for seizure and sequestration and #tbads for recording such seizure or
sequestration shall be in accordance with Artiddés 52, and 54 of this law.”

265. Articles 51, 52 and 54 establish the rules conogrsearches, building searches and record
of searches, respectively. Paragraph 6 of Arti2le® ‘Building Searché'sstates that thaterial items
and other documents can be seized as exhibitgfimanal case only if they are related to the offen

(...
266. Article 56 (“Protection of Exhibits”) of the samealy states that:

An exhibit is an asset relating to the offenceaaset that was used or would have been used
in the offence, or an asset that was received ardvbave been received from the offence.

Such exhibits are obtained from seizures, searchesections, and the use of other
investigative measures.

Exhibits shall be protected, managed, kept in safg appropriate places, and recorded in
detailed lists. Exhibits which are objects that dam packaged shall be packaged in bags,
[affixed with a] wax seal, stamped with the relevarganization’s seal, and kept properly.

An exhibit that is money, foreign currency, a checknegotiable instrument, or precious
metal shall be deposited in a bank according toutatipns. For money that is evidence in
proceedings, the serial number of each note shalrdrorded. Perishable or degradable
exhibits shall be sold and the proceeds shall pt. ke

(..)

Any individual who uses, damages, loses, excharmresmbezzles any exhibit shall be
subject to penalties as provided in Articles 118 467 of the Criminal Law.
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The list of exhibits shall accompany the case Tilge level that the case file has reached is
the level that has the authority to deal with tkabibits.

267. Article 55 uses the termnfaterials and asseétswhich can be tangible or intangible,
movable or immovable, while Article 56 uses thertéassets as property in general. As previously
stated Article 64 of the Penal Law uses differamtminology (Money or itemsand “money or
assety. Although the property seized broadly compriaey object which was used or was meant to
be used to commit an offence, or which constitutesl proceeds of an offence, there is no clear
definition and consistency of what is property,daror assets or proceeds of crime (see comments in
c.1.1 onthis issue).

Confiscation of Property related to ML, FT or othpredicate offences including property of
corresponding value (c. 3.1):

268. The deficiencies and inconsistencies in the déimiof property have been analysed under
cl1.3 above. As noted, during the on-site visitharities explained that the terms mentioned in
Article 64 “money or items’ or ‘money or assets'veo funds or assets of every kind, whether
tangible or intangible, movable or immovable, hoareacquired, and legal documents or instruments
in any form, evidencing title to, or interest inch assets. There are no limits imposed for thereat
of the property or for its value that directly adirectly (“as well as any assets obtained theymf)
represent the proceeds of crime. Neverthelesdeth@nology used in the Article 64 provision is not
consistent nor it is consistent with other Artictdgshe Penal Law that mention ‘property’ or ‘asset

269. Confiscation of items (connected to an offencepmperty are additional penalties to the
principal categories of punishment inflicted upon affender in accordance with Article 28,
paragraph b, sub-paragraph 2 and 3 of the Penal LRreperty derived from criminal activity or
acquired with its proceeds may be confiscated aiogwith the Penal Law, except if necessary for
the livelihood of the offender and his family

270. As mentioned, the lack of consistency in the taoluigy regarding and assets and property
may lead to uncertainty as regards of what can d&fistated. This relates in particular to
instrumentalities used or to intend to be usedvibras well as property of corresponding value.

271. Article 34 “Confiscation of Property and Connected Itéwisthe Penal Law states:

Confiscation of properties consists in propertiesolnging to offenders seized in totality or in
part by the state without any compensation.

Confiscation of properties may only be sentencathse of serious cases as mentioned in the
specific part of this Criminal Law.

In case a seizure of the totality of propertiesdiscided, exception must be made for
properties necessary for the livelihood of the mdfer and his family according to the list
attached to this Criminal Law. In case partial se& of properties is sentenced, the court
must set up a clear list.

Confiscation of items relates to items which weseduin the infraction or prepared for the

commitment of the infraction or obtained from atemional infraction by the state. Items

belonging to other individuals used in the infractiwill be seized by the state if the owner
lending them is not in good faith or if seen neags$or social security.
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State and collective items will not be seized btiirned to the relevant authorities.

272. The last paragraph of Article 64 of the Penal Lasmtes “money or assets used in money
laundering including interest and other gains sHatl confiscated as belonging to the staténder
this provision, all seized assets are subject tdigcation after the sentence and are declaredriost
favor of the State and collective items shall larreed to the relevant authorities.

Provisional Measures (c. 3.2) and Ex Parte Applmator Provisional Measures (c. 3.3 ):

273. As already mentioned, Article %t seqof the Criminal Procedure Law allow the seizufre 0
assets as one of the preventive measures withim¥letigation stage (Article 42). Searches may be
only conducted when there is an order in writingtioé court or of the Public Prosecutor. In
exceptional circumstances, searches may be combogtaw enforcement authorities without a court
order.

274. The head of the relevant law enforcement agency amen an investigation and seize
without delay the assets (for purposes of gathegirigence) whenever there are substantial grounds
to believe that it is a situation that requiresamtgnvestigation.

275. If reliable evidence is found, the head of the stigation shall make a summary within 24
hours and forward the file and exhibits to the RuBrosecutor’'s Office (Article 39, first, third dn
fifth paragraphs of the Criminal Procedure Law).eTRublic Prosecutor will then give further
instructions for the next steps in the procedure.

276. The law does not require prior notice to allow tkeizing of property subject to
confiscation. It only requires a rule of legitinyaas far as the intervention of the competent jadyc
authorities is concerned.

2717. Although, Article 12, paragraph 3, of AML Decree a0 determines the freezing or
confiscation of assets, there is no prescribedtigsmin case an entity decides not to obey theroitle
is possible to affirm that there is p&-partemechanism in place.

Identification and Tracing of Property subject tor@iscation (c. 3.4):

278. The investigative powers to identify and trace phaperty that is or may become subject to
confiscation, including seizing, fall on Lao PDRwla&nforcement authorities. The investigation is
supervised by the Public Prosecutors Office.

279. Articles 23 and 24 of the Criminal Procedure Lawmerate the law enforcement agencies
with investigative powers and establish their rigand duties. Chapter 3 of the same Law establishes
the different type of investigative measures that Enforcement authorities may use, such as taking
testimony, enquiries, inspection, searches (inoldinancial institutions) and seizure. Detailed
information is provided for in section 2.6 of théport in relation to law enforcement agencies.

280. According to the information collected during the-site visit, law enforcement authorities
may collect financial records, waive financial ssyr and use electronic means of surveillance
(video, computer).

281. Articles 19, 20 and 21 of the Criminal ProcedurevLdetermine that ‘evidence’ are the

facts that demonstrate the guilt (or not) of theused person or defendant, i.e. if he committed the
criminal offence. The presumption of innocence faradamental principle of the Lao PDR criminal
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law (Article 8 of the Criminal Procedure Law). Egitte can be physical, documentary and from
persons. Criminal proceeding should seek both eciEldéo prove the guilt or the innocence of a
person. After conviction, assets are confiscated.

282. In accordance to Article 21, the prosecution “(shall examine, weigh, and evaluate
evidence based on a comprehensive, thorough, ajettode consideration of the case and with
confidence. In the examination and evaluation aflence, if the evidence indicates doubt whether
the accused person or defendant committed theaaffesnich person must be released from charges.”
Moreover, ‘Criminal proceedings should not mainly take inte@mt the admission of the accused
person or defendant but should seek additionalendd to prove the guilt of such [persons]. Even if
the accused person or defendant denies or doeadmit [such guilt], if there is strong and reliable
evidence, he [may be] regarded as the wrong-doer

Protection of Bona Fide Third Parties (c. 3.5):

283. There is no specific provision to protect bona fidied parties. However, one can find in
Article 34 of the Penal Law that “(..jems belonging to other individuals used in thigaction will

be seized by the state if the owner lending themotién good faith (...) State and collective itenils w
not be seized but returned to the relevant autiesitts Article 174 also states regarding corruption
that, “Assets and interests derived from corruption shallseized by the State or returned to the
organizations, individual or legal entity who issthightful owner of such assets”

284. Bona fide third parties rights are protected unéidicles 23 and 28 of Civil Procedure
Law. Article 23 sets out that third parties maydaeties to civil proceedings. Article 28 sets datt
third parties who have filed a claim themselves resgrcise the same rights and have the same
obligations as plaintiffs.

Power to Void Actions (c. 3.6):

285. Apart from the measures established in the Crimitrakedure Law to seize tangible and
intangible goods to void any actions that wouldjymize the course of investigation and undermine
the ability to recover property subject to confisma the Lao PDR Contract Law (Law 41/PO, 27
July of 1990) also establishes some rules in #spect.

286. Articles 5 to 17 of the Contract Law stipulate tiia¢ purposes and basis of all contracts
have to be legal (Article 5), i.e., the purposeaofitract must be clear, exist, and in conformityhwi
the law (see Articles 8 and 9). Parties shouldbach voluntary basis and in good faith. Any cortrac
that is inconsistent with the conditions providadAirticle 5 shall be deemed null and void (Article
13). Under Article 13, contracts may be absolutyl or relatively null. Article 14 states that a
contract is absolutely null if it conflicts with&e or public interest, in concealment, etc.

287. A contract that conflicts with the State or puliliterests (such as covering the nature or
illicit origin of assets) or made in concealmeng.(ia “secret act” where the parties agree sedetly
arrangements that contradict the apparent staaéfaifs) are absolutely null and void (Article 12)X
and may be invoked at any time by the State, aadafisets confiscated (Articles 16 and 17 (2) and
(3). That said, the Public Prosecutions Office tia# legitimacy to proceed against the perpetrator
and prevent or void actions, agreement or contrings a criminal perpetrator makes in order to
prejudice the authorities’ ability to seize or denéte property.

Additional Elements : organizations principally minal in nature; civil forfeiture; and, reverses
burden of proof (c. 3.7):
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288. Lao PDR has no civil forfeiture regime and no infiation was provided regarding the
inversion of the burden of proof.

289. Article 51 of the Anti-Corruption Law sets out dimheasures that may be taken in cases of
corruption, including confiscation.

Article 51. Civil Measures

In addition to penal measures, tigovernment staff who commits an offence relating t

corruption[,] as provided in Article 10 of this Iawhat causes damage to the interests of
the State and society, or the rights and interesétsitizens, shall pay compensation for

damages in full and all of the assets acquired ftbenoffence shall be confiscated.

290. During the onsite visit authorities did not ideptthat Article 51 provisions would be
used in relation to confiscation proceeds of cdrampoffences.

291. Article 26 of the Law Anti-Corruption Law (Law 43P states that, Before or after
receiving position, power, or duty, the person vag position, power, and duty must declare his or
her own property and debts, and that of [the peijoown husband or wife and children who are
under his or her charge accurately, faithfully, ahdnestly and must be accountable under the law
for the contents of the declaratiérSuch income declaration demonstrates the lawfigiro of the
income or property. False declarations may be stibjecriminal and civil sanctions and income or
property of unlawful origin can be seized or cocdi®d according with the law.

Statistics

292. No statistics were provided on the seizure andiscation of instruments, proceeds of
crime or property associated with the ML offences guch, it is not possible to demonstrate the
effectiveness of the existing system. Lao PDR khauprove the data collection regarding the
predicate offences and ML offence.

2.3.2. Recommendations and Comments

293. There is no freezing mechanism to prevent assatg lwealt with, transferred or disposed
of within a short period of time, such as bank aototransfers. As explained, the provision
established in AML Decree 55 (Article 12) it is nsafficient to state that there is a freezing
mechanism in place.

294. No statistics were provided of use of provisionalkasures of confiscation of
instrumentalities or property derived from predécaffences or ML to demonstrate the effectiveness
of the existing system.

295. Lao PDR should adopt comprehensive provisional oreat® combat ML and proceeds of
crime. The powers and procedures for freezingtsgighould, inter alia:

» Define freezing (distinct from seizure);

» Determine which property can be frozen;

» Define clearly property or assets, proceeds of eriinstrumentalities and property of
corresponding value;

» Specify freezing and unfreezing procedures;
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» Protect the rights of bona fide third parties;

» Identify clearly the legal authority for the issginf a freezing and unfreezing order or
other instrument, and for the application of exe@aneasures; and

» Establish a coordination and communication mechaisiong relevant agencies.

296. Lao PDR should improve the data collection regaydinoperty and instrumentalities for
predicate offences and the ML offence.

2.3.3. Compliance with Recommendation 3

Rating | Summary of factors underlying rating

R.3 PC » The gaps in the scope of coverage of the ML offeara absence of TF
offence undermine the scope of confiscation.

* Inconsistent definitions of property mean it is arain if
instrumentalities used or to intend to be usedvfbras well as property
of corresponding value can be confiscated.

» Lack of a freezing mechanism/procedure, includingel parte.

* There is no data to demonstrate effectivenesseoéxisting system.

2.4, Freezing of funds used for terrorist financig (SR.III)

2.4.1. Description and Analysis
Legal Framework:

297. In the absence of criminalisation of terrorism,ludging FT, there is no freezing or
confiscation mechanism in place. There is no meshaiin place to freeze assets to comply with
UNSCRs 1267 (1997) and 1373 (2001).

298. Special Recommendation 11l requires the adoptiotwaf different measures: the first one
concerns the implementation of measures to fra@zdsfor assets according to relevant UNSCR (i.e.
temporarily and without undue delay, restrain tla@gfer, conversion, disposition and movement, of
goods or assets, but the property remain on treopesr held by an institution); the second concerns
the implementation of measures to seize and catéserrorist funds through any judicial order or
other (i.e. to temporarily take control of his/hessets or funds and/or to permanently deprive the
owner from his/hers assets or funds, respectively).

299. Lao PDR has not adopted legislation or efficierstctical measures to implement the first

obligation. Lao PDR Penal Law and Criminal Proceduaw set up the respective legal framework
for confiscation and seizure of funds and assetsvayer, the absence of criminalisation of FT means
that these provisions cannot be used for FT asqarsly noted.

Freezing Assets under S/Res/1267 (c. I1l.1) aneuBiRes/1373 (c. 111.2):
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300. UNSCR 1267 (1999) imposes on jurisdictions the gatilon to freeze terrorist funds or
assets (apart from travel ban and arms embarg@eoong Al-Qaida and the Taliban and associated
individuals and entities associated with the Taljddsama Bin Laden and the Al-Qaida organisation.
The Consolidated List of Individuals and Entitiaghject to the sanctions measures is regularly
updated by the Al-Qaida and Taliban Sanctions Cdtemi(UNSCRs 1333 (2000), 1390 (2002),
1455 (2003), 1526 (2004), 1617 (2005), 1735 (200822 (2008) and 1904 (2009).

301. UNSCR 1373 (2001) imposes the obligationfi@éze assets without delay funds and other
financial assets or economic resources of persdmsa@mmit, or attempt to commit, terrorist acts or
participate in or facilitate the commission ofr@tist acts; of entities owned or controlled dirkcor
indirectly by such persons; and of persons andiestacting on behalf of, or at the direction otlu
persons and entities, including funds derived orggated from property owned or controlled directly
or indirectly by such persons and associated pesso entities

302. Under Prime Minister Decision No. 63/PM, of 27A@)2, a National Anti-Terrorism Ad-
Hoc Committee (MOFA) was created with the mandimiter alia: to act as an advisory body to the
Government on CT issues; to make the national tefgothe 1373 Committee; and to propose
amendments to the domestic law to comply with UNSGR3.

303. During the on-site visit, it was explained that Becretariat of the National Anti-Terrorism
Ad-Hoc Committee (MOFA) circulates a notice to thievant agencies, and in particular to AMLIU,
notifying the authorities of the UNSCR 1267 Condaled List and to take actions accordingly (i.e. to
freeze assets). The MOFA'’s notice is an adminisgatommunication (instruction), which acts
under Prime Minister Decision No. 63/PM, of 27/1302.

304. The Lao PDR authorities indicated that the mecmangsfreeze assets under UNSCR 1267
is the notice from MOFA to the AMLIU requesting #tle Bank and financial institutions to freeze
the assets of the persons listed under UNSCR 1Pi6&se lists are not published in the official
journal.

305. Following the MOFA's notice, the AMLIU circulatesd disseminates through a Circular
Letter with the same list to all the entities uniersupervision, as well as to all the relevant |AM
agencies represented in the AML working group. &hisrno specific provision for non-compliance
with such instruction. Until now only two noticeseme issued to request banks and financial
institutions to monitor and check the identity ekiajnated persons.

306. The authorities advised there has never been ahmaith an entity on the 1267
Consolidated List. In a hypothetical scenario und&SCR 1267, the financial institution would
inform the AMLIU of the existence of an accountafperson listed in the Consolidated List. The
AMLIU would inform the Governor, who after considéon would notify the MOFA, as the
Secretariat of the Ad-Hoc Committee. Then a meetihthe Ad—Hoc Committee would be held to
analyze and to decide if the assets could be fraxiber this decision, an order would be issuetht®
financial institution. This process clearly doe$ meet the aim of freezing without delay.

307. According to the Lao PDR authorities, there arerdimation, communication and freezing
mechanisms in place for the process described. Hawéhe authorities were not able to indicate a
legal basis to freeze assets in this scenario.

308. There are a number of significant deficiencies e tmeasures to freeze funds as per

UNSCR 1267: (i) there is no legal framework; (iiMAIU and the working group are not yet
empowered to deal with terrorism issues; (iii) @@vernment agencies are not really certain of their
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powers and measures to adopt to fight terrorisok (( empowerment and sanctions), and especially
UNSCR 1373 (2001); (v) there is no monitoring compte mechanism; and moreover, (vi) there are
no clear guidance or instructions to financialitm§ibns on how to report and to proceed in caseeth

is a need to freeze an asset under UNSCR 1267oorngguest under UNSCR 1373.

3009. Not all financial institutions are aware of the Z26onsolidated List. A number are aware
through their main branches (especially if theyfareign financial institutions), rather than thgbu

the AMLIU. Financial institutions have no instruas on how to proceed in a concrete case, the
nature of their responsibilities and any powerkegal obligation to freeze.

310. Since there is no concrete case, one cannot afsessfficiency of such coordination
mechanism nor the timeframe for a decision/freezimger. After consideration, it should be
concluded that there is no freezing mechanismanepl

Freezing Actions Taken by Other Countries (c. JIEtension of c. Ill.1-111.3 to funds or assets
controlled by designated persons (c. l1l.4):

311. There are no laws and procedures to examine awedeffiect to freezing requests from other
jurisdictions under UNSCR 1373.

Communication to the Financial Sector (c. Il1.5):

312. The AMLIU circulates and disseminates through dceothe MOFA list to all the entities
under its supervision. Until now there are only atices.

Guidance to Financial Institutions (c. I11.6):

313. There is no guidance provided to financial insiitas and other persons that may be
holding targeted funds on the process to followeiation to freezing of accounts.

De-Listing Requests and Unfreezing Funds of DestisPersons (c. 11l.7) to Enforcing the
Obligations under SR 111 (c. 111.13):

314. There is no FT provision or a freezing mechanisnplaxce, therefore c.lll.7 to c.lll.13
cannot be addressed.

Additional Element (SR llIl)—Implementation of Prdaees to Access Frozen Funds (c. 111.15):

315. MOFA is holding general consultations to adopt adeg legislation on CT and CFT. The
Governor of the Bank of Lao has established, indbdwmer 2010, a Committee to draft CFT laws.

2.4.2. Recommendations and Comments

316. There is no freezing mechanism in place and nd lggaers to implement UNSCR 1267
and 1373. There is also lack of dissemination ofS@IR 1267 among the financial institutions and
supervisory entities and lack awareness of the UREST267 and 1373 obligations as well.

317. Lao PDR should adopt adequate legislation and groes to comprehensively implement
SRIII.
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Lao PDR should implement communication and coot@inamechanisms among the

relevant agencies as well as awareness raisingyainthg on CT and CFT measures.

3109.

Lao PDR should adopt freezing provisions and proesi as a provisional and effective

measure to fight against FT. The procedure forzfreeshould, among other elements:

Stipulate legal framework for freezing terrorighéls and other assets;

Provide for the freezing of terrorist funds andedsswithout delay and prior notice to the
designated persons involved as required under UNSCR

Allow cooperation with foreign counterparts in terrof giving effect, if appropriate, the
actions under the freezing mechanisms of othertciesn

Provide clear provision of terrorist funds and &s#eat can be frozen;

Establish clear mechanisms and guidance to commgniactions undertaken to the
financial sector;

Specify freezing and unfreezing procedures (therlahould be publicly known);

Identify clearly the legal authority for the issgiof a freezing and unfreezing order or other
instrument;

Establish an internal coordination mechanism;

Implement an effective freezing, seizing and csm#tion regime in other circumstances (as
described in c.111.11);

Protect the rights dfona fidethird parties; and

Implement appropriate measures to monitor effegtiveompliance with relevant
legislation, rules or regulations governing thegdtions under SR.III, once enacted.

2.4.3. Compliance with Special Recommendation Il
Rating | Summary of factors underlying rating
SR.II |NC * The lack of criminalisation of terrorism and FT meahat freezing and

confiscation is not available in relation to thadkences.

» Absence of laws and effective procedures to frefenels and othef
assets without delay and prior notice to the dedeghpersons involve
as required under UNSCRs.

[oN

» Absence of a freezing mechanism and procedurekifimg associated
measures such as communicating to financial seatofreezing,
authorising access and protecting bona fide thartigs).

» Lack of coordination among the concerned agencesegards tg
implementing UNSCR 1267.

» Effectiveness of the existing system cannot be dsinated.
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2.5. The Financial Intelligence Unit and its Functins (R. 26)

2.5.1 Description and Analysis

320. Article 23 of AML Decree No. 55/PM provides for tlestablishment of the Anti-Money
Laundering Intelligence Unit (“AMLIU") as the Finaial Intelligence Unit in the Lao PDR. 1t is
extracted as follows:-

“The Anti-Money Laundering Intelligence Unit shidkrm part of the Bank of Lao P.D.R., having
mandates and responsibility in collecting, analgzamd reporting information on ML taken place
within the country or aboard, to be submitted te #uthorities for taking legal action to combat
and deteML”

Establishment of FIU as national centre (c.26.1)

321. Pursuant to AML Decree No. 55, the Governor of BeL Agreement No. 299 (“the
AMLIU Establishment Agreement”), dated 14 May 20@%tablished AMLIU within the BOL. The
AMLIU Establishment Agreement stipulates the fuois and responsibilities of AMLIU, with some
important areas extracted from Article 2 of the @gnent as follows:-

“2. Collaborate with related agencies, collect aexlamine reported ML information or that
reported by individuals, organizations or instituts having the responsibility to report;

3. In accordance with permission from the managgroemmittee, deal and cooperate with
international agencies in the areas of anti-ML;

4. Extract and analyze information related to aviti received from the agencies involved,
5. Document ML activities of individuals and orgamiions submitting them to authorities
S0 as to conduct legal proceedings.”

322. The AMLIU can only deal with STRs on ML because iBTot criminalised and the AML
Decree 55 and the AMLIU Establishment Agreemeneconly ML.

323. AMLIU is an administrative model FIU with no invégitive role. However, AMLIU is not
solely an FIU but also an AML/CFT supervisor. Téégtion will focus only on AMLIU’s FIU role.

324, The functions of the key FIU Division are as folkaw

Information Analysis Division

1. Analyze activity reports of all reporting institatis to ensure reporting clarity and
trustworthiness and that it can be used as an im#dion reference base for concerned
agencies;

2. Monitor and collect all financial transactions, oa regular basis, of reporting
institutions via computer and other documentatidvent recommend and in situ
investigation by the control and inspection unitases of suspected ML;

3. Collect and obtain information from reporting irtstions for the purpose of analysis
and regular reporting to the unit committee probdeor unresolved issues resulting
from the analysis as well as recommending resotuti@asures in cases of suspected
ML;

4. Monitor activities of reporting institutions susped of activities that contravene the
decree on anti money-laundering and all other ststlissued by the bank of the Lao
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PDR in each period documenting such as then refgiitito

5. all the rise to organizations authorized to exedatgal proceedings;

6. Collect and retain analyse intelligence informatidor the purpose of informer
protection, to prevent damaging reports, or effetisthe activities of the ML
prevention unit as well as associated agencies;

7. Supply information and documentation regarding Mlindlividuals, legal entities and
other agencies to authorized organizations so axezute legal proceedings;

8. Improve and develop reports by the anti money-latindg unit to harmonize with the
actual situation in each period;

9. To operate within their rights and responsibilitias mandated by the unit's committee
and the management committee.

STR Receipt, Analysis and Dissemination Process

325. AMLIU receives STRs from a number of reporting ingions as listed in Annex 2 of AML
Decree No. 55. The reporting institutions are nexglito complete the standard STR form in the
format prescribed by AMLIU. The STRs are requirede reported as soon as possible. During the
on-site meeting, AMLIU advised that all STRs sultedtto AMLIU were dispatched in person by
reporting institutions. STRs, however, can be genAMLIU in writing via mail or fax in an
emergency situation. Contrary to AMLIU’s versiorisits to some commercial banks during the on-
site confirmed the STRs were dispatched via maileimd of in person. AMLIU acknowledges the
receipt of reports as required under Article 7 MlADecree No. 55.

326. Article 12 of the Guideline on AML Procedures ange@ational Controls of Reporting
Institutions (the “AML Guideline”) under No. 02/BQldated 16 September 2008, empowers AMLIU
to implement a CTR reporting system and issue ¢jnee accordingly. AMLIU advised the
assessment team during the on-site that funding taoctinical problems had prevented the
establishment of an IT system needed for implentientaf CTR reporting.

327. Since the establishment of AMLIU in 2007, only ZBR% had been received as at October
2010. Nine commercial banks, out of 24 banks opeyah the Lao PDR, accounted for the total; the
last STR was reported in June 2010.

328. All STR information is stored in an MS Excel fila & standalone computer in AMLIU.
The information is inputted into a MS Excel tablevdloped for storage only. The Excel table stores
the information in different fields such as nanddrass, ID document No., reason for suspicion, etc.
There is no analytical function or connection tbaestdatabases in facilitating STR analysis. AMLIU
advised the upgrading of the computer system wbaldone as part of the future implementation of
CTR reporting.

329. AMLIU has no STR analysis procedure. The basic @ggh is to compare the information
received from the latest STR report with any lingsearlier STRs and with the UNSCR 1267 list.
Beyond that basic approach, no other informatioroissidered. During the on-site meeting, AMLIU
advised they have not sought assistance, or magests, to other agencies or use any open source
information, such as from the internet, in theilRsdhalysis.

330. Once the assessment is completed by the Informatnatysis Division, the STR is either
filed for “no further action” or disseminated tovastigation agencies for action. There is no
requirement for the AMLIU Director to endorse a “hgother action” conclusion by the FIU staff
undertaking the analysis. To date, no STR has Bisseminated out of the 28 received.
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331. A cursory review by the team during the on-sitatvi$§ some of the STRs stored in the
database would suggest further analysis might hesidted in different outcomes, given some STRs
fitted known international ML typologies. It woukkem that AMLIU staff lack sufficient analytical
skills and information input from other sourcesassist them in conducting proper STR analysis. It
may be a possible reason for the zero disseminafi®@TRs to the Economic Police Department for
ML investigation.

Guideline to Financial Institutions on ReportingRS5{c.26.2)

332. AMLIU issued the STR Guideline No. 66/AMLIU, datelb October 2007. It defines
suspicious transaction and outlines the factorglémtifying suspicious transactions. The reporting
procedures for STR are also included in the Guideliith a standard STR reporting form attached.
The STR form requires information to identify bakie natural and legal persons and the reasons for
suspicion.

333. In addition to the STR Guideline, AMLIU has condcerttone training course on AML/CFT,
CDD and STR reporting for 54 participants from laeking sector in July 2010.

334. As indicated, the BOL has also issued the AML Glinge Chapter VI of the Guideline
stipulates the requirement for CTR and STR repgrbnt provides no further guidance on both,
although there is provision for detailed guidar@ee provided on CTR, once introduced.

335. In terms of effectiveness, as indicated, total STéeeived was 28 at the time of the on-site
and only from a few banks. Considering the nundbeeporting institutions in the Lao PDR, the low
number of STRs may be due to inadequate guidartcewneach.

Access to Information on Timely Basis by FIU (326.

336. Article 2.2 of the AMLIU Establishment Agreememhgowers AMLIU with the following
mandate:

“Collaborate with related agencies, collect and exsmeported ML information or that
reported by individuals, organizations or instituts having the responsibility to report.”

337. While the AMLIU has the authority to seek infornuatifrom other agencies in analyzing a
report, there are no procedures, MoUs or otherngements with other authorities to seek
information. No such request has ever been madthéyAMLIU to other agencies in obtaining

additional information. The non-use of externakiligence, such as criminal or other intelligence
information from police, undermines the conclusioh§TRs analysed to date.

Additional Information from Reporting Parties (c.2p

338. The following Articles from the AMLIU Establishmertgreement allow AMLIU to obtain
additional information from Reporting Institutions:

“Article 2.2:

Collaborate with related agencies, collect and exemeported ML information or that reported
by individuals, organizations or institutions hagithe responsibility to report.

Article 4.2.3;
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Collect and obtain information from reporting irtstions for the purpose of analysis and regular
reporting to the unit committee problems or unresdlissues resulting from the analysis as well
as recommending resolution measures in case oestexp ML.”

339. AMLIU claimed that previous attempts have been ntadebtain further information from

reporting institutions. Since no response was vecgiAMLIU then presumed no further information
could be provided. However, discussion with banikend) the on-site indicated that AMLIU only
provided acknowledgement of STRs received andetptast for additional information.

340. The effectiveness of the above powers remains teatemd given the lack of sanctions in
Decree 55, AMLIU may have to rely on broader BOlwpos. AMLIU, as a unit within the BOL, has
powers under the Law on the BOL and under the Lav@ommercial Banks to lift secrecy provisions
to access additional customer information, if nelede

Dissemination of Information (c.26.5)

341. As indicated, AMLIU is authorised to disseminateRSTto other agencies such as the police
for further action. This is provided in Article 2 AML Decree No. 55 and Article 2.5 of the
AMLIU Establishment Agreement. As noted, howevéiere has been no dissemination since the
establishment of AMLIU. There is also no legal basi disseminate (or receive) STRs on FT as the
latter is not criminalised and not included in thML Decree 55 or the AMLIU Establishment
Agreement.

Operational Independence (c.26.6)

342. Despite AMLIU’s powers to disseminate financialeltigence, the assessment team was
informed that in practice, approval or endorseniemequired in the first instance from the Deputy
Governor or Governor of the BOL. The AMLIU has sabmitted an STR for dissemination.

343. There is a lack of budget autonomy. The budgetMfAJ is controlled by the Governor of
the BOL. AMLIU is required to submit its budgetttee Governor for approval, as required by the
BOL's internal procedures.

344. AMLIU is a section in the BOL and is responsibletiie Bank Management Committee on
the effective implementation of AML Decree No. 36is not exempt from any BOL reporting or
management processes. This includes staffing apppents. The Director General, Deputy Directors
and Divisional Heads are all appointed (or removeghe Governor of the BOL following the
recommendation from the Organisation & Personngladtenent of the BOL.

Protection of Information held by FIU ( ¢.26.7)

345. Article 16 of AML Decree No. 55 requireafiy act of serving a notice or making a report
on ML shall be kept confidentfalIn addition, Article 26 of the same Decree skijtes the
requirement of keeping and destroying informatiad documents. It states thaMLIU shall keep

all information and documents on ML cases whichehia@en transmitted to the Investigating Agency
of the Police Force for legal proceedings. Otheioimation which has not been transmitted to the
Investigating Agency, shall be kept for five yebefore they could be destroyedhere is no
sanction provided in AML Decree 55 if a staff membeeaches this requirement, although AMLIU
staff, as BOL employees, would be covered parthAkycle 22, Maintaining Confidentiality, in the
Law on BOL.
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346. AMLIU is situated in a separate building from th©&Bmain headquarters. It occupies half
of the 1st floor of a two storey building. The attspace is occupied by an international technical
adviser to the BOL, but unrelated to AML/CFT. Tdés only one main entrance to the office and is
locked after office hours.

347. There is a locked cabinet in the office of AMLIU s$tore all the reported STRs. Only one
staff from the Information Analysis Division keefh& key to the cabinet. The Excel MS database on
STRs is stored in the desktop computer in AMLIUffice and access is by a password. Only the
same staff from Information Analysis Division haidithe cabinet key has the password.

348. There is neither an off-site backup of the inforigraicontained in the database, nor is there
an alternative keeper of the password in the etlenpassword keeper fails to attend work, either
temporarily or permanently, for whatever reason.

Publication of periodic reports (c.26.8)

3409. One of the responsibilities of AMLIU under Artick of AML Decree No. 55 is,tt warn
the Reporting Institution about the serious offemdgch forms the publishing documents on ML
typologies and methods to detect ML to serve agarte for the Reporting Institution in carrying
out its reporting duty Despite this obligation, AMLIU has never publeghany report.

Membership of Egmont Group (¢.26.9)

350. AMLIU is not a member of the Egmont Group. AMLIU shao plan to join the Egmont
Group in the near future. AMLIU has given considierato applying but decided against it because it
does not meet the membership requirements as yet.

Egmont Principles of Exchange of Information Am&ids (c.26.10)

351. AMLIU is empowered under Article 27 of AML Decre® So that it, “..receives, sends
and exchanges information on money laundering fatkign Anti-Money Laundering Intelligence
Unit with which the Lao P.D.R has signed an agre@mbeen or not been party thereof. The
Sending, receipt and exchange of information oneypdaundering, shall require prior approval of
the Government, through the Ministry of Foreignaff Furthermore, the team was informed that
similar to domestic dissemination, any internatiodi@semination would require approval of the
Deputy Governor or Governor of the BOL.

352. So far, AMLIU has signed no international MOU. TBOL is planning to sign a MOU
with the State Bank of Vietnam to facilitate thecleange of information between the two FIUs. The
Governor of the BOL can give his discretion on aechy-case basis to accede to a request from a
foreign FIU in the absence of a written agreemeéiILIU has provided assistance on one occasion -
to the Vietnamese FIU under this policy.

Adequacy of Resources to FIU (c.30)

353. AMLIU is led by one Director General who is appeidtby the Governor of the BOL. He is
responsible to the management committee of the ®®AMLIU’s functions, as described in Article
2 of the AMLIU Establishment Agreement, includimyglementation of AML Decree 55.
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354, AMLIU is divided into three divisions: Informatioffechnology Division, Information
Analysis Division, and Supervision and Inspectiami€lon. The Director of AMLIU is assisted by
two Deputy Directors, who are also appointed byGloeernor of the BOL.

355. The first two divisions, namely the Analysis afiddivisions are under the direction of one

of the two AMLIU Deputy Directors. This is esseliyighe FIU arm of AMLIU. The other Deputy
Director manages the Supervision and Inspectiofsdiv, which is the supervisory arm of AMLIU.

Organisational Chart of AMLIU

Director General

Deputy Director Deputy Director

Vacant Position
Vacant Position Vacant Position Supervision and
Analysis Division IT Division Inspection Division
Two staff Two Staff e S

356. Currently, there are 13 staff positions in AMLIUcinding the Director General and two
Deputy Directors. However, as indicated, only twbtle three divisions are devoted to FIU
functions. The breakdown of human resources imvtioe=IU divisions is as follows:-

(a) Information Technology Division: 3 staff with 1 veatt
(b) Information Analysis Division: 3 staff with 1 vadan

357. Since the number of STRs handled is small anduthe@nalytical functions are yet to be
developed, the existing staffing resources of AMEIUWFIU divisions are more than sufficient.
However, it should be noted that AMLIU has not parfed the functions of analysis, typology study
and outreach to its full extent. With the plannewlementation of CTR reporting, and receipt of
cross border declaration forms, and the expectedtfrin STRs received, it is envisaged that the
existing staffing resources of AMLIU would havefii€lties coping with the additional workload.

Integrity of FIU Authorities

358. There is no special integrity vetting requirememt AMLIU staff. AMLIU has issued no
separate FIU code of conduct or guidelines on ttgdiscipline for its staff. However, the AMLIU
staff is required to observe the Articles stipullaite The Anti-Corruption Law.
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359. In case of the need to fill a vacated post, AMLIWbuld refer the requirement to the
Personnel Department of the BOL for processing.ifNerference can be made by AMLIU in the
recruitment process.

Training for FIU staff
360. The management of AMLIU has attended a long listrahing activities or workshops on
STR analysis, AML/CFT issues and related areas.vEnglow level of implementation suggests that

the knowledge acquired from such capacity buildimgnts have not been put into practice.

Statistics (c.32)

361. Since the establishment of AMLIU in 2007, only ZBR% had been received as at October
2010. Nine commercial banks, out of 24 banks opeyah the Lao PDR, accounted for the total; the
last STR was reported in June 2010.

362. AMLIU can only provide the number of STRs receivattl disaggregated by the types of
financial institution, DNFBP and others. It is tattlas follows:-

Table: STR statistics

2007 2008 2009 2010*
Banks 0 17 6 5
NBFls 0 0 0 0
DNFBPs 0 0 0 0

* As at 11 October 2010
(Note: No STR has been disseminated to ottpenaes.)

Effectiveness

363. The AMLIU has not performed its FIU functions proge The performance of AMLIU
against the following standard FIU performancedattirs has been unsatisfactory:

» STR received and disseminated The total number of STRs reported is very low &mere
has been no dissemination of STRs to date. Thiewsfigure relative to the statistics on
serious crime convictions (section 1 of this repartd the number of reporting institutions in
the Lao PDR.

* STR Analysis: There is no STR procedure, and as discussed, thelgsemination of STRs
reflects poor analytical technique. The decisiorndrether to action a STR or not is based
solely on whether there is a positive match witpreor STR submitted on the reported
individual or entity. No other intelligence is incled in the analysis.

» Operational Independence:There are serious concerns about the operatiodapendence
of the FIU given the FIU head cannot disseminatdR$SWwithout reference to higher
authorities within the BOL. Although AMLIU advisdfiat no STRs have been submitted to
management to date, the operational independendbeoAMLIU is clearly constrained.
Further, there is a lack of budget autonomy.
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STR Guidance AMLIU lacks a holistic approach in raising repog institutions’ awareness
of STR reporting obligations. There is inadequatéreach to both the banking and non-
banking sectors and there are no sector speciiietjues on AML/CFT.

Resources The human resources of AMLIU are inadequate sehdirge its FIU functions
effectively. While the current resources might bfisient to cover its existing workload, it
is probably not sufficient to meet the demands @aged with the implementation of CTR
cross border declaration and expected growth in €pRrting.

2.5.2 Recommendations and Comments

364.

The Lao PDR should implement the following recomdegions:

Expand the legal authority of AMLIU to include theceipt and dissemination of
STR on FT once the latter has been criminalised;

Develop a strategic plan for AMLIU that sets oujestives, actions required and
resources needed,

Enhance the operational independence of AMLIU wittiie BOL, particularly
concerning the dissemination of STRs;

Raise the awareness of STR reporting among alttiaganstitutions;

Provide additional or sector specific STR guiddin® non-bank financial
institutions;

Adopt STR analysis and processing procedures tare@hthe quality of STR
analysis;

Provide hands on STR analysis training to AMLIUfsta

Take a proactive approach in seeking informatiamfrother agencies and open
sources to enhance STR analysis;

Coordinate or establish a formal mechanism for lyndéssemination of STRs to
the Economic Police Department for investigation;

Ensure data security, including backup, of FIU patel

Increase the resources of the AMLIU by filling tiheee vacant positions to ensure
full operation of the unit.

2.5.3. Compliance with Recommendation 26

Rating

Summary of factors relevant to s.2.5 underlying ovall rating

R.26

NC

* No legal basis to receive and disseminate STR on FT

» Thereis no STR analysis procedure

 STR analysis is limited to information containedatiher STR reports
and information from other competent authoritied apen sources are
not used

* No STR dissemination

» Lack of STR guidance to non-bank reporting inititus and awareness
raising among all reporting institutions

* No typology report and trend analysis have beerighdal

» AMLIU lacks sufficient operational independence

» Lack of effective implementation
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R.30 NC » AMLIU lacks the adequate skill and resource in amithg STR
analysis

2.6. Law Enforcement, prosecution and other compet authorities — the framework for the
investigation and prosecution of offences, and faronfiscation and freezing (R. 27 & 28)

2.6.1. Description and Analysis

365. The Law on Criminal Procedure No. 01/NA, dated 18yM2004, defines the roles and
powers of investigation organisations and publiospcutors in handling an investigation or a
complaint to the final stage of court proceedinigsluding ML investigation and prosecution under
Article 64 of the Penal Law.

Recommendation 27 (Designated law enforcement auttites)

Designation of Authorities ML/FT Investigations (P)7

366. The designated authority for ML is the Financialin@r Investigation Division of the
Economic Police Department. There is no formalglestied authority for FT investigation.

Economic Police Department

367. The Economic Police Department specialises inrikiestigation of economiciane and is a
department in the General Police Department. Than&mic Police Department is divided into five
divisions with the following three divisions resgilnie mainly for combating economic crime: (1)
Financial Crime Investigation Division, (2) EconamCrime Division, and (3) Environment and
Natural Resource Crime Division.

368. The Economic Police Department informed the assessteam during the on-site meeting
that the Financial Crime Investigation Divisiontbé Economic Police Department is the designated
unit in the Economic Police Department responsifile conducting ML investigations. This
designation was made by the Director General of Budice Department in October 2009.
Furthermore, the assessment team was informed #ititpugh not formally designated, FT
investigation also falls within the charter of fi@ancial Crime Investigation Division.

369. The Division is further divided into three unitstiwithe aim of preventing and suppressing
financial crime. The three units are listed asofol: -

- Prevention, Suppression and Information Unit
- Prevention, Suppression Informal Loan and dlggambling Unit
- Prevention, Suppression Counterfeit Check, Bamatl Currency Usage Unit

370. The Economic Police Department established a Coatitdig Committee pursuant to Action

Plan No. 316/PL, dated 26 March 2009, for the psepof sharing information and closely

monitoring the effectiveness of AML/CFT investigati The Coordinating Committee, which meets
on a monthly basis, comprises representatives fittenEconomic Police Department, Narcotics
Suppression Department, Investigation DepartmetiGriminal Intelligence Department.

371. The Financial Crime Investigation Division has novestigated any ML or terrorism
financing case. The authorities indicated thateheere two active ML cases, but the team was
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advised that the investigating body was another(uei Drug Suppression Department of the Police)
and not the Financial Crime Investigation Division.

Office of Public Prosecutor

372. The Office of the Public Prosecutor has a superyisand oversight role in ML
investigation. The public prosecutor has the aithdo supersede the decision of a head of an
investigation organisation to open or close anstigation, in accordance with Article 38 of The Law
on Criminal Procedure. Under Articles 37 and 3Bimaestigators are required to report to the mubli
prosecutor within 24 hours upon the opening, oeigicof credible information leading to the
opening of a case. After investigation, if theran@sevidence to proceed with a criminal charge and
the case is closed, the head of an investigatiganisation is obliged to report to the public
prosecutor. On the other hand, if there is sufficievidence to proceed with a prosecution, the head
of an investigation organisation shall summarise ittvestigation and submit the case file together
with the exhibits to the public prosecutor for anti

373. The powers of a public prosecutor to supervisenaastigation are provided under Articles
73 and 74 of The Law on Criminal Procedure. Thi&stpoints of the powers are listed as follows:-

Article 73

« To monitor and inspect the adherence to regulatiegarding investigation;

* To demand the criminal case file, documents andraiiformation relating to an offence
from the Investigation Organization for review;

« To participate in investigations and, when it i€@ssary, to himself conduct investigations;

* To cancel an order of the Head of Investigation &rgation that is in conflict with the laws
or that it is not supported by sufficient reasons;

» To send the case file to investigators or intertogatogether with instructions for additional
investigation;

Article 74

« Ifitis deemed that the investigation of the dasstill incomplete, the public prosecutor shall
send the case file back to the investigation ozation or interrogator together with his
written instructions for additional investigations;

« If it is deemed that there is sufficient informatiand evidence, the public prosecutor shall
issue an order to prosecute the accused persoadirt.c

Ability to Postpone/Waive Arrest of Suspects oruseinf Property (¢.27.2)

374. There is no legislative provision to allow compétanthorities to postpone or waive the

arrest of suspected persons and/or the seizureeombney for the purpose of identifying persons
involved in ML/FT activities or for evidence gathey. The Lao PDR advised, however, that

investigation agencies such as the Economic PBlggartment are able to exercise such authority in
practice. No statistics were provided to suppochsa statement.

Additional elements - Special investigative techegy(c.27.3)
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375. Chapter 3 of the Law on Criminal Procedures pravifte general investigative measures,
including interviews of witnesses/arrested persand searches of places for evidential purpose.
There is no specific mention of special investigatiechniques, such as undercover operations or
controlled delivery, when investigating ML or otheffences. Nevertheless, the Economic Police
Department advised during the on-site meeting shigah special investigative techniques could be
used if so required.

Additional elements — specialised investigationugo& conducting multi-national cooperative
investigations (c.27.5)

376. Both the Economic Police Department and the OffidePublic Prosecutor have not
established any specialised investigation groups.

377. Pursuant to Article 118 of the Law on Criminal Rrdares, international cooperation in
criminal proceedings with other jurisdictions idfct to conditions stated in bilateral agreements
international conventions. There is no specifierefce to the use of special investigation tecteiqu
in joint operations between Lao investigation oigations and foreign investigation agencies.

Additional elements — review of ML & FT trends M Enforcement Authorities (c.27.6)

378. The Economic Police Department is unable to condogtML/FT trends as there has been
no completed ML investigation or conviction.

Recommendation 28 (Investigative powers)
Ability to compel production of and searches focwments and information (c.28.1)

379. Article 51 of Law on Criminal Procedure empowers thublic prosecutor or the people’s
court to issue a written order to conduct a seafchuilding, vehicles and individuals. There are
certain exemptions to this requirement, includingah emergency, or when an individual is already
arrested, detained or suspected of concealingtsbjgdicle 24 also gives the powers to investigato
to “to conductsearches of buildings, vehicles, and persons, [dadjollect evidence relating to the
offencé.

380. Pursuant to Article 55 of the Law on Criminal Prdgee, the head of an investigation
organisation or the public prosecutor can issuerer to seize and detain such materials/assets
related to the offence. Article 52 also goes oray, if they are related to the offence or are things
that contravene the laws.This could potentially include obtaining bankcoeds or transactions for
further action as part of any ML investigation.

381. During on-site meetings, the team was advisedttieaEconomic Police could always make
a request directly to a bank for records. If regdijrthe public prosecutor can issue an order &n& b
for the release of bank records for investigatiormppse.

382. No specific details or statistics were providedhe team on the number of search orders
issued, including those issued to financial indtis, although banks met during the on-site mgstin
indicated that it was not uncommon to receive srders.

Power to take witness statement (c.28.2)
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383. Once an investigation is commenced, the investigafficer is authorised to take
testimony from the injured party, civil plaintificcused person, withess and other concerned persons
under the power vested in Article 24 of the Law@mminal Procedure. Article 43 of the Law on
Criminal Procedure requires an investigating offitmeinform the accused person or witness of their
charges and rights, and the consequences or tiiebilin giving or not giving a statement. A
testimony is required to be taken either in writiog recorded in video/audio, depending on the
location of an interview.

Resources

Economic Police Department

384. The Economic Police Department is part of the Ganeolice Department that reports to
the Ministry of Public Security. At the central &ythere is about 1,000 staff in the General Rolic
Department. Among the five divisions in the EconorRiolice Department, the Financial Crime
Investigation Division, which is designated for Mhd FT investigations, has 11 persons.

Office of the Public Prosecutor
385. The Office of the Public Prosecutor comprises tilewing five sub-offices:

(i) The Office of the Supreme Public Prosecutor

(i) Office of the Appellate Public Prosecutor

(i) Office of the Provincial or City Public Proseator
(iv) Office of the District or Municipal Public Psecutor
(v) Office of the Military Prosecutor.

386. There are 700 staff in the Office of the Public d&mutor with 100 staff posted to The
Office of the Supreme Public Prosecutor. The twasdbns in the Office of the Supreme Public
Prosecutor, namely the Prosecution Division ande8ugion Division, have a total staffing
establishment of nine persons that are responfsibleverseeing any ML investigation.

Integrity of Competent Authorities

387. Article 21 of the Security Force Law stipulates ttriteria to be a police inspector and
police officer. The criteria are reproduced asdfol:-

() Must be a Lao nationality of 18 years old;

(i) Have strong political view, loyalty of Partytz&e-Civilian, socialism ideology,
nationalism, civilian democracy prospect, able i&cdete who is friend or enemy, moral
revolution, brave heart and sacrifice, high awareséor organization, respect and
compliance with law and regulations;

(iii) Have a high school degree, technical degred good curriculum vitae. For any Lao
citizen who lives in rural and remote areas withany degree would also take into
account;

(iv) Have basic knowledge about the Party-Statécp@nd guidance, some specific
technigue and foreign language;

(v) Have good health and perfect body.
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For a police inspector, the following additionalg@rements are required:-
() Lieutenant level: have a minimum degree of uppeorsgary school or experience in
leading, instructing and commanding of a certainrkweith successful outcome.
(i) Major level: have a minimum degree of egk and have a certificate of political
course at the middle or hightavel.

388. Article 25 of the Security Force Law stipulates thmimum criteria for the Head of Public
Prosecutor and Police. These criteria are repratiasdollows:-

() Be Lao citizens who are 25 years of age or above;

(i) Have strong political commitment, good motitwnor or innocent in performing;

(iif) Have legal education and certificate. PubRecosecutor must finish study vocational
training.

(iv) Not to perform punishment in committed intenti

(v) Have a good health

389. The Anti-Corruption Law 2005 applies to police offis and other government officials.
Article 10 includes taking bribes, abuse of powmsréonal gain for self or family/relatives or clan)
embezzlement and swindling of state property asuption offences. The Law also covers certain
potential conflict of interest concerns such asptiag gifts, private employment and nepotism. The
Anti-Corruption Department informed the assessneanin that no public prosecutor or police officer
has been convicted for corruption. However, thigeshent is based only on a few (i.e. single digit)
investigations conducted in 2009 and 2010, duén¢orécent establishment of the Anti Corruption
Department.

Training for Competent Authorities

390. The Economic Police Department sent 15 officerattend a UNODC conducted ML
investigation training in 2009. The Public Prosecutelies on internal training and training
conducted by the Bank of Lao PDR.

Statistics

391. The Economic Police Department confirmed that i Im@t conducted any ML or FT
investigation. The Public Prosecutor indicated thatDrug Suppression Department of the General
Police Department was conducting two drug traffickielated ML investigations. However, during
the on-site visit, the Drug Suppression Departnoendd not confirm the existence of the two drugs
related ML cases.

Effectiveness

392. The Lao PDR lacks a focus on "follow the money'tdokle profit driven crime. The police
and public prosecutor have sufficient powers todemh criminal investigations effectively, including
ML. However, there has been no confirmed case ofifWestigation.

393. The Financial Crime Investigation Division is thelypdesignated unit in the General Police
Department for ML investigation. However, the Fiogl Crime Investigation Division has not

assumed responsibility for all ML investigationsrr other departments within the General Police
Department, which are responsible for the invettigaof serious predicate crime. The Drug
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Suppression Department, as indicated, might haea bevolved in two possible ML investigation
cases. It raises a number of issues, including velnghe Financial Crime Investigation Division is
implementing its mandate as the designated unitMbr investigation, or whether other police
departments are following this mandate.

394, The Economic Police Department holds monthly comtibn meetings with other
stakeholders, such as the Drug Suppression Depattrimvestigation Department and Criminal
Intelligence Department for intelligence sharingl affectiveness monitoring of AML measures. It
seems the coordinating meeting has not been funictoproperly, in particular, in the area of
intelligence sharing.

395. The training provided to both the public prosecutad the police in the areas of ML is
insufficient. The obvious gap is found in the ursi@nding of ML. It is important to stress that ML
should be investigated in addition to the investayaof predicate crime. The aim of ML prosecution
is to penalise the money launderer and confist¢eetoceeds of crime, whether as a result of self-
laundering or not. ML conviction is an effectiveotdn combating serious crime as it takes away the
monetary incentive.

2.6.2. Recommendations and Comments

396. The Lao PDR should implement the following recomdegions:-

e The Financial Crime Investigation Division shoulce Hormally designated for FT
investigation;

e The Economic Police Department should take a pmmacapproach in pursuing ML
investigation;

» The Coordinating Committee should be used to erdhanordination between the Economic
Police Department and other police departmentsiacting investigations;

» The Economic Police Department should work clogéth the Office of the Supreme Public
Prosecutor in any ML and FT investigation;

* The Lao authorities should consider defining cheanl law the powers to (i) postpone or
waive arrest of suspected persons and the seiZummey for the purpose of identifying
person involved, and (ii) use of special investigatechnique;

 The Police and Public Prosecutor should be giveditiadal training on ML and FT
investigation to enhance their investigation calitstbi

» The Financial Crime Investigation Division shoukl éxpanded; and

» The Office of the Supreme Public Prosecutor shaldsgignate and establish a specialised
division for ML investigation and prosecution.

2.6.3. Compliance with Recommendations 27 & 28

Rating | Summary of factors relevant to s.2.6 underlying ovall rating

R.27 PC * No formal designation of a law enforcement autlyaisponsible for FT
investigation.

» Lack of coordination between the designated ML gtigation unit and
other departments in the Police.

» Lack of effective implementation as there is noftamed case of ML
investigation.
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R.28 LC * There is a lack of effective implementation of #fdlie powers as
demonstrated by a lack of statistics on investige#ind prosecution.
R.30 NC » Lack of application of resources to actual ML inigstion.

» Doubts concerning financial investigation skill.

2.7. Cross Border Declaration or Disclosure (SR. IX

2.7.1. Description and Analysis

397. The Presidential Decree Law on Governing the Mamage of Foreign Exchange and
Precious Metals No. 01/P, dated 17 March 2008 (fBecLaw on Foreign Exchange”), in
conjunction with the Instruction on Implementatioh Decree Law on Management of Foreign
Currency and Precious Metals No. 01/BOL, dated 2ilAp010 (“the Instruction on Foreign
Exchange”), regulate the physical cross borderspariation of currency and precious metals by an
individual or financial institution in or out of ¢hLao PDR.

398. Article 17 of AML Decree includes cross border @eation requirements for cash, payment
instruments and precious metals exceeding a cetttiagshold, as determined periodically by the
concerned authorities.

399. The Customs Law 2005 governs the cross border menemf goods and services in
general, including the structure and powers ol @ Customs Department.

Institutional framework

400. The Lao Customs Department is the enforcement ggehthe Decree Law on Foreign

Exchange regarding the physical cross border montewfecurrency and precious metals. The Lao
Customs Department reports to the Ministry of Fowmrand consists of following offices and
divisions:-

» Legislative Division;

e Import & Export Division;

» Anti-Smuggling Division;

e Administrative Division;

* Information, Communication & Technology Division;
* International Cooperation Division;

» Post Clearance Administration Division; and

» 5 Regional Customs Offices.

401. The Director General of Customs is assisted by Deputy Directors to command seven
divisions and five regional customs offices in tlsm PDR. Under the five regional customs offices,
they cover 21 International customs check poinBsjo2al customs check points and 27 traditional
customs check points. Regarding the 21 Interndticurgtoms check points, there are three air and 18
land control points. The 50 local customs and tiahl check points are used mainly by the local
people. For the 27 traditional customs check ppthtsy are opened two to three times a week and no
declaration requirement is required.

Mechanism to monitor cross-border physical transgibon of currency (c.IX.1)
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Foreign Currency

402. Article 14 of the Decree Law on Foreign Exchange¢anjunction with Article 13 of the
Instruction on Foreign Exchange, outlines the datilan system by requiring incoming and outgoing
passengers to truthfully declare to customs offitke physical movement of foreign currency and/or
precious metals exceeding the value equivalen06frillion Kip (about USD10,000 depending on
the exchange rate). For those passengers leawnigath PDR with foreign currency and/or precious
metals exceeding the threshold, they must prebeninivard declaration slip issued by the customs
officers as evidence that the amount has been quglyi declared while entering the Lao PDR.
However, there is no separate declaration or disctorequirement for foreign currency or bearer
negotiable instruments sent via mail or cargo.

Local Currency — Lao Kip

403. There is no declaration requirement for carrying thcal currency (the Kip) across the
border. However, there is a limit of 20 million Kipat can be brought into or out of the Lao PDR.
Any amount in excess of 20 million Kip requires gréor approval from the BOL.

404. Article 2 of the Decree Law on Foreign Exchangéings currency, foreign exchange,
commercial papers and cash as follows:

“Currency” means the Lao national currency whosetwf value is Kip;

“Foreign exchange” means the bank notes, the tengchecks, other commercial papers
expressed in foreign currencies and precious methish are acceptable for international
settlements;

“Commercial paper” means all types of bank checkd payment orders, bills of
exchange, promissory notes, other documents or snfeamlebt settlement equivalent to
foreign exchange that can be tradable or usedHerihternational settlements;

- “Cash in foreign exchange” means the bank notke traveler's checks and other
documents which are equivalent to cash;

- “Precious metal” means gold which may be use@ aseans for international settlement;

4065. There are, however, inconsistencies in the userofihology. Article 14 of the Law on
Foreign Exchanges imposes the declaration requireore“foreign currency” and ‘precious metal”.
However, there is no definition of “foreign currefidn Article 2 of the same law, only “foreign
exchange” and “currency”. If we interpret foreigmriency to mean the same as foreign exchange as
defined in Article 2 of the Law on Foreign Exchangbe declaration requirements cover all forms
of bearer negotiable instruments as other formiseafrer negotiable instruments are included under
the definition of “commercial paper”. However,ist not totally clear that we can regard “foreign

currency” the same as “foreign exchange”.

406. There are notices of the declaration requiremeireaf to the major customs check points
regarding the cross border movement of foreignenay and/or precious metals exceeding 100
million Kip equivalent. Warning has been includedthe notices for violations of the declaration
requirement. However, as noted, the declarationireapent is not printed in the Immigration Form
to alert incoming or outgoing passengers. The datite is voluntary, and based on passengers either
declaring to customs or choosing between the rethdgion or green no declaration exit where
available.
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407. Article 24 also gives the powers to investigatars“to conduct searches of buildings,
vehicles, and persons, [and] to collect evidendatiieg to the offence

408. Customs also informed the assessment team therambarequirement is only mandatory
for international and local customs check-pointg,traditional border crossings.

4009. Article 17 of AML Decree 55 introduces a similarctiation requirement for a person
entering or leaving Lao PDR with cash, paymentrimsents or precious metals. AML Decree 55 is,
however, not enforceable. Article 17 differs frone texisting arrangements as it does not distinguish
between foreign currency and the Lao Kip, and aloauthorities to determine the threshold
periodically. Despite its intent, there are deficies as there is no definition in AML Decree %5 o
cash, payment instruments or precious metals. Merethere has been no implementation of Article
17 because AMLIU has not developed the new deabarfbrm.

Request information on origin and use of currer@iX(2)

410. Article 61 of Customs Law specifies the investigatpower of customs officers, including
the seizure of goods and vehicles and arrest ehd#rs. There is no specific article in the Customs
Law that empowers Customs to request and obtaihefumformation on the origin and intended use
of currency or bearer negotiable instruments upscodery of a declaration violation or suspicion of
ML/FT. There is reference in Article 14 of the DegerLaw on Foreign Exchange thaGustoms
officers at an immigration check-point shall inspéte declaration of Kip, foreign currency and
precious metals to be brought in or out of the P&AR”

411. According to the Lao Customs Department, officersha border check points randomly
stop passengers for checking of possible violatibdeclaration requirements. In addition, they have
stopped passengers based on intelligence giveivdiytraders, tourism authority, Airport Authority
and Economic Police Department. Customs has detédteiolations of declaration requirement.

412. If a violation is detected, customs officers wike a statement from the offender and the
currency will be seized and deposited into a ded&ghbank for future disposal. Although there is no
specific provision for customs officers to ascerttie origin of the smuggled cash/precious metals,
they do normally enquire to the source from themder as a normal practice.

Restraint of currency (c.IX.3)

413. There is no specific Article in the Customs Lawttetipulates the power of seizure by
Customs officers based on false/non-declaratiazash/precious metals. There is a general provision
in Article 61 of the Customs Law that stipulatei$,i$ found that there have been violations of laws
and regulations relating to customs, customs affiteve the right to arrest offenders together with
goods and vehicle used in committing the offenseyedl as relevant documents for investigation and
to serve as evidence in the prosecution

414. During the on-site, Customs informed the assessteant that upon detection of violation,
the Lao Customs Department would seize the cashifue metals under Article 61 of the Customs
Law. If there is no crime detected, the cash ociptes metals will be disposed administratively by
Customs. If there is a detection of crime, the esbizash or precious metals and the case will be
referred to the Economic Police Department forHartaction. The disposal of seized cash and/or
precious metals will be under the discretion of Htzenomic Police Department.

Retention of information of currency and identifioa data (c.1X.4)

-73-



Mutual Evaluation Repdréo PDR

415. Since there has never any declaration made by asgepger, no such information is
currently kept by Lao Customs Department. Howetleey have maintained information of a few
violators (failure to declare) in their database istandalone computer.

Access of information to FIU (c.1X.5)

416. As mentioned, there is no declaration informatimnsharing with AMLIU. It is possible for
AMLIU to request information from Customs, but dasadissed under Recommendation 26, AMLIU
has never requested information from Customs tpatjits analysis of STRs.

Domestic cooperation (c.I1X.6)

417. Customs officers are required under Article 62 ost©ms Law to render assistance and
cooperation to civil servants, military, police ather people bound by duty in the monitoring and
seizure of goods. According to Customs, they hawmist assistance from other agencies such as the
Army, particularly in remote control points such teeditional customs check points. However, no
such request has ever been extended to illegalstasbgling activities. Other than referring theecas
to the Economic Police Department, there is nobdisted mechanism for the Lao Customs
Department to cooperate and coordinate with otgeneies in the implementation of SR IX.

International cooperation (c.IX.7)

418. Article 9 of Customs Law states thaf,He government extends and promotes international
cooperation on customs work on the basis of redjpeaach other’s sovereignty and mutual benefit
in order to develop the customs sector such asagxgghof experience on technical matters, human
resource development, exchange of information|it@bng trade and others in accordance with
international treaties and conventions that the IRidR has signed or become a party to

419. Customs do not share information with other agenaacept in a criminal case in which
the information and the seized cash or preciousaledre referred to the Economic Police
Department for further investigation. The Econofaice Department will then decide whether the
information is shared with overseas agencies, di#pgron whether the case has any international
dimension.

420. The Customs Law is silent on the sharing of cashmecious metals smuggling activities
with other countries. The Lao Customs Departmeninmed that they have maintained good
cooperation with neighbouring countries and infaiora sharing could be done via the World
Customs Organisation. The Lao Customs Departmannbt shared with other foreign agencies any
information regarding bulk cash smuggling actiatie

Sanctions for making false declarations/disclos(a¢X.9)

421. Article 31 of the Instruction on Foreign Exchanggtlioes the punishment in respect of
violation of the declaration threshold. It is reguced as follows:-

» Violations for bringing in and out of the countrash in Kip for the first time
which is not serious or unintentional, the violateitl be warned. Upon the second
violation or the first violation with the value 60 million or more, the penalty rate
will be 50% of the value involved. Upon furtherlatomn after the first penalty, the
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violator will be fined 100% of the valued involved.

* Violation bringing in and out of the country cashforeign currency and precious
metals with the value of equivalent 100 million iKipmore without any evidence
of declaration for bringing money in the Lao PDRwvgthout an approval from the
Bank of the Lao PDR, the violator will be warneddd second violation or the
first violation with the value of 200 million Kigr anore, the penalty rate will be
50% of the value involved. Upon further violatioftea the first penalty, the
violator will be fined 100% of the value involveg the customs officer and
concerned agency.

422. The same Article also stipulates that if the violaimpacts on the economic, financial and
monetary system of the country, the violator wil prosecuted in accordance with the laws of the
Lao PDR, even it is the first contravention.

423. Between 2009 and 2010, there were 11 violations ahthe violators were sanctioned
administratively by the Customs authority. No cdmes been referred to the Economic Police
Department for investigation during the same period

Sanctions for cross-border physical transportatarcurrency for purposes of ML or FT (c.1X.10)

424, There are no sanctions to penalise the cross-bptuesical transportation of currency for

purposes of ML /FT. In practice, Customs Officerdl wietain the suspects believed to have
committed ML/FT offences and seize the cash/precimetals in question. Afterwards, the case
together with the seized valuables will be refetieéolice for further investigation. No ML/FT case

has been detected and referred to Police for iigaiin.

425, There is no special provision in the Customs Lavaltow customs officers to seize and
confiscate currencies relating to ML/FT. Thereasrecord of currency confiscation related to ML/FT
across the border.

Confiscation of currency pursuant to UNSCR (c.IX.11

426. The Lao PDR is still drafting the legislation on.Ahe Customs Department expressed that
Immigration in the control point is responsible fdrecking the passengers against the designated
terrorist list. Nevertheless, there is no legalvjigion under Customs Law empowering Customs to
freeze, seize or confiscate funds in connectioh teitrorist financing.

Notification of foreign agency of unusual movenwdnirecious metals and stones (c.1X.12)

427. No notification of unusual movement of precious atetind stones has been made to other
foreign counterparts. If such notification is deemeecessary, the information can be shared by
making use of the established channel in the Wodstoms Organisation.

Safeguards for proper use of information (c.1X.13)

428. Article 75 of Customs Law stipulates that custonmtaffsmust observe strictly the
confidentiality of official secrets.

Training targeting, data collection and enforcem@txX14)
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429. Customs has undergone relevant training.

Supra-national approach (c.1X15)

430. The Lao PDR is not party to any supra-nationalrajement on customs.

Additional element — implementation of SR IX Beatfites(c.IX.16-17)

431. The Lao PDR has implemented some measures in tetectd preventing the illicit cross-
border transportation of cash and bearer negotiabteument by reference to SR IX Best Practices.
The implemented measures include the declaratistesy the detection of false or non-declaration
and the sanction of false or non-declaration. Nibedgss, the best practices on record keeping and
information sharing, the measures to detect andsiiyate of ML/FT offence, and the power to
restraint and confiscate currency are yet to béamepnted.

Additional element — computerization of Database

432. The Department maintains a record of violatorsaimdatabase stored in a standalone
computer. There are plans for the developmentmbge comprehensive database using a mainframe.

Recommendation 30.1

433. According to the Lao Customs Department, therebaie staff posted to 21 International
Customs check points including three air and 18 lorder crossing points. Another 23 Local and
27 traditional customs check points are scatteredra the Lao PDR.

Recommendation 30.2

434, Article 74 and Article 75 of the Customs Law stigal the caliber required to be a customs
officer and the requirements to observe officiatrets. Both Article 74 and 75 are reproduced as
follows:-

Article 74

“Customs staff must have a clear background, bifidi and be in accord with policies, laws
and regulations of the State, have a good perstnddiyalty, healthy living habits, never
been involved in embezzlement, corruption or misgpfation, be observant of their
organization, be disciplined, be in solidarity, faér, be hardworking, be responsible for their
duties, be interested in studying, be in good healbssess good technical knowledge
relating to customs and have a good grasp of othlewvant laws and regulations.”

Article 75
“Customs staff who perform duties or who have teggpointed to perform any duties must
strictly maintain the confidentiality of officiaksrets.”

435. According to the Anti-Corruption Department, no tuss officers have ever been
criminally sanctioned for bribery offences.

Recommendation 30.3
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436. In 2009, officers from Customs participated in ftnaining events on ML/FT related areas.
One was organised by the Lao Customs Departmerthanather three were workshops organised by
BOL.

Recommendation 32

437. There are no declaration statistics because ncepgss has ever declared voluntarily to
Customs. On the other hand, Customs has detecteidlafions of declaration requirement, in which
all the violations were sanctioned administratively

Effectiveness

438. The assessment team observed on arrival that daragéen requirement is included in the
current immigration arrival form. The team obserasb no requirement to complete a declaration
form on departure.

439. There are notices of declaration requirement affix@ the major customs check points
regarding the cross border movement of foreignenay and/or precious metals exceeding 100
million Kip equivalent. Warning has been includedthe notices for violations of the declaration
requirement. However, as noted, the declarationireapent is not printed in the Immigration Form
to alert incoming or outgoing passengers. The datitm is voluntary, and based on passengers either
declaring to customs or choosing between the rethdsion or green no declaration exit where
available.

440. Lao Customs Department confirmed there has beatedaration made pursuant to Article
13 of the Regulation. However, there are 11 daiastdf non-declaration between 2009 and 2010 but
no detection of any cash smuggling via post andccar the Lao PDR.

441. Article 24 also gives the powers to investigattors‘to conduct searches of buildings,
vehicles, and persons, [and] to collect evidendatiieg to the offence

442, Customs also informed the assessment team thatdhkaration requirement is only
mandatory for international and local customs chawikits, not traditional border crossings.

2.7.2. Recommendations and Comments

443. The following recommendationsre proposed for the Lao PDR to comply with the
requirements under SR IX:-

« Amend existing laws and regulation to introduce la&tion requirements that
include currency and bearer negotiable instrumems cover all cross border
channels including mail and cargo streams;

* Include in the declaration form provisions thaereb sanctions for violations;

» Introduce systems to ensure information held byt@us is shared with AMLIU;

« Amend the Customs law to stipulate clearly the pewaf Customs Officers in

discharging their duties, including the power afeat & seizure and confiscation of
the currency/precious metals in violation of theldeation requirement;
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e Amend current legislation to include sanctions feross-border physical
transportation of currency for purposes of ML or &Td the corresponding power of

confiscation;

« Enhance the intelligence sharing of illegal smuggliof cash/precious metals
activities with both local and overseas agencies;

« Implement the new declaration requirements at h#ck points, in particular at
traditional customs check points that are vulnerablcash smuggling activities; and

* Provide more training to Customs Officers on ML/&iid techniques in detecting
illegal smuggling of cash/precious metals actigitie

2.7.3. Compliance with Special Recommendation IX

Rating

Summary of factors relevant to s.2.7 underlying owall rating

SR.IX

NC

Declaration requirement does not clearly includebahrer negotiable

instruments.
No requirement for declaration via mail or cargo.

There is no cross border declaration form for incgrand departing
passengers.

No provision in Customs Law that empowers custorfficars in
discharging their duties on declaration requirement

Sanctions of cross-border physical transportatidn corrency for
purposes of ML or FT and its corresponding powecaffiscation are
not stipulated in law.

There is no strict declaration requirement at soosoms check points

The lack of effectiveness of the current systemmigslighted by the fac
that no voluntary declaration has ever been madebgengers.

Lack of intelligence sharing with both local anceseas agencies.

vV

)

A

t

R.30

NC

* No allocation of staffing resources to traditiobarder crossings.
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PREVENTIVE MEASURES —FINANCIAL INSTITUTIONS

444, The key documents in relation to preventative messan AML/CFT are noted below.
However not all can be considered to be law, regulatiootiber enforceable means:

(a) AML/CFT Specific Laws/Regulations/OEM/Guidelines

Penal Law, Article 64 on Money Laundering

AML Decree 55 on Anti Money Laundering issued bg @ffice of the Prime Minister, March
2006 (“AML Decree 55")

The Bank of Lao PDR Guideline No.2 on Anti Moneybadering Procedures and Operational
Controls of Reporting Institutions under Supervisad the Bank of Lao PDR, September 2006
(* AML Guideline ")

The Guideline No. 66 on Reporting Suspicion Tratisas issued by the Director of AMLIU, 15
October 2007 (“STR Guideline™)

Agreement on the Establishment and Activities oflAMissued by the Governor of the Bank of
Lao, 2007 (“AMLIU Establishment Agreement”)

(b) Other Laws/Regulations/OEM/Guidelines Relevanto AML/CFT Obligations

445, There are also other laws, decrees and supporigigldtions that address the required
preventative measures and regulatpowersof competent authorities in the financial secta, a
follows:

Accounting Law, 2007

Law on Commercial Banks, 2007

Law on Enterprise Accounting, 2004

Law on Insurance and Decree, 1990

Law on Bank of the Lao PDR, 1995

Law on Securities Sector

Presidential Decree Law Governing the ManagemeRbogign Exchange and Precious Metals,
2008

Decree on the Organisation Structure and Operafitime BOL

Bank of Lao PDR Regulation on the Organisation @pération of the Bank and Financial
Institution Supervision Department 2005

Regulation for Deposit-Taking MFIs, 1999

Regulation for Saving and Credit Unions, 1999

Regulation on the Supervision of Foreign ExchangeeBus, 2004

Guideline No 01.April 2009 to implement the Deckesv on Foreign Exchange and Precious
Metals Controls.

Instruction on Implementation of Decree Lao on Mgamaent of Foreign Currency and Precious
Metals, 1999

Law
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446. The onlypreventative measure included in a law in the LB{RRs a reference in Article
64, fifth paragraph, in the Penal Law to crimiriabllity for natural persons for AML STR reporting
violations. It states, “Any person havingsponsibility and duties to report the activitiesmoney
laundering such as bank officials or other finanostitute officials who do not promptly report or
intentionally report the incorrect activities of mey laundering shall be regarded as the concealment
of offence and shall be punished in according toaftees prescribed in Article 165 of the Criminal
Law. The penalty referenced in the Penal code is thmeaths to two years of imprisonment or re-
education without deprivation of liberty and shb# fined from 300,000 Kip to 5,000,000 Kip
(approximately USD625).

Regulation and Other Enforceable Means

447, The key AML preventative instrument is AML Decreg, Svhich contains a range of basic
preventative measures. Decree 55 does not medtAm€E definition of law, regulation or other
enforceable means due to a complete lack of sarsctm support obligations set out in the Decree.
The one exception is the STR reporting requirernentained in Decree 55, which includes sanctions
for non-compliance.

448, Article 33 of Decree 55 outlines the following daélle STR sanctions for failure to report
STRs (and CTRS)

Article 33. Punishment measures for the offenders.

Reporting Institutions which fail to report as stipted under this Decree, shall be
reprimanded by the agency in charge of supervigiegReporting Institutions. After the
reprimand and upon continued violation, the offarslell be penalized with the fine
amounting from ten to thirty million Kip and dulymished in accordance with the
existing law.

449, The monetary sanctions referred to in the Decreeranuscule. In U.S. dollar equivalent, it
ranges from USD 1200 to USD 3600.

450. There is a cross reference tié existing law in the last sentence of Article 33 of the
Decree, which could refer to any law, but mostlijkine Penal Law given it refers to only one law
and not laws. As indicated earlier, a natural persan incur a criminal liability for a reporting

violation based on the ML Article 64, fifth paragtain the Penal Law.

451. Further, the financial institutions met during tlen-site indicated the reason for
implementing AML/CFT measures was because of eltbere jurisdiction requirements, and/or on a
voluntary basis to maintain good relationship vifte BOL.

Non -Binding Guidance

452, The BOL has issued two non-binding Guidelines: §)R Guideline; and (2) AML
Guideline. The STR Guideline includes no sanctiomsis issued pursuant to AML Decree 55. The
AML Guideline includes Article 19 (Measures Againdblators). However, the sanction is limited
to, “If any reporting institution violates any requirentg of this Guideline shall be taken action in
accordance with the article 33 of the Anti ML Dexrdo. 55/PM dated 27 March 2006 The
limitations of Article 33 in AML Decree 55 have e&dy been discussed.
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Scope

453, The unenforceable requirements in AML Decree 58 &gjnificantly short of the
preventative measures required under the FATF Remomdations, both in scope and depth. The
definition of “Reporting Institutions” in Annex 2f ®ecree 55 essentially mirrors that for “financial
institutions” under the FATF standards; howevee, list of designated financial institutions subject
to the Decree 55 as outlined in Annex 2 differgttly from the FATF’s definitions. For example, the
safe keeping and administration of cash or liq@dusities on behalf of other persons is potentially
not covered within the present definition of Repaytinstitutions.

454, Further, in Article 2 (2) of the Decree, it swtthat, Reporting Institution refers to
individuals or entities such as commercial bankgrfcial institutions, insurance companies, casinos
and others, as specified in Annex 2 of this Decvd@ch are obligated to report any suspicious
transaction to the AMLIU However, in Article 3 under “Scope and applioatof this Decree”, it
states, This Decree applies to: - Lao citizens, foreignidests, stateless individuals, foreigners
living in the Lao PDR: - Foreign individual or ettinot residing in the Lao PDR, who has entered
into a transaction in the Lao PDR It omits a Lao legal person or entity, whichtgatially limits the
coverage of this legislative instrument to exclsdeh entities as Lao owned reporting institutions a
defined in Annex 2, and that are required to repader Articles 2 (2) and 11. Thus any Lao based
legal person is potentially not covered by the BecrThis restriction appears to be in conflicthwit
the intent of the Decree, which is to cover theéglested reporting entities listed in Annex 2.

455, Finally, in terms of preventative measures, nottal preventative measures required by the
FATF are included. For example, there is no requinet for enhanced or ongoing due diligence,
beneficial ownership, or identifying the sourcefohds when establishing a presence within Lao
PDR.

Implementation of the Preventive Measures

456. AML Decree 55 came into effect in June 2006, 9sdater signing pursuant to Article 35
of the Decree. Lao PDR has undertaken a very laghl approach to regulation and supervision,
including guidance, with little implementation ofeEree 55 in evidence, despite the Decree being
enacted for over five years. Implementation of Becb5 has occurred only in the commercial
banking sector regulated by the BOL.

3.1. Risk of ML or terrorist financing

457. Lao PDR has not adopted a risk based approachutised in the FATF standards but
rather treats all circumstances in the same manner.

3.2. Customer due diligence, including enhander reduced measures (R.5 to 8)

3.2.1 Description and Analysis

Legal Framework:

458. As stated earlier, AML Decree 55 is not considelad, regulation or OEM for the
purposes of preventative measures, with the exaepti R.13. The following analysis focuses on
whether Decree 55 has included the required pratieatmeasures, even though unenforceable.
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Recommendations 5
Prohibition of Anonymous Accounts (c. 5.1):

459, There is no requirement in law or regulation, ocovsion in Decree 55, prohibiting the
opening of anonymous accounts. The AMLIU advised Article 13 of the AML Decree and Article
13 in the AML Guideline are interpreted to prohitiie opening of anonymous accounts. But as
noted, neither Decree 55 nor AML Guideline 2 mele¢esFATF requirements and there is no specific
reference to anonymous accounts in Article 13.

460. During the on-site visit, discussions with sevebainks indicated that anonymous or
numbered accounts did not exist in Lao PDR. StheeBOL or AMLIU has conducted no on-site
AML inspection, these statements cannot be suliatadt

When is CDD required (c. 5.2):

461. There is no requirement in law or regulation foeritification and verification measures.

There is provision, although not enforceable, iticke 13 of the AML Decree that states reporting
institutions, including banks and financial indituns, need to conduct customer identification and
verification when entering into a transaction.

462. However, a number of core requirements of CDD arepmovided in Decree 55, in the
following circumstances:

» threshold requirement for occasional or one-offigeation;

« specification of a de minimis threshold in condagtCDD for wire transfers;

« CDD requirements when there is suspicion of ML ©r &d

« CDD measures when the bank has reasonable dowuhistak veracity of previously
obtained customer’s identification.

Identification measures and verification sources(8):

463. There is no requirement in law or regulation foeritification and verification measures.
There is provision, although not enforceable, nticde 13 of AML Decree 55 for the collection of
detailed information on customers as follows:

“The Reporting Institutions shall require the custosnor their assignees to show identity
card, family log book, passport or other documeragifying the identity of the customers or
their assignees when entering into a transactidrotBcopies of the documents shall be made
to serve as proofs, particularly for transactiomat are of high value or suspicious nature.
Details on information collection are set out undeseparate regulatioh.

464. The assessment team met with several banks dimingrt-site, and those banks explained
they have internal policies and procedures whetieby check the original of a citizen’s identity dar
which is the primary means of identification. Thientification card includes ID No., photo, full
name, place originated (supported by the familpmdook, which is registered by local commune
authority), date of birth, place of residence, owdlity and holder's signature. This is the most
reliable identification document in Lao PDR bemadinancial institutions can check with the local
commune authority.
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465. Those banks also indicated that if the customarlégal entity, documents such as business
licence, tax registration, foreign investment pasitgn and application are obtained, or request ar
made to the department or ministry concerned tifywsuch documents.

Identification of Legal Persons or Other Arrangentse(t. 5.4):

466. There is no requirement in law, regulation or ecdable means, or provision in Decree 55,
for financial institutions to verify that any perspurporting to act on behalf of the customer is so
authorised, and to identify and verify the identifythat person; and to verify the legal statushef
legal person or legal arrangements.

Identification of Beneficial Owners (c. 5.5; 5.%5.5.2):

467. There is no requirement in law or regulation fog ttentification of beneficial ownership
information. Article 14 of AML Decree does provide provision, although not enforceable, for
reporting entities to retain information on benigfies of transactions. This non-enforceable
provision does not specify what kind of relevarfoimation or data must be obtained and from
which reliable source(s).

Information on Purpose and Nature of Business Relahip (c. 5.6):

468. There is no requirement in law, regulation or ecéable means, or provision in Decree 55,
for the reporting institutions to obtain information the purpose and intended nature of the busines
relationship.

Ongoing Due Diligence on Business Relationship (¢, 5.7.1 & 5.7.2):

469. There is no requirement in law or regulation, oovsion in Decree 55, that requires
financial institutions to perform ongoing due dditce, including for higher risk categories of
customer, business relationships or transactidnanEial institutions are not required, as partheir

due diligence measures, to scrutinize their custeninsactions during the course of the business
relationship to ensure that the transactions aresistent with the institution’s knowledge of the
customer, their business, and risk profile, andre/imecessary, source of funds.

Risk—Enhanced Due Diligence for Higher Risk Custer{e 5.8):

470. There is no requirement in law, regulation or ecdable means, or provision in Decree
55, that requires financial institutions to penfoenhanced due diligence for higher risk categafes
customer, business relationship or transaction.

Risk—Application of Simplified/Reduced CDD Measwurken appropriate (c. 5.9):

471. There is no requirement in law, regulation or ecdable means, or provision in Decree 55
that provides for financial institutions to applpyareduced CDD or simplified measures in the
identification of their customers.

Risk—Simplification / Reduction of CDD Measureatial to overseas residents (c. 5.10):

472. There is no requirement in law, regulation or ecdable means, or provision in Decree 55,

for financial institutions to have simplified ordeced CDD measures for customers resident in
another country.
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Risk—Simplified/Reduced CDD Measures -ML/FT or rothigh risk scenarios exist (c. 5.11);
Consistent with Guidelines (c.5.12):

473. As mentioned above, there is no risk based le@slah place that would allow reduced or
enhanced CDD, including where there is suspiciddlofor specific high risk scenarios.

Timing of Verification of Identity—General Rule §13):

474. There is no requirement in law, regulation or ecdable means specifying the timing of
CDD verification. Under the AML Decree 55, there gsovision, although not enforceable, for
reporting entities to obtain customer informatidhthe time when establishing a relationship or
conducting a transaction. However, this provisiomesl not expressly include the timing of
verification. It is not stated clearly when repogientities are expected to "verify” the identitiytibe
customer or beneficial owner, and whether they haveerify it before or during the course of
establishing a business relationship or condudtagsactions for occasional customers.

475. On-site discussions with banks indicated that atiogrto their practice, accounts would not
be opened and/or operated on before full identiicawas obtained. This cannot be confirmed in
view of the non-existent supervision/monitoring AvIL compliance in Lao PDR.

Timing of Verification of Identity—Treatment of Egtional Circumstances (c.5.14 & 5.14.1):

476. There is no requirement in law, regulation or ecdable means, or provision in Decree 55,
permitting financial institutions to complete therification of the identity of the customer and
beneficial owner following the establishment theibess relationship in specified cases.

Failure to Complete CDD before or after commendimg Business Relationship (c. 5.15):

477. There is no requirement in law, regulation or ecdable means to prevent the opening of
an account and to consider making a STR, if a firninstitution is not able to satisfactorily
complete CDD. AML Decree 55 is silent on the measup be taken if a financial institution is not
able to satisfactorily complete CDD for a customer.

Failure to Complete CDD after commencing the BussriRelationship (c. 5.16):
478. There is no requirement in law, regulation or ecdable means, or provision in Decree 55,
to terminate the business relationship and cons@érdging a suspicious transaction report where

inadequacies in customer identification are detecte

Existing Customers—CDD Requirements (c. 5.17):

479. There is no requirement in law, regulation or ecdable means, or provision in Decree 55,
requiring financial institutions to apply CDD regements to existing customers on the basis of
materiality or risk, or to conduct due diligencesuth existing relationships at appropriate times.

480. During on-site meeting with banks, they advised desessment team that as a matter of
banking practice, they re-identify their customiérdoubts arise about the authenticity, validity or
integrity of the customer identification recordiban abnormality is discovered during the coure o
business.

Existing Anonymous-account Customers — CDD Reqeings(c. 5.18)
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481. There is no requirement in law, regulation or otkaforceable means, or provision in
Decree 55, to perform CDD measures on existing y@nons account customers.

Recommendation 6

Foreign PEPs—Requirement to Identify (c. 6.1):

482. There is no requirement in law, regulation or otheforceable means concerning measures
to identify politically exposed persons (PEPs).dgtgn banks established in Lao PDR indicated that
they have measures to identify and conduct enhadoeddiligence on customers who are PEPs.
There is, however, no requirement for financiatitosons to identify or take any specific measures
(i.e. risk management systems) in respect of P&f&r domestic or foreign.

Foreign PEPs—(c. 6.2; 6.2.1;6.3;6.4):

483. There is no requirement in law, regulation or otbeforceable means that would require
reporting entities to obtain senior management@grfor establishing business relationships with a
PEP, to take reasonable measures to establistotineesof wealth or funds of a PEP, or to conduct
enhanced ongoing monitoring on any business rakstip with a PEP.

Domestic PEPs—Requirements (Additional Elementsg: 6

484. Lao PDR has not addressed the issue of CDD for sicrfeEPs.

Domestic PEPs—Ratification of the Merida Conven(iddditional Element c. 6.6):

485. Lao PDR signed the United Nations Convention aga@wsruption on 10 December 2003
and ratified it on 30 September 2009.

486. The National Assembly approved the Law on Anti-Qption Number 03/NA on 19 May
2005. The law was promulgated by Presidential BecFlae functions for countering corruption are
currently carried out by the State Inspection Atitlyo

Recommendation 7

Respondent Institution (c. 7.1 -7.5):

487. There is no requirement in law, regulation or otkaforceable means that address the
requirement of FATF Recommendation 7 on cross adeespondent banking relations.

488. Notwithstanding, Article 19 of AML Decree includesovision, although not enforceable,
requiring financial institutions to have the following in m&iming cross-border correspondent
banking and other similar relationships:

. Verify the correspondent banks’ legitimacy as @ttitvith which business relation has
been established:;

. Collect information on the nature of business ofiers of their correspondent banks
abroad;

. Assess the credibility and conduct of supervisiom @ontrol activities of their
correspondent banks abroad, based on the informatisclosed to the public;
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. Ensure that prior approval from the Managementhaf Bank has been obtained, each
time that the business relation with a foreign espondent bank is to be established,;
and

. Evaluate the record of ML control performance @& torrespondent banks.

489. Banks met during on-site meetings advised the sssgd team that they have internal
policies and procedures in place where approvah fsenior management is always required before
establishing new correspondent relationships, angractice, assess and document respondent
institutions’ AML/CFT controls before establishimglationships, as part of their broader risk
management approach. The banks also indicatethénatio not maintain payable-through accounts.

Recommendation 8
Misuse of New Technology for ML/FT (c. 8.1):

490. There is no requirement in law, regulation or ecdable means that address the risks
associated with new technologies. Further, AML [@eck5 is silent on any potential abuse of new
technologies, non face- to-face business relatipehansactions and additional CDD.

Risk of Non-Face to Face Business Relationshipg.2c& 8.2.1):

491. Article 36 of the Law on Commercial Bank No.03/Ngdated 26 December 2006) requires

commercial banks to determine measures to prevehtcaunter ML in accordance with laws and

regulation. But it does not specifically requiree thanks to have policies in place to prevent the
misuse of technological developments in ML and FT.

492, Article 59 and 60 of this law focuses primarily tme safety of the electronic banking
transactions and internet banking, rather thanpatgntial abuse of new technologies or non face- to
face transactions.

3.2.2. Recommendations and Comments

493. Overall, Lao PDR’s compliance with the FATF Recomuiions 5-8 on CDD shows a
number of significant deficiencies, in terms of pep lack of mandatory requirements and
enforceability.

494, During the on-site, the assessment team met witkrak commercial banks (two state
owned banks, two foreign affiliate banks and oneifm bank branch). Commercial banks were well
aware of the existence of the AML Decree and BOLidélines and were implementing CDD
measures because of various reasons and not beafatlse legal enforceability of the prevailing
AML instruments. The basic CDD measures were irceplarior to the promulgation of AML
instruments in the Lao PDR. However, banks’' intemeguirements appeared less stringent than
international recommendations and primarily oridntewards collecting customer identification
documents and monitoring credit risks. No bank tnadkertaken an AML /CFT risk assessment for its
business activities.

Recommendation 5

495, It is recommended that Lao PDR introduce mandatequirements by passing specific
legislation or regulations to:
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. Prohibit the existence (opening or maintenancejuafibered or anonymous accounts;

. Impose the applicable designated thresholds foasional or one—off transactions,
including a de minimis threshold for wire-transfers
. Introduce CDD requirements when there is suspiofdvlL or FT;

. Undertake CDD measures when the bank has reasatalids about the veracity of
previously obtained customer’s identification;

. Introduce a requirement to verify customers idgniiing reliable, independent source
documents (whether regular or occasional);

. Include expanded requirements/guidance covering fioancial institutions should
identify the veracity or adequacy of any previousthyained customer identification;

. Include a requirement to identify the beneficialnany and for a legal person or
arrangement, the operating mind or ownership antralted;

. Include a legal requirement for the reporting ingidns to obtain information on the
purpose and intended nature of the business neiii;

. Introduce on-going due diligence requirements;

. Introduce risk based CDD measures including entdhdee diligence for higher risk

customers and the capacity to apply reduced CDIb%eer risk customers;
. Specify the timing for verification of customersdaio prohibit account opening when
CDD requirements are unable to be met;

. Introduce the requirement to terminate, and repartSTR, on any account already
activated, where relevant CDD requirements are lertathe met;

. Introduce CDD requirements for existing customershe basis of materiality and risk;
and to maintain up to date information such asesijrand

. Introduce appropriate sanctions for violations (Reeommendation 17).

Recommendation 6

496. It is recommended the Lao PDR introduce enforeaeabtjuirements that would require
reporting entities to put in place appropriate risknagement systems to:

. Determine a PEP;

. Obtain senior management approval for establishirginess relationships with a PEP;
. Take reasonable measures to establish the souvesatth or funds of a PEP; and

. Conduct enhanced ongoing monitoring on any busireasonship with a PEP.

Recommendation 7

497. It is recommended that Lao PDR introduce enforeeadquirements to require financial
institutions to take the following measures:

. Gather information about a respondent institutidnisiness and reputation;

. Assess the respondent institution's AML/CFT corgyol

. Necessitate senior management approval beforelisktal relationships;

. Document the respective responsibilities of thariial institution and its respondent
institution; and

. Satisfy that payable through accounts are subpe€OD requirements.

Recommendation 8
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It is recommended that:

The reporting entities be required to have poligied procedures in place to prevent
the misuse of technological developments in ML @r 9€hemes and to address any
specific risks associated with non -face- to- faaeiness relationships or transactions;
and

The BOL and other supervisory authorities issuriléel and enforceable regulations
on what specific CDD procedures must be applietbto face- to- face customers.

Compliance with Recommendations 5 to 8

Rating | Summary of factors underlying rating

R.5

NC » Financial institutions are not explicitly prohilitéy law or regulation
from opening or maintaining anonymous accountgcoounts in
fictitious names.

» Financial institutions are not required to condDBXD when carrying
out occasional or one-off transactions, includingevransfers, when
above the applicable designated threshold.

* The thresholds for occasional transaction and trénesfer are not
designated yet.

» Financial institutions are not required to conddDBXD measures when
there is suspicion of ML or FT.

e Thereis no legal requirement to undertake CDD nmess when the
bank has reasonable doubts about the veracityesfqursly obtained
customer’s identification.

» There is no explicit requirement for financial ingions to verify a
customer’s identity to using reliable, independesmearce documents,
data or information.

» There is no requirement to identify customers wielegal persons.

* No requirement for financial institutions to iddptany person said to be
acting on behalf of another person if so authorised

* No requirement to verify the identity of any persaming on behalf of
another person.

* No requirement to identify beneficial ownership.

e There is no legal requirement for the reportingiinsons to obtain
information on the purpose and intended nature tef business
relationship.

* No legislative or other enforceable means to regeithanced due
diligence for higher risk categories of customesibess relationship or
transaction.

» No ongoing due diligence obligations.

» No specific requirement to ensure CDD is kept ugate.

* No legislation requiring the termination of a bugsia relationship where
certain criteria have not been applied.

* No specific legislative requirement for financiasiitutions to apply
CDD requirements on the basis of materiality ask a@nd to conduct
due diligence on such existing relationships aramate times.

» There is no legal requirement specifying the tgnif CDD verification
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for customers.
* No AML inspections conducted to gauge effectiverufss
implementation of AML Decree 55.

R.6 NC « There is no legislative, regulatory or other enéaale requirement in
respect of politically exposed persons.

R.7 NC » There is no specific legal requirement or enforéeatean that address
the requirement on cross border correspondent bgmkiationships.
R.8 NC « Lao PDR does not have specific legislation or remuent in relation to

the misuse of technological developments in MIE®y or to address
any specific risks associated with non face-to-ta@esactions.

3.3. Third Parties and Introduced Business (R.9)

3.3.1. Description and Analysis

Legal Framework:

499, Lao PDR laws do not currently have specific praisi that would allow financial
institutions to rely upon a third party in the pegs of implementing CDD. Under Article 13 of AML
Decree 55, reporting institutions shall be resgaedor the identification of customers.

500. The assessment team found no evidence that amcfaldnstitutions had relied upon any
introducer or third party in the CDD process. Thaks met by the team indicated that in practide, al
identification obligations are conducted face-toefain the account opening process and do not rely
on any introducer or third party in the CDD proce€PD obligations are still required to be
conducted even if a client is referred by one sfsitibsidiary or correspondent bank. Even agents
working for insurance companies must provide copieglentification details of new customers to
their insurance companies.

3.3.2. Recommendations and Comments

3.3.3. Compliance with Recommendation 9

Rating | Summary of factors underlying rating
R.9 NA

3.4. Financial Institution Secrecy or Confidentility (R.4)

3.4.1. Description and Analysis

Inhibition of Implementation of FATF Recommendati(m 4.1):
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501. Article 35 on “Confidentiality” in the Law on Commzal Banks contains confidentiality
requirements on information held by banks or thgents. The same Article allows for the disclosure
of such information to the BOL, the auditors timey competent authorities as provided by law and
regulation. Decree 55 does not represent an exdble regulation, and would not overcome Article
35 confidentiality requirements.

502. The BOL and the AMLIU are authorised to obtain mfation from financial institutions
and share the information with other competent aittes. BOL, through part IV ofthe Law on
Commercial Banks, is given broad powers to callrégorts, to supervise and inspect banks and to
demand and examine various records that would owegcArticle 35 confidentiality provisions.
There are also broad powers under Article 5 ofltae on the BOL. As the AMLIU is within the
BOL these powers would appear to be available tb gtaff. Article 35 does not, therefore, inhibit
the disclosure and sharing of confidential inforimatvith competent authorities.

503. Article 35, as worded, does not permit the sharniginformation between financial
institutions where this is required under R.7, &8 SR.VII.

504. Since there were no statistics available to shavube of regulatory or law enforcement
powers to override secrecy provisions, effectiveraeaild not be fully established.

3.4.2. Recommendations and Comments

505. It is recommended that Lao authorities shouldtti& barriers to the sharing of information
between financial institutions in relation to capendent banking (R7), third party transaction9)R.
and wire transfer (SRVII).

3.4.3. Compliance with Recommendation 4

Rating | Summary of factors underlying rating
R.4 LC » Article 35 in Law on Commercial Banks inhibits singrof information
between financial institutions where this is regdiunder R.7, R.9 and
SR.VII.
e Lack of statistics demonstrating access to infoiznaby competen
authorities.

3.5. Record keeping and wire transfer rules (R.1& SR.VII)
3.5.1. Description and Analysis
Recommendation 10
Record-Keeping & Reconstruction of Transaction Reés¢c. 10.1 & 10.1.1):

506. The following laws are relevant to RecommendatiOnalthough they are not promulgated
specifically for AML/CFT purposes:
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Article 41, Chapter VII “Record Keeping: Timefranie Record Keeping”, in the
Accounting Law ( Amendment Version) No.01/NA dat@dJuly 2007, statesAhy
certifying documents to be used for accountingengd shall be maintained at least
ten (10) years

Article 8, “Binding Provisions”, in the Law on Empgise Accounting promulgated
on 5 November 1994, requires each independentédmssimit to keep accounting and
certifying document for a period of ten years. idet 23 of this Law on Enterprise
Accounting also describes that failure to keep aasgry accounting documents will
entail fines as prescribed by decrees of the Govent

Article 45, “Corporate Records and Records of Taatiens”, in the Law on
Commercial Banks, requires banks to prepare andtaiaiwritten records, including
records showing on a daily basis particulars ohdaations with or for each
customer, and the balance owned to or by that mestoaccounting records
exhibiting clearly and correctly the state of itssimess affairs, its transactions and
financial condition; and such other records as raguired by this law and by
regulations of the BOL. However, no timeframe pedfied for the retention of
those records.

Regulations for other non-bank financial institato(i.e. Regulation for Deposit-
Taking MFIs, Regulation for Saving and Credit UripnRegulation on the
Supervision of Foreign Exchange Bureaus) contaiquirements to maintain
accounting records for 10 years. Both the Law @uiance and Decree on Securities
state that accounting records must be kept in daoae with the Law on Enterprise
Accounting, with sanctions for violations.

507. There is a provision, although not enforceabldriicle 14 of AML Decree 55 that:

“requires the reporting institutions to retain amdake available to the concerned
authorities, all information and documents relatitogthe reported transactions as follow:

Information on the customers themselves and thefiotaries of the transaction

collected through the Customers Due Diligence psecshall be retained for at least
ten (10) years in accordance with the documentntar regulation, starting to

count from the date of account closing or the teating date of the transaction
relation;

Information on customers’ transactions shall beare¢d for at least five (5) years
starting from the completion date of the transattio

508. The Law on Commercial Bank is not specific as ® thtention of transaction records for

any specified time period. The Accounting Law amdeprise Accounting Law do include specific

requirements to maintain records for 10 years balimited to accounting records, whereas the Law
on Commercial Bank has broader scope to includerdscthat might not be considered accounting
records. The recording keeping requirements of meorking financial institutions supervised by the

BOL are limited to accounting records but for aiparof 10 years. The insurance and securities
sectors, as stated, are subject to the Law on [@igerAccounting.
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509. The authorities did not provide any case or dennatesthat existing requirements would be
sufficient to permit reconstruction of individuahhsactions.

Record-Keeping for Identification Data (c. 10.2):

510. There is no legal requirement for the retentiondehtification data such as account files
and business correspondence for at least five yellowing termination of accounts.

511. There is a provision, although not enforceabl@&iiticle 14 of AML Decree 55 that covers
information related to customer profile, transactjgrofile and the beneficiary of the transaction
following the termination of an account or businesktionship. Decree 55 does not contain any
provision for the identification of beneficiary oenship information.

Availability of Records to Competent Authorities1@.3):

512. Currently, Lao PDR does not have any specific laga regarding availability of records
“on a timely basis”. There is also no statisticaladto demonstrate timely access to information.

Special Recommendation VII

Obtain Originator Information for Wire Transfers.\l.1, applying c. 5.2 & 5.3 in R.5,):

513. There is no specific legislation that requires fuilginator information to be maintained or
to be verified if over the threshold limit.

Inclusion of Originator Information in Cross-Bord®vire Transfers and Domestic Wire Transfers (c.
VII.2 &c.VII.3):

514. There is no requirement in law, regulation or oteforceable means for ordering financial
institutions to include full originator informatiom the message or payment form accompanying
cross-border wire transfer§here is also no such requirement for domestie wansfers.

Maintenance of Originator Information (c.VIl.4):

515. There is no requirement in law, regulation or otheforceable means for intermediary and
beneficiary financial institutions in the paymertain of wire transfers to transmit all originator
information with the transfers.

Risk Based Procedures for Transfers Not Accompamyedriginator Information (c. VIL.5):

516. There is no requirement in law, regulation or otkeforceable means for beneficiary
financial institutions to adopt effective risk-bdserocedures for identifying and handling wire
transfers that are not accompanied by completénatigy information.

Monitoring and sanctions (c. VII.6, VII.7):

517. As Lao PDR has no implemented any legal requirespethiere are no corresponding
measures to monitor compliance and impose sanctions

518. The BOL stated it did not assess any wire transfeord keeping requirements as part of its
supervisory activity.
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Incoming wire transfers (c. VII.8):

519. There is no specific legislation addressing in-awgriross border wire transfers.
Threshold (c. VII.9)

520. There is no designation of threshold for wire tfans

Effectiveness

521. Various banks and international financial institas met by the assessment team during the
on-site confirmed they have made a policy decistomaintain records for 10 years, as provided for
in AML Decree 55. However, as mentioned, the red¢@eping requirements in AML Decree 55 are
not enforceable. In this respect, when asked furthiey they had complied, banks mentioned
numerous reasons, including compliance on a volyritasis because of a broader imperative to
maintain sound relationship with the BOL, beyond WRIFT purposes; other legal requirements
extended to 10 years, and therefore it was easiprake a blanket policy to keep all records for 10
years; and/or because of head office requiremartsir home jurisdiction.

522. The accounting and other legal requirements onrdekeeping, which are more limited in
scope to transaction records, have collectivellu@rfced record keeping practices among financial
institutions.

3.5.2 Recommendations and Comments

Recommendation 10

523. It is recommended that Lao PDR introduce mandatory enforceable requirements in
either law or regulation to:

. Expand record keeping obligation to covéreguirements of FATF Recommendation
10, including for all designated reporting entittesmaintain records of identification
data, account files and business correspondencat flarast five years following the
termination of an account or business relationsmigt

. Ensure financial institutions make availaf@leords to competent authorities on a timely
basis by indicating a clear timeframe.

Recommendation SR VII

524. It is recommended the Lao PDR should establishreeéble requirements covering all
aspects of SRVII for reporting entities:

. Implement CDD measures prior to carrying out oawaadi transaction or wire-transfers
above a threshold to be set by the supervisoryoatihthe threshold has not yet been
set);

. Ensure that wire transfers are accompanied by piidpatification information (name
and address of the originator, and where an acaistis, number of that account);
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Pay special attention to wire transfers that do oonhtain complete originator
information and to adopt effective risk-based pdages for identifying and handling
wire transfers that are not accompanied by compléggnator information;

Obtain and maintain information relating to thegorator of wire transfers;

Verify the identity of the originator for all wirkansfers;

Require ordering financial institutions to inclufi@l originator information in the
message or payment form accompanying cross-bolidetransfers;

Require intermediary and beneficiary financialitogions in the payment chain of wire
transfers to transmit all originator informationtlvthe transfers, or to keep a record of
that information for five years if there are tedatilimitations to transmit any of it;
Require beneficiary financial institutions to adaftective risk-based procedures for
identifying and handling wire transfers that aré awcompanied by complete originator
information, and to take measures such as résgicor even terminating their
business relationship with financial institutiomst fail to meet the SR.VII standards;
and

Put measures in place to effectively monitor thegliance of ordering, intermediary
or beneficiary financial institutions, and establisanction mechanisms against non-

compliance.
3.5.3. Compliance with Recommendation 10 and SpatRecommendation VII
Rating | Summary of factors underlying rating
R.10 PC * The legal obligations relating to record keeping lamited to transaction
records for financial institutions regulated by B@L.
* No requirement for maintenance of records of idieation data,
account files and business correspondence.
* No requirement for maintenance of records afteniteaition of businesg
relationship.
e There is no requirement for information to be pdexd to competent
authorities on a timely basis.
» Itis not clear that effective implementation oé ttew obligations in the
banking sector have been confirmed through supervis
SR.VII |NC * No specific requirement to ensure complete originatformation is

included in outgoing wire transfers.

e There is no requirement for the originator’s aceaaumber or unigue
reference number if no account number exists tmdladed in an
outgoing payment instruction.

* No threshold requirements.

* No legislative requirement or other enforceable mehat require full
originator information to accompany or be made latzéé within the
required timeframe for domestic transfers.

* No specific requirements for financial institutionshe payment chain
to ensure that all originator information accompara wire transfer.

» No obligation for the beneficiary financial institon to assess incoming
wire transfers that are missing complete originatformation for any
AML/CFT risk exposure.

e There are no measures in place to effectively motlite compliance of
financial institutions with rules and regulationgplementing SRVII.

* No sanctions to be applied against the variougjatitins under SRVII.
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3.6. Monitoring of Transactions and RelationshipgR.11 & 21)

3.6.1. Description and Analysis
Recommendation 11

Special Attention to Complex, Unusual Large Tratisas (c. 11.1):

525. There is no requirement in law, regulation or othrgiorceable means that requires financial
institutions to pay special attention to all comxplenusual large or unusual patterns of transagtion
to examine such transactions; and to keep recdrsisch findings for at least 5 years.

Examination of Complex & Unusual Transactions (d.2):Record-Keeping of Findings of
Examination (c. 11.3):

526. Although not enforceable, Article 20 in AML DecréB provides for reporting institutions
to pay special attention to every transaction tkatomplex and of particularly high value, and
transaction that appears irregular and lacks hegi objective. There is no provision, however, in
the AML Decree that provides for reporting instibais to examine the background and purpose of
such transactions and to set forth findings in ingitand keep them available for competent
authorities and auditors for at least five years.

Recommendation 21

Special Attention to Countries Not Sufficiently Kpm FATF Recommendations (c. 21.1 & 21.1.1):

527. Lao PDR has no requirement in law, regulation dreotenforceable means to oblige
financial institutions to give special attentionkosiness relationships and transactions with perso
from or in countries that do not or insufficiendpply the FATF Recommendations.

528. Article 20 of the AML Decree 55 provides forreporting institutions to pay special
attention to business relation and transaction edénto with an individual and entity, domicilirg

a country which does not have ML laws and regufetjmr having such laws and regulations which
have not been strictly enforcedHowever, this is not an enforceable obligation.

Examinations of Transactions with no Apparent Eeoicoor Visible Lawful Purpose from Countries
Not Sufficiently Applying FATF Recommendation21c2):

529. There is no requirement for financial institutidosexamine the background and purpose of
financial transactions having no apparent econamnit visible lawful purpose, and document and
make available written findings to assist competerhorities.

Ability to Apply Counter Measures with Regard tou@imies Not Sufficiently Applying FATF
Recommendations (c. 21.3):

530. There is no provision in AML Decree 55 for Lao awdlies to implement countermeasures

against countries that do not or insufficiently gpihe FATF Recommendations. Further, the Lao
PDR has no mechanism nor has it issued any adssstwrifinancial institutions in this regard.
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Recommendations and Comments

It is recommended that Lao PDR should set out eefible requirements to require
financial institutions to undertake the following :

Recommendations 11

Pay special attention to all complex, unusual langmsactions, or unusual patterns of
transactions, and to examine and make availabténfys to help competent authorities and

auditors;

Keep such findings available to competent autresritind auditors for at least five years;

Recommendation 21

Give special attention to business relationshigbteamsactions with persons (including legal
persons and other financial institutions) from orcountries that do not or insufficiently

apply the FATF Recommendations;

Examine the background and purpose of financialstations, and document and make

available written findings to assist competent atitles; and

Implement countermeasures issued by the compet¢mbrity and for the latter to have the

legal basis to issue such measures.

3.6.3. Compliance with Recommendations 11 & 21
Rating | Summary of factors underlying rating
R.11 NC » There is no enforceable requirement for financiatifutions to pay
special attention to all complex, unusual larg@geations, or unusug
patterns of transactions, and to examine and me&iahle findings tg
help competent authorities and auditors.
» There is no requirement to keep such findings akiél to competen
authorities and auditors for at least five years.
R.21 NC * There is no requirement for reporting institutiotts give specia

attention to business relationships and transactionth persons
(including legal persons and other financial ingiitns) from or in
countries that do not or insufficiently apply the AT
Recommendations.

There is no requirement for financial institutions examine the
background and purpose of financial transactions, document an
make available written findings to assist compegarthorities.

There is no mechanism or legal basis for the coempeduthority to
apply appropriate counter measures.
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3.7. Suspicious Transaction Reports and Other Repiing (R.13-14, 19, 25 & SR.IV)
3.7.1. Description and Analysis

Legal Framework:

532. Article 64 of the Penal Law and Article 11 of AMLebree 55 address STR reporting. The
former provides a legal basis for STR reportingrbgosing penal sanctions for failure to report. The
latter designates reporting entities in its AnnefoR AML Decree 55) and provides more detailed
STR requirements.

533. The scope deficiencies issues noted in the inttimuto the Preventative Measures section
3 are applicable to STR and other reporting measure

534. A non-binding STR Guideline, dated 15 October 200&s issued by the BOL pursuant to
AML Decree 55. This Guideline is broad and genaralature and content. It is intended to cover all
sectors and reporting institutions, as defined uddamex 2 of Decree 55, without consideration for
AML/CFT risks associated with each of the speagctors.

Requirement to Make STRs on ML and FT to FIU (cl &3IV.1):

535. Article 11 of AML Decree 55 places a mandatory gation to lodge an STR where,
“Control Officers of Reporting Institutions, who knaf any act or information , behavior of an
individual or individual or organization suspected of having catted a money laundering offence,
shall be required to immediately report in writingThe requirement is therefore a subjective tdst
suspicion and not an objective test of reasonatalergls to suspect.

536. The application of this provision is limited by geodeficiencies, as not all 20 designated
categories of offences are included as predicéémcés for ML.

537. There is no definition of a suspicious transactigtiin Article 2, “Definition of Terms” in
Decree 55. However, clarity is provided in Artide“Definition of STR” in the STR Guideline
which states, A suspicious transaction is any transaction orra¢ed transaction of a customer that
is not matching with the customer’s profile or usiasiness activity, suspicion may arise from actio
of the customer or other persons accompanying thighcustomer during making the transaction
This guidance material appears to have limitedsttape for STR lodgment and makes no reference
to criminal activity, but rather relies on a dewianfrom a customer profile or activity. The
assessment team considers that this restrictigndpe may, in some degree, have contributed to the
extremely low STR volume in Lao PDR.

538. In terms of scope, in Article 2 (2) of the Decreestates that,Reporting Institution refers

to individuals or entities such as commercial barfiksancial institutions, insurance companies,
casinos and others, as specified in Annex 2 of Besree, which are obligated to report any
suspicious transaction to the AMLIU However, in Article 3 under “Scope and applioatof this
Decree”, it states, This Decree applies to: - Lao citizens, foreignideats, stateless individuals,
foreigners living in the Lao PDR: - Foreign indivdl or entity not residing in the Lao PDR, who has
entered into a transaction in the Lao PDRThe Decree definition omits a Lao legal persorentity
that potentially limits the coverage of this legible instrument to exclude such entities as Lao
owned reporting institutions as defined in Annexa@d which are required to report under Articles 2
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(2) and 11. While noting there is this conflict,dractice, based on STRs submitted, Lao legaliestit
have submitted STR reports.

Monetary thresholds for STR reporting

539. Further, Article 15 “Content of the Report” of thML Decree states, Details of the
transactions,_namely the transactions with valueater than the limit set by the Anti-Money
Laundering Intelligence Unibr any transaction relating to cash deposits antherawals, currency
exchanges, transfer, buying—selling of checks @theér transactions which appear suspicious of
money laundering This statement raises concerns that financigfitutions may believe that only
transactions above a certain limit should be regbrtlt is possible that this limit may be identitza

the threshold reporting limit referenced in Recomdwaion 19 and again this anomaly may also have
contributed to the low STR reporting levels. Thatent of Article 15 of the AML Decree is repeated
at Article 8.3 “Content of the Report” in the SThuideline. The assessment team noted that Lao
PDR stated there was no monetary limit for an S€Rpite the anomaly in AML Decree 55 and the
STR Guideline.

STR’s Related to Terrorism and its Financing (c213RIV):

540. Lao PDR has not criminalised the financing of team, hence there is no direct mandatory
obligation either in law or regulation for the subsion of STR where there are reasonable grounds
to suspect or they are suspected to be linkedlateckto, or to be used for terrorism, terrorigsanr

by terrorist organisations or those who financeotésm.

541. The AML Decree 55 is silent on STR reporting for. FT

542. The authorities advised the assessment team th8TRs have been received in relation to
any terrorist activity or FT.

Attempted Transactions (c. 13.3):

543. There is no specific mention of STR reporting fttempted transactions in AML Decree
55. However, as previously noted, Article 2 of tB&R Guideline, “Definition of Suspicion
Transaction”, includes attempted transactions ittt the deficiencies as highlighted in criteriall3
Additionally, the STR Guideline does not definetéatpted” transactions and how that attempted
activity may apply across the various productsreffeby reporting institutions. Most importantly,
while the Guideline can provide clarification ofrtzén aspects of STR reporting such as indicators
and processes, the FATF standards stipulate thisiresnent to be a direct mandatory obligation
either in law or regulation.

544, During the on-site, discussions with financial itgions revealed the concept of an
“attempted” transaction was not well understoodsddssions with some commercial banks
interviewed during the on-site mission indicatedttihey would only consider a completed
transaction as one worthy of raising an STR.

545, To date, of the 28 STRs received, none are foefigtted transaction”.

Making of ML and TF STRs Regardless of Possiblelvement of Tax Matters (c. 13.4, c. IV.2):

546. Tax violation is listed in the Penal Code as a ioadd offence; however, to date no STRs
have been received for any tax related concerns.
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Additional Element - Reporting of All Criminal Ad¢ts 13.5):

547. The reporting obligation in AML Decree 55, as irateed, refers to the acquisition of money
or assets derived from offenses as specified ine&rnof this Decree. The last item on this listesta
“And any other crimes in respect of which a penalfyy include a sentence to prison for a period of
one year or more However, as noted, AML Decree 55 cannot crgmtlicate offences for ML,
only the Penal Law or other laws can.

Recommendation 32

548. The following table was provided to the assessrnearn during the on-site component of
the ME.

Table: STR Statistics

YEAR MONTH TOTAL
JAN |FEB |MAR |APR [MAY [JUN [JUL AUG |SEP |OCT |NOV |DEC
2007 0
2008 4 2 1 1 5 3 1 17
2009 2 2 1 1 6
2010 2 1 1 1 5
TOTAL 28

549, The assessment team notes that only nine bankslbdged STRs during the past three
years, with the highest contributor providing sikR%. No NBFIs have provided any reports. There
were 17 STRs reported in 2008, which is higher timathe preceding or subsequent yeaf$e
assessment team also notes a lack of any proaatteenpt by AMLIU to encourage greater
compliance with STR reporting requirements.

Recommendation 14
Protection for Making STRs (c. 14.1):

550. There is no protection in law, as required by Rem@mdation 14, for financial institutions
and their officers to be protected from both criatirand civil liability for breach of any
confidentiality restrictions.

551. There is a provision in Article 22f the AML Decree 55 that refers to AMLIU providjn
reassurance to reporting individuals and orgamisatiwhen revealing secret information, and
assistance to those making reports for any damdgee to them. As there has not been a case

2 Article 22. Protection of notifying and reporting parties.
In order to encourage the notices and reports amesnaundering which are very important contribotio
deterring and combating money laundering, therésiéebe reassurance that notifying and reportidgyiduals
or organizations shall not be considered as hasamgmitted an offence of revealing secret inforomatiThe
Anti-Money Laundering Intelligence Unit shall ensuhat such acts of notifying and reporting be kept
confidential, and assistance be provided to thcsdng the notices and reports for any damages tiotheem, as
a result of their acts of notifying or reporting.
The confidentiality of the notifying and reportisball also be maintained for the provision of antiney
laundering information between the Anti-Money Ldaring Intelligence Unit of the Lao P.D.R. and the
concerned organizations of foreign countries ipsilstted under article 27 of this Decree.
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against a reporting individual or organisationisitnot clear what form such assistance would take.
Irrespective, Recommendation 14 requires protectioie provided in law, and not in a lower
instrument such as in a decree.

Prohibition against Tipping-Off (c. 14.2):

552. There is no prohibition in law for financial institons and their directors, officers and
employees from disclosing the fact that a STR @ted information is being reported or provided to
the AMLIU.

553. There is a provision in Decree 55 at Article 16t thtates, Any act of serving a Notice or

making a report on money laundering shall be kepifidential. However, this is not in law as

required by Recommendation 14, and in any eveid, glovision is not enforceable on reporting
entities as the only sanction available in AML BeEx65 is for violation of STR reporting.

554. Irrespective of its legal status or enforceabilibgre are other deficiencies in the provisions
in the Decree:

» The provision is very general and raises a numbeahallenges, including the question who
is undertaking “any act”, whether the financialtingion, employee or both, and it refers to
“a report on money laundering” without mention apicion or suspicious only; and

« As worded, it is not clear that it prohibits tippioff in the period after a suspicion has been
formed and before a STR is prepared or after arrdéyas been submitted

555. Article 11 of the AML Decree carries a referencelddging a suspicious report to both
AMLIU and “the concerned authority for consideratio This inconsistency in the Decree allows for
the both tipping off and the confidentiality of mrting staff to be compromised. The authorities
advised that they are aware the inconsistencyanitiicle and it will be addressed in reviewing the
Decree. There was no timeframe provided for suefeve Additionally, AMLIU were unable to
advise whether any of the 28 STRs received had pemded to a “concerned authority” in parallel
with the report to the FIU.

Additional Element—Confidentiality of Reportingf&fa. 14.3):

556. There are no laws that specifically protect thespeal details of staff from financial
institutions, although Article 22 of Decree 55 @sra reference to protection when an international
exchange of information is performed. Discussiaith police indicated that they would not expect
to receive an original STR. AMLIU stated that vehthey had not disseminated any STRs to date,
they would not include an actual STR in any dissetidn but rather provide information in the form
of a written report. There was also no standardatjms procedure provided to support these claims.
Therefore, there is no prohibition for the detaifdinancial institutions’ staff to be included any
report to the police, and if included, for the pelto maintain confidentiality.

Recommendation 19
Threshold Reportinéc. 19. -19.3):

557. The Lao PDR has considered and decided to introtlueshold reporting. Article 15 of
AML Decree 55 states that any transaction with laev&igher than the limit set by AMLIU is to be
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reported. Under Article 12 of the AML Guideline MLIC is responsible for setting the threshold
amount.

558. There has been a lack of implementation of thivipion. There has been no attempt to
introduce any threshold amount nor has there begrcansideration as to how these reports will be
lodged with the relevant authority. The assessreamh understands monies have been allocated for
some time to address this need; however there jdamofrom the AMLIU to progress this function.

Recommendation 25 (only feedback and guidance rekd to STR9Y

559. AML Decree 55 under Article 2Rights and Dutiesmposes obligations on AMLIU to
provide guidance to financial institutions on Mlptfogies and methods, together with assistance to
other supervisory agencies in carrying out theirlAddersight function.

560. The sole guidance material relevant to STRs has tfeenon- binding STR Guideline 66.
This guidance material is considered very broad tdaght level and appears to be a “download” of
international guidance rather than informationot@t for this jurisdiction. Additionally, there
appears to be no consideration for how this mdtetilbapply across all sectors within Lao PDR, but
rather a generic application of this material.

561. The sole feedback provided by AMLIU to any finandisstitution is an acknowledgement
to banks of an STR received.

562. There has been no consideration of the FATF Beattiee Guidelines on Providing
Feedback nor did the jurisdiction exhibit any cleaderstanding of other options apart from the
standard acknowledgement. Lao PDR also advised tfal been no effort undertaken to address the
low levels of STR reporting, either by general tesck or outreach programs.

563. The assessment team was also advised during tldeothat there had been no regular
meetings within the commercial banking sector sxdés AML matters, in particular STR reporting
issues.

564. There is currently no written procedure to provifleedback on STR to reporting
institutions.

Effectiveness

565. A lack of comprehensive STR reporting obligatiodaw or regulation, and an ambiguous
STR reporting obligation in the Decree underminéfecéveness. However, the low levels of
reporting and total non compliance outside the cenasial banking sector are not due solely to
deficiencies in the stated obligations, but alscaliee of the lack of general engagement including
enforcement and proactive guidance.

566. Article 7 in AML Decree 55 requests for the STRomprovided immediately. Discussions
with commercial banks on-site revealed the genamatess for STR lodgment is for approval by a
committee structure in most cases.

567. The assessment team highlights the very low nurob28 STRs lodged since the Decree

implementation in 2006, with no pattern of increasd a decline after 2008 to single figure in 2009,
and no STR has been received between July 201¢hanime of the on-site in October 2010. The
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decline in STRs has not triggered any concern byctimpetent authority by way of any strategy to
influence or engage with the reporting instituticmémprove STR reporting.

3.7.2. Recommendations and Comments
Recommendation 13 (STR Reporting)

568. The Lao PDR should strengthen its STR reportingntegoy including in either law or
regulation, with enforceable sanctions, the follogvio address deficiencies in the current regime:

* Include a clear definition of suspicious transattionsistent with the FATF requirements;

« Require reporting on all 20 FATF predicate offen¢asce predicate offences deficiencies
have been addressed) and attempted transactioms.lafter to include a definition of
attempted transaction;

* Include FT STR reporting, once FT is criminalised;

« Ensure all financial institutions ,as defined ie FATF standards, are included as reporting
institutions;

« Extend the scope and application of reporting @lidms to clearly include Lao legal
persons; and

* Remove any reference to a possible monetary thickéhoreporting STRs.

569. Lao PDR should consider placing a time bound obbtga(e.g. within days or hours after
forming a suspicion) for the reporting of an STR.

SRIV

570. The Lao PDR shouldxtend theSTR reporting obligation to include FT.

Recommendation 14 (Protection and Tipping Off)

* Provide in law that no administrative, criminalavil proceedings shall be taken against any
individual or organisation that reports an STR @ogj faith;

* Prohibit “tipping off” by law and supported by adede sanction(s);

«  Remove the obligation to provide an STR to a cameeérauthority as currently stated in
Article 11 of AML Decree 55; and

« Specify the names and personal details of staffirencial institutions should be kept
confidential by the FIU.

571. The Lao PDR should consider formalising the pract€ not providing original STRs and
to remove any reference to the names and persetailsdof financial institutions staff in AMLIU
reports disseminated to law enforcement agencies.
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Recommendation 25 (only feedback and guidance rekd to STRS)

572. Enhance the current general guidelines on STR tiegowith a focus on sector specific
needs, concepts e.g. attempted transactions anthearelevant to both jurisdiction and sector.

573. The AML Working Group should review existing guid@nmaterial to ensure that it is
totally relevant to this jurisdiction. Within thig/orking Group, each responsible ministry should
develop sector specific guidance material withabksistance of AMLIU.

574. The AMLIU should issue regular (minimum half yeardysuggested) bulletins containing
certain types of illegal activities identified withLao PDR borders and how they can be identifed a
possible STR related transactions. This bulleioutd also contain relevant statistical information
that may assist financial institutions.

575. Consider and implement the FATF Best Practices &ime on providing feedback,
including as part of an outreach and feedback prago encourage higher levels of STR reporting.

576. AMLIU should consider introducing regular meetingish the Bankers Association and the
Banks’ AML Compliance Officers (AMLCO'’s), and BramcAnti-Money Laundering Officer
(BAMLO'’s) to discuss the low STR levels and to pgow/feedback generally on AML matters.

3.7.3. Compliance with Recommendations 13, 14, I&hd 25 (criteria 25.2), and Special
Recommendation IV

Rating | Summary of factors underlying rating

R.13 NC » Scope of ML Offense is incomplete which limits #mpe of reporting.

» Coverage of reporting parties is narrowed by the-inclusion of Lao lega
persons.

» Not all financial institutions are subject to STéporting requirements.
» No mandatory requirement for “attempted transastio
* No requirement for STR reporting on terrorist fineng.

» Confusing reference to a possible monetary thresfool STR reporting may
undermine effectiveness.

* Low STR numbers and limited range of institutiomsnibnstrates ineffective
implementation.

R.14 NC » There is no legal “safe harbour” protection for @dirties reporting STRs in
good faith.
» There is no legal prohibition against “tipping off”
R.19 C » The Recommendation is fully observed.
R.25 NC » Guidance produced is limited to the banking sewaitihh no consideration as

to how this can apply to other financial institunso
» Guidance is very broad and high level.

» Feedback limited to the acknowledgement of STRiptce
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—

SR.IV | NC * No requirement to provide STR on terrorist finagciais the latter is ng
criminalised in the Lao PDR.

Internal controls and other measures
3.8. Internal Controls, Compliance, Audit and Forégn Branches (R.15 & 22)

3.8.1 Description and Analysis

Legal Framework:

577. There are very broad and non-binding provisionaML Decree No 55 at Article 9 and
Article 10, as shown below:

Article 9. Combating and deterring measures.

Reporting institutions are obligated to take thibof@ing measures to combat and deter
money laundering:

- establish an efficient internal monitoring systenehsure the combating and deterring of
money laundering;

- putin place and implement policies, plans, syst@nuismechanisms to efficiently combat and
deter money laundering;

- provide training to build knowledgeable and capabdesonnel for combating and deterring
money laundering;

- collaborate with and provide information to concednauthorities for combating and
deterring money laundering;

- adopt provisional measures as stipulated undemBeaph 1 of Article 12, of this Decree.

Article 10Institutions which are obligated to report on mom&yndering shall employ
Customers’ Data Collecting Officers, as well as €ohand Reporting Officers.

578. These provisions are supported again by very hagallinstructions contained in the AML
Guideline, Chapter 2, “The Accountabilities on Amfioney Laundering”, that carries a cross
reference to the Decree 55; however, this nexuggee no OEM for these obligations.

579. The references in both documents to internal ctstcmmpliance and audit requirements
are considered to be quite generic in applicatioth @ppear to be written solely for the commercial
banking sector. Neither reference is supported oy ganction, and in essence left open to the
interpretation of the individual reporting instituts.

Establish and Maintain Internal Controls to Prevéit and TF (c. 15.1, 15.1.1 & 15.1.2):

580. The implementation of AML Decree 55 requirements da far been limited to commercial

banks supervised by the BOL and the requiremeetveny basic, high level and not augmented by
detailed guidelines that would assist any unsojghi®td reporting institution. As previously stated,
they do not carry any specifically detailed refeerfor CDD, record retention, the detection of
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unusual and suspicious transactions, and repodiifigations that may assist either a “compliance
officer” or the reporting institutions themselvesdetermine expectations of the regulator.

581. In reality, the implementation of these obligatiohas been left to each individual
commercial bank to determine its own approach aasl dgrimarily been driven by either a foreign
parent imposing the external countries AML umbrella local entity seeking to support the BOL. It
is difficult to assess the overall effectivenessaby degree because AMLIU has not conducted any
supervisory activity to test effective implementatiof this guideline and Decree 55 obligations
amongst the commercial banks, nor has it issuediatajled guidance to assist reporting institutions
in articulating the expectations of the AML regolat

582. Article 4 of the non-binding AML Guideline state$At the Head Office level, the
Compliance Officer's designation is the Anti-Moneyundering Compliance Officer or “AMLCO”
shall be at the level of Deputy Managing DirectAt. the Branch level, the Compliance Officer's
designation is the Branch Anti-Money Launderingc@ffor “BAMLO” shall be at the level of Head,
Deputy Head or Acting Head of the Branch; Deputgirigth Manager if it is a foreign branch.”

583. Both the AMLCO and BAMLO have varying responsilid# in relation to ensuring
compliance of branches and Head Office, includingplementation of the AML mechanism,
reporting of STR, staff awareness, and monitorihgnges in business practices to ensure money
laundering deterrence procedures are adequatemgticthanges.

584. The delegation of these functions to these postloynthis guideline without any detailed
guidance material or supervisory intervention tseas implementation and effectiveness, as
previously stated, provides a distinct weaknedbén_ao PDR approach to AML implementation.

585. The assessment team notes that while this approaghbe of some assistance to the more
sophisticated commercial banking sector, and iriquaar those commercial banks with foreign

parents, there will need to be an appropriate &udgist in regulatory material to reflect the FATF

standard that the AML/CFT compliance officer shobiddat the management level for other financial
institutions. Ideally, the obligation for an AML/@Fcompliance officer should be in the head

legislation, i.e. Decree 55, rather than a gerrefatence toControl officers”. A suitable definition

in Article 2 of the Decree, with appropriate enfeability, may address this deficiency.

586. The non-binding AML Guideline, however, does refercertain levels of management
required to assume a compliance officer statusis ghideline has only been introduced to the
commercial banking sector and therefore does tkat itto account the risk of ML/FT and how that
would apply to all financial institutions as defihby the FATF. Generally, the concept of a risk
based approach to all facets on ML/FT has not lkeeg&tent to the assessment team.

587. The requirement for the compliance officer to hérely access to customer data and other
CDD information, transaction records and othervate information is not specifically listed in any
Lao PDR law, regulation, or OEM, although in preetihis access may occur particularly through
other core sector legislation, such as the Law omi@ercial Banks and Insurance Law that provides
for such access.

588. Furthermore, there has been no implementationtbgr supervisory authorities, including
for the insurance and securities sectors, to attiemequirements of the Decree No 55.

Independent Audit of Internal Controls to Prevert &hd FT (c. 15.2):
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589. There is no specific requirement for internal aulitependence or adequate resourcing in
any law, regulation, or other enforceable means.

590. The non-binding STR Guideline in Article 17 state$;The Board of Directors of a
reporting institution should ensure that internalditors undertake audit of the effectiveness and
compliance with anti money laundering requirememitshe Anti Money Laundering Decree No.
55/PM dated 27 March 2006 as well as this Guidetind other guidelines issued by the Anti Money
Laundering Intelligence Unit. Reporting institutershould inform the Anti Money Laundering
Intelligence Unit upon the appointment or changéhi@ appointment of the internal auditor and on
the approach and procedures adopted by the inteanditors”

591. The evaluation team was advised by one foreign cemtial bank that, as AML is such a
new concept, the expertise within some Lao comrakbzinks may be lacking.

592. The AML Supervisor also advised that they have catducted any awareness raising
sessions to assist the banks’ internal auditogaining, firstly, the necessary AML knowledge base
and, secondly, to convey the AML regulators expgemta of this role within the commercial banking
sector. This approach would be of greater bemnefibcal banks and those entities without foreign
parents situated in more developed AML environments

593. The Law on Commercial Banks at Article 27 detdils, tRights and Duties of the Internal
Audit” Committee, together with Article 55 and 56 respestyi of this Law that refers talriternal
and External Audit functions. There is no reference in this lawANIL obligations apart from
Article 36 that states,Commercial banks shall determine measures to pteaeth counter money
laundering in accordance with the laws and regwa$.” It is unclear from discussions held during
the onsite mission with BOL personnel as to hovs thiticle of the Law on Commercial Banks
relates to Decree 55 obligations.”

Ongoing Employee Training on AML/CFT Matters (c.3)5

594. While noting that there is no mandatory requirementneet this requirement under Lao
legislation, Article 15 of the AML Guideline conta a broad description of training required in
relation to staff and cooperation with authoritibswever, there is no reference to the need for
ongoing training and maintaining a focus on curfdbfFT trends and techniques, nor is there any
reference to CDD obligations.

595. Additionally there has been no guidance materiapgred in relation to FT generally within
the Lao PDR.

Employee Screening Procedures (c. 15.4):

596. There is no reference to this obligation within AMDecree 55, although competent
ministries visited during the on-site componenttiis ME stated that police checks would be
undertaken for new employees. The Law on CommieBaiaks does not carry any reference to this
obligation.

Additional Element—Independence of Compliance €ffic. 15.5):

597. There is no reference contained in any documemtgtiovided as to the independence of
the compliance officer. Discussions during the e-imdicated the compliance officers’ actions may
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well be controlled by internal compliance committegithin the commercial banking sector. The
latter could overturn a compliance officer’'s demisto lodge an STR.

Recommendation 22
Application of AML/CFT Measures to Foreign BrancBeSubsidiaries (c. 22.1, 22.1.1 & 22.1.2):

598. At present Lao PDR has one joint venture banklthattwo branches in Vietham. The Lao
PDR authorities state that Article 67 of the Law @ommercial Banks covers this requirement.
There is, however, no reference in any law, regrabr other enforceable means to meet this
requirement.

Additional Element—Consistency of CDD Measuresraufs Level (c. 22.3):

599. There is no consideration of this requirement altho PDR approach to offshore branches
and subsidiaries.

600. There are no insurance or securities branchesbsidiaries at present outside the Lao PDR
borders; however, the associated legislation énsibn this obligation.

3.8.2. Recommendations and Comments

Recommendation 15 (internal controls, compliancecaaudit)

601. The following specific obligations should be indhd in either law, regulation or other
enforceable means :

« Establish and maintain internal controls to preveiht and FT covering CDD, record
retention, the detection of unusual and suspidi@rsactions and reporting obligations;

« Designate AML/CFT compliance officer at a managdeieel;

* Provide for the independence of compliance officaral timely access to CDD
information, transaction records and other relev@iormation;

* Promulgate at the board of directors and/or semanagement a written AML policy
covering all obligations;

e Maintain an adequately resourced and independemternal audit function to test
compliance;

« Establish an ongoing employee training on AML/CFatrars and the need to be kept up
to date on emerging ML/FT trends, as well as CDD suspicious transaction reporting
in particular. Further consideration should algodiven to making boards of directors
and senior management directly responsible forfthistion, which should be included
in their written AML policy or program; and

* Introduce rigorous employee screening procedunash as police checks for all new
employees
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602. The Lao PDR should consider including specific mefiee to compliance officer
independence in any review of AML legislation.

Recommendation 22 (Foreign Branches and Subsidiajie
603. Lao PDR should include the following R.22 requirersen either law or regulation:

» Lao financial institutions’ branches and subsidiarishould be required to observe
AML/CFT measures consistent with Lao PDR requiregimerand the FATF
Recommendations, to the extent that local (i.et bmsntry) laws and regulations permit;

« Lao financial institutions should be required tg jparticular attention that this principle
is observed with respect to their branches andidiabi®s in countries that do not or
insufficiently apply the FATF Recommendations;

* The higher standard of AML/CFT laws should applyewtthere is a difference between
the standards of the Lao PDR and host jurisdictiorthe extent the host country laws
and regulations permit; and

« Lao financial institutions should be required téoim the BOL when a foreign branch or
subsidiary is unable to observe appropriate AML/Of€@asures in the host country
because this is prohibited by the host countrywes|aregulation or other measures. The
Lao PDR should consider that such a report be geavio the BOL within seven day of
receipt.

604. The Lao PDR should consider that any financialitisdn subject to the Core principles
should be required to apply consistent CDD measatrggoup level, taking into account the activity
of the customer with the various branches and ritgjowned subsidiaries worldwide.

3.8.3. Compliance with Recommendations 15 & 22

Rating | Summary of factors underlying rating

R.15 NC  No requirement in law, regulation or OEM requirimgternal controls
consistent with the FATF standards (Decree 55 ithae regulation no
OEM).

» No specific requirement for timely access to infation.

» Level of compliance officer not covered in AML Deer55 nor supported by
any other OEM.

» No guarantee of independence of audit and comgiaffaer function.
» No specific obligations in legislation and guidekrfor ongoing training.
» No requirement for screening of personnel to a kigihdard.

R.22 NC » No binding requirements for control of foreign brhas and subsidiaries in
keeping with the FATF standards.

 No requirement for financial institutions to infortieir home country
supervisors when a foreign branch or subsidiaryunsble to observ

11
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appropriate  AML/CFT measures because this is pitgd by local
requirements.

3.9. Shell Banks (R.18)

3.9.1. Description and Analysis

Legal Framework:
Prohibition of Establishment Shell Banks (c. 18.1):

605. There is no explicit legal prohibition on the edigtiment of shell banks in Lao PDR. There
is some ambiguity in Article 60 on Internet Bankinghe Law on Commercial Banks. The first point
of Article 60 states, fnternet Banks may be established that provideices\to customers through
electronic service systems, but that have no péalysifices. The wording may suggest the possible
existence of shell banks. In context, howeverickat60 follows Article 50 on Access to Electronic
Information and both articles are under Chapten £kectronic Banking. It would seem that Article
60 is in relation to internet banking, but the wogdcould cause doubt. When raised during the on-
site, BOL officials were not able to clarify exacthe scope of Article 60 or whether a person could
obtain an internet banking licence separate tormalbanking licence. BOL officials advised that it
would issue clarification on the requirements aéinet banking.

Prohibition of Correspondent Banking with Shell Bsufc. 18.2):

606. There is no specific legislative prohibition resting financial institutions from entering
into or continuing correspondent banking relatigpshwvith a shell bank.

Prohibit Use of Accounts by Shell Banks (c. 18.3):

607. There is no legislative requirement for financiatitutions to satisfy themselves that their
respondent banks are not dealing with shell banks.

3.9.2. Recommendations and Comments

608. Discussions with BOL personnel and the AMLU staflicated a very basic understanding
of the concepts of shell and correspondent bankughorities also informed the assessment team
the BOL would issue a separate regulation on ietebanks and that no internet bank has been
allowed to operate.

609. The Lao PDR should undertake the following measures

* Take action to amend or remove Article 60 in thevlen Commercial Bank or issue
appropriate guidance to clarify the objective a$ dticle;

* Restrict financial institutions operating in Lao ROrom entering into or continuing
correspondent banking relationships with a sheikband

* Require financial institutions operating in Lao PD® satisfy themselves that their
respondent banks in a foreign country do not altbeir accounts to be accessed by a
shell bank.
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3.9.3. Compliance with Recommendation 18

Rating | Summary of factors underlying rating

R.18 | NC * There is no clear legal requirement prohibitingektablishment of shell
banks.

* No specific legislative requirement restrictingdintial institutions from
entering into or continue correspondent bankingtiahships with shell
banks.

* No legislative requirement for financial institutoto satisfy themselve
that their respondent banks are not dealing wigtl flanks.

(7]

3.10. The supervisory and oversight system - ropetent authorities and SROs Role,
functions, duties and powers (including sanctiongR. 23, 29, 17 & 25)

3.10.1. Description and Analysis

Authorities/SROs roles and duties & Structure anesources - R.23, 30
Recommendation 23 (Supervisory authorities)

Regulation and Supervision of Financial Institusdie. 23.1):

610. The financial sectors supervisors are the BOL fommercial banks, loan and credit
companies, savings and credit unions, pawn shepsjng companies, foreign exchange bureaus,
payment service providers, investment companies atfr financial institutions under their
authority; the Securities and Exchange Commissansécurities companies; and the Ministry of
Finance for insurance companies.

611. The Law on BOL, Law on Commercial Banks, Decree LawManagement of Foreign

Currency; Regulation on the Supervision of Forelggchange Bureaus, Regulation for Deposit
Taking Micro-Finance Institutions, and Regulatioor fSavings and Credit Unions provide the
overarching legal and regulatory framework for 8®L’s supervision of banks and non-bank
financial institutions, excluding insurance and w#®s. The BOL’'s responsibilities include

supervising the granting of licences and the prtidesupervision of these entities.

612. The Insurance Law sets out the rights, powersdanigs of the Ministry of Finance in
respect of market entry, supervision, audit anghéotion of insurance companies licenced by the
former.

613. The Government Decree on Securities and Secufifiaket, under Part Il: Securities
Supervisory Authority, sets out the roles of the8iies and Exchange Commission, including its
supervisory powers, and in Article 6, the rightd duties of its inspectors.

614. The abovementioned laws and decree are silent orl/@NT supervision. AML
supervision responsibilities are articulated in ARkcree 55, Article 21, as follows:
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- Put in place necessary measures to prevent indilsdwho are not suited to
undertake the control function from becoming a mambf the Directorate or
Management of the Reporting Institutions;

- Supervise and control the Reportingtitations on a regular basis;

- Issue regulations and guidelines ont@uers’ Due Diligence;

- Cooperate with other agencies to combater and carry out money laundering
prosecution.

- Guide Control Officers of the Reportimgstitutions under their purview, to
immediately inform the Anti-Money Laundering Intgthce Unit of any suspicious
transaction.

- that Supervisory Agencies of Reporting Instng have amongst various
responsibilities to Supervise and control the Répgrinstitutions on a regular basis.

615. There is no specific mention of supervision peitajrto CFT, which is not surprising given

it has not been criminalised. Although the supemyispowers available in the primary laws and
decree of the three prudential supervisors aredbeseugh, and with enforceable measures, to be
applied for both AML and CFT purposes.

Designation of Competent Authority (c. 23.2):

616. Article 2.3 of Decree 55 designates as AML supengighe BOL, Ministry of Finance and
Ministry of Commerce. As noted, the former two fimancial sector supervisors, while the Ministry

of Commerce has a DNFBP supervisory role (i.e.iptecstones and gems) and a broader business
licensing role. The Securities and Exchange Comiorisis not a designated supervisory authority
for AML. Nevertheless, the Lao authorities advisieel assessment team the Securities and Exchange
Commission, together with the BOL and the MinistfyFinance, are the three designated AML
supervisors for the financial sector. Authoritiaglier added that within the BOL, it was AMLIU and
not the BOL Supervision Department that was resptimgor AML supervision of all financial
sectors, except for insurance and securities.

617. There are scope concerns, as previously discugbesh the ambiguous and conflicting
wording in Decree 55 on whether a Lao entity orlggerson is captured or not under Decree 55
requirements, and therefore whether they are estiibject to AML supervision. Lao authorities
advised that both Lao and foreign financial insidtns are subject reporting entities.

618. There is no designated CFT supervisor as FT halse®st criminalised.

619. The assessment team notes, from on-site discussidask of understanding by designated
supervisors on how they would implement Decreevifi some ministries stating that the BOL
would be responsible solely for implementation.

Anti Money Laundering Intelligence Unit (AMLIU) - B OL

620. The role of AMLIU in the AML supervision of the famcial sector is further detailed in the
AMLIU Establishment Agreement. The Agreement state section 4.3.2:

The control and Inspection Division has the follogvresponsibilities

Monitor and inspect all reporting institutions ihe implementation of anti money laundering
decrees, regulations, directives and notificati@yarding anti-money laundering activities
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issued by the Bank of the Lao PDR in each periodva as recommending resolution
measures for reporting institutions contravening #aid decrees and regulations.”

621. In discussions with AMLIU and the primary prudehsapervisor of the financial sector,
the BOL Supervision Department, both confirmed Hrat AML related supervision activity is solely
the responsibility of AMLIU. The assessment teaonficmed that no AML Supervision has been
conducted nor any planned by AMLIU or the BOL Swmdon Department.

Ministry of Finance

622. The assessment team recorded that while the irisattor is supervised by the Ministry
of Finance, on-site discussions revealed that thiskly was unsure as to how AML Decree 55
would be applied within the insurance sector, ahetiver the Insurance Law or regulation needs to
be amended to allow for this oversight capacity.

The Securities and Exchange Commission

623. The Securities and Exchange Commission was ediellisn July 2009. As stated

previously, this Commission is not a designated metent authority under Article 2.3 AML Decree

55. Similar to the Ministry of Finance, the Comnasswas uncertain as to how AML Decree 55
would be applied within their areas of respondiiliThe confusion as to responsibilities may be
caused by the potential restriction of supervidornction at Article 2.3 of Decree 55. This agency
also considered there might be need to amend mbgiration to implement Decree 55 obligations,
and they felt that any sanction application wouddHe responsibility of the BOL.

Adequacy of Resources of Competent Authoritiex)(a):
Anti Money Laundering Intelligence Unit (AMLIU) - B OL

624. AMLIU is divided into three divisions. One divisias responsible for AML supervision.
The Division is headed by an AMLIU Deputy Directatho has three staff, with an additional
position vacant. Given the total lack of generblAsupervision, it is difficult to assess whethket
current staffing establishment would be adequatepttovide a suitable regulatory oversight
framework for those reporting institutions undes ttontrol of AMLIU.

625. AMLIU raised concerns over their lack of AML supeien knowledge and expertise,
stating they did not know whether and when any Adtaminations would be performed.

626. The BOL supervision department has 66 personnebapéars to be adequately resourced
for their current activity, stating they believeethwould have scope to include AML supervision
within their current program. This statement idested as there is no current AML regulatory
framework to make a judgment of any scope for B@bpesvision personnel to undertake such
activity.

627. BOL personnel, in particular AMLIU staff, statedeth have undertaken extensive
AML/CFT training, both in the Lao PDR and overseasering a variety of topics. There seems to be
a lack of translation and application of knowledgguired from capacity building into meeting their
regulatory obligations.

Ministry of Finance
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628. The Ministry of Finance stated that prudential suiséon of their emerging insurance
sector was new to the ministry, and therefore aesmsnent of capabilities in respect of AML
supervision is difficult to compile with any accaya

629. The insurance industry is gradually growing in IRIDR and while discussions with MOF
representatives demonstrated a reasonable knowt#dtpés sector, the recent expansion within the
Lao PDR may be cause for some concern over this gkitl resource levels required to maintain an
effective AML and prudential supervision of thiglirstry.

630. The International Association of Insurance Supergiss stated to be assisting Lao PDR in
developing appropriate skills for their supervisomersight and, in particular, how cross jurisdinti
regulation can be effective.

Securities and Exchange Commission

631. The Securities and Exchange Commission expressadpibtential difficulties in providing
supervision of their emerging sector; nevertheldss,Commission felt that their existing resources
would be adequate to meet this emerging need.

632. The Commission is being supported by its countésdesm Korea and Thailand.

Integrity of Competent Authorities (c. 30.2):

633. Competent authorities, such as the BOL, the Ministr Finance and the Securities and
Exchange Commission are subject to a range of fyrabeasures. Chapter 8 of the Penal Law
includes specific penalties of breach of civil sems’ responsibilities, including bribery and
corruption. Further, Article 22 of the Law on th®B includes specific confidentiality provisions for
all staff, particularly examiners, in keeping caldintial, information gained from examination of
regulated entities. This Article covers AMLIU staf§ they are employed by the BOL. Article 8 of the
Law on Insurance contains similar confidentialitpyisions for insurance examiners. The Decree on
Securities under Article 58 includes similar coefitiality requirements.

Authorities Powers and Sanctions — R.29 & 17

Recommendation 29 (Supervisory powers)

Monitor AML/CFT Requirement (c. 29.) conduct AMLICTIRspections (c. 29.2):
Anti Money Laundering Intelligence Unit (AMLIU) - B OL

634. The Law on the BOL, 1995, and Decree No. 40/&iMhe“ Organisation and Activities of
the Bank of the Lao PDR”, both contain high leveferences to establishment, supervision and
inspection of commercial banks and financial insitins under its control. This law is further
supported by Part IV, Supervision and Inspectiarthe Law on Commercial Banks, which sets out
various obligations, and by BOL regulations govegnforeign exchange businesses, savings and
credit unions and micro-finance institutions. AN as part of the BOL, is covered by these
instruments.

635. The AML Decree 55 carries various references witktsn content to organisations

responsible for supervising reporting institutiossppe and application of the Decree, rights and
duties of AMLIU, and rewards for good performersl gminishment measures for Offenders. There is
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a specific provision in Article 21 to,Supervise and control the Reporting Institutionsaoregular
basis. Article 25 also outlines the right topay close attention on guiding and monitoring the
Reporting Institutions

636. Article 25 (last dash point) of AML Decree 55 givaeswer to the BOL Governor to assign
other duties to AMLIU, such as its supervisory povess noted above. As a consequence, the AMLIU
Establishment Agreement gives power to AMLIU toulage and supervise financial institutions
under the supervision of the BOL to ensure AML cbamze under Article 4.3.2.

637. Neither Decree 55 nor the AMLIU Establishment Agneat carries enforceable inspection
powers, or enforceability of AMLIU rights to insgeand examine. For commercial banks, AMLIU
stated they would rely on the Article 64 of the LaawvCommercial Banks that covers the Rights and
Duties of Inspectors from the BOL, in the eventakfusal to allow access to premises or any other
restriction to their duties.

Ministry of Finance

638. While the Insurance Law provides, at Article 1dyerage of inspectors’ rights and general
obligations, the MOF was unclear how this articland apply to any surveillance by these inspectors
of AML obligations. Ideally, there should be sprciegislation that provides for this function,
noting the MOF considers that additions to eitherown regulations or law would be required to
facilitate this function.

Securities and Exchange Commission

639. The Decree on Securities and Securities Marketigeswunder Article 62 clear powers for
inspectors from the Commission, including to enteeet, inspect and examine the books and other
documents of all institutions licenced by the Cossitn. These powers have yet to be used at the
time of the on-site because there were no liceseedrities companies. There are graded sanctions
available, including revoking a securities licenaader Article 66 for people or organisations that
violate the provisions of the Decree.

Compel Production of Records (c. 29.3 & 29.3.1):

AMLIU - BOL

640. AML Decree 55 and supporting guidelines are silamtthis obligation, although AMLIU
has stated they would rely on the Law on Commegéaiks Article 64 and other BOL powers. This
Article in the Law on Commercial Banks defines fo@e rights and duties includind.“To examine
the accounts, books, documents, electronic datd, ather records of commercial banks or their
affiliates. 3. To require administrators, employemd agents of commercial banks or their affiate
to provide all information on any matter relatitgtheir administration and operatioris.

641. There are similar and more specific powers to cdmppeduction of records and/or access
under Article 3 (Scope of Rights) in the Regulatanthe Organization and Operation of the Bank
and Financial Supervision Department, 23 March 200bhis Regulation covers all financial
institutions under the supervision of the BOL, ngtAMLIU is part of the BOL.

642. AMLIU further stated that AMLIU Establishment Agmaent provides the right to compel
production of and/or access records. However, whijeovides the right to inspect under Article 4.3
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of the Agreement, there is no specific referencpaeers to compel production or obtain access to
relevant records and information, apart from rel@on broader sector specific legislation.

Ministry of Finance

643. Article 11 of the Insurance Law provides generatess to all records for sworn civil
servants of this ministry, although it is unclear ta whether the MOF would need to amend
regulations and/or a higher legislative instrunterdpply such powers in respect of AML Decree 55
requirements.

Securities and Exchange Commission

644. The Decree on Securities and Securities Marketigesvpowers under Article 62T6
require administrators and employees to provide iaformation on any matter relating their
administration and operatiofisSanctions are available, as stated, in Artideo6the Decree.
Enforcement & Sanction (c. 29.4):

645. The three designated supervisors are empoweratddose sanctions under Article 33 of
AML Decree 55. As noted previously, however, théya@anction available under AML Decree 55
pertains to a failure to report an STR.

646. The powers of three designated AML supervisorsnjpose sanctions are supported by their
sector specific legislation and regulation (shaligh the Securities and Exchange Commission is not
empowered to be the securities sector AML regulatwd therefore may not have the power of
enforcement and sanctions in respect of AML.

647. The lack of any supervisory activity does not allamy test of effectiveness and application
of the sanctioning regime and how in practice itilddoe applied by any of the sector regulators.

648. Discussions with line ministries revealed a po$isjbihat any enforcement action or may
need to be referred back to AMLIU for applicatiofihis matter is stated to be a subject for the AML
Working group to address, although no timeframe pvasided to the assessment team.
Recommendation 17 (Sanctions)

Effective, Proportionate & Dissuasive Sanctionsl(t.1):

Criminal Sanctions under Penal Law

649. Criminal sanctions for violation of preventative asares are limited to STR reporting
violations. Article 64, fifth paragraph, in tHeenal Law provides criminal liability for natural
persons for AML STR reporting violations. It s&téAny person havingesponsibility and duties to
report the activities of money laundering such askbofficials or other finance institute officiakho

do not promptly report or intentionally report ttiecorrect activities of money laundering shall be
regarded as the concealment of offence and shaubéshed in according to penalties prescribed in
Article 165 of the Criminal Law.The penalty referenced in the Penal Law is thremths to two
years of imprisonment or re-education without degdion of liberty and shall be fined from 300,000
Kip to 5,000,000 Kip. The fines based on an exgkamate of USD1 = 8,000 Kip are minimal being
USD37.5 to USD625.00.
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650. To date, there have been no sanctions appliedsighia violation to test this legislation.

Civil and Administrative Sanctions

651. Administrative sanctions are available under Aeti8B in AML Decree 55. The sanction
itself is solely limited to a failure to report 8TR and may be applied to both natural and legal
persons.

652. Article 33 of the AML Decree No 55 contains a grédspproach to the application of
sanctions by way of a reprimand system and them tpantinued violation”, a penalty of between
ten to thirty million Kip for a failure to reportnraSTR. In order to put these monetary fines into
context, using the exchange at the time of theitenrsission of USD1 = KIP8000, the following are
the equivalent amounts in USD: 10 million KIP equblSD1250 and 30 million KIP equals USD
3750.

653. The fines available are considered minimal everaitocal circumstance and therefore
cannot be considered effective, dissuasive andoptiopate to AML breaches.

654. The scope of Decree 55 may not capture Lao engjtiesn the ambiguous and contradictory
wording, as noted earlier in this report, on whetteo entities are captured or not by AML Decree
55 requirements, including sanctions.

655. While there has been no sanction applied for ANtllations, there has also been a lack of
sanctions applied for prudential violations. Thexgpears to be a preference by the prudential
supervisors to influence by way of verbal warninggher than imposing any sanctions that may have
greater influence over market participants. TheLBRanking Supervision Department advised that
for the last three years no sanctions had beereappl

656. Discussions with some commercial banks during thesite mission confirmed that the
verbal warning process appeared to be the maircsamifrany supervisory intervention by the BOL.
These entities indicated that they had respondeddb requests in the past.

Designation of Authority to Impose Sanctions (c2%7

657. As indicated under c. 29.4, AML Decree 55 design#itece supervisory agencies, i.e. BOL,
Ministry of Finance and Ministry of Commerce. Howevthe Securities and Exchange Commission
falls outside of this definition. Therefore, thessgties sector is not covered.

Ability to Sanction Directors and Senior ManagemafrfEinancial Institutions (c. 17.3):

658. The sole AML sanction available under Decree 55chat33 — the failure to report an STR
- is levied against the reporting institution with reference to any available sanction for direxctor
senior management.

659. The sanctions available under Article 64 of thedP&ode for ML breaches are, however,
available for natural persons only. While untestails sanction is solely for money laundering
breaches and does not cover preventative measemesaljy.

Range of Sanctions—Scope and Proportionality ()17

660. As noted previously, there is an absence of a rahgeaded and proportionate sanctions.
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Market entry — Recommendation 23

Fit and Proper Criteria and Prevention of Criminafsom Controlling Institutions (c. 23.3 &
€23.3.1):

Banking Sector

661. All commercial banks supervised by the BOL reqlitensing under Chapter 1 of the Law
on Commercial Banks. Details of the background l# proposed board members and senior
management must also be submitted and approveattasfphe licensing regime.

662. Lao PDR advised that any application for the eshhient of a bank, the BOL Bank and
Financial Institution Supervision Department shedguire the applicant to provide a list of
documents, including appropriate approvals froneothinistries, reasons for establishment, bank’s
charter and regulations, and other documentatiamsyant to Articles 10-14 of the Law on
Commercial Banks.

663. Article 10 of the Law on Commercial Banks also rieggicertificates of the financial status

of the principal shareholders and other necessagurdents relating to principal shareholders,
together with a list of shareholders and their prtpn of shareholding. Foreign commercial banks
wishing to establish its branch offices or affiiatwithin Lao PDR also require consent from the
home jurisdiction prudential supervisor.

664. Discussions during the on-site mission revealed Witzere a company was a principal

shareholder, no investigation would be undertaletoats beneficial ownership or controlling mind.

This is particularly the case for foreign entitisgeking to establish a Lao PDR presence.
Additionally, there is no test against the sourédumding for any enterprise but rather only the

requirement the funds be “cleared” and availabke lznk.

665. There is a requirement for a basic fit and progst for board of directors. Article 23
“Qualification of Members of the Board of Directdiim the Law on Commercial Banks states the
following qualifications are required:

Members of the Board of Directors of the bank shalle the following qualifications:

1. Shall be a person reaching maturity and has thalleapacity;

2. Have experience in the management and have kngavigithe finance and banking;

3. Shall not be sentenced by the court of offencextemlto fraud, deception, falsification of
document, taking or giving bribe, corruption or negrlaundering;

4. Shall not be removed from office as administratbother legal entity, sentenced by the court
as bankrupted person, or was an administrator ofegjal entity that was sentenced bankrupted
by the court;

5. If such a person used to be staff of the Bank@iLtio PDR, he shall be cease his position at
the Bank of the Lao PDR at least one year befdkengaposition as a member of the Board of
Directors.

666. During the on-site discussion, the BOL advised thablice background check is made of
the natural person applicant, both local and fareigpwever, this did not seem to extend to members
of the board of directors. The veracity and preaafsthese foreign police checks undertaken by the
Ministry of Planning and Investment was not avdéab the assessment team.
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667. It should be noted that there has been a signffizemiease in the issuance of banking
licences over recent years, including licencesedsto applicants without any prior banking
experience, either domestically or internationdliyvould therefore seem possible for a foreigraleg
person to obtain a banking licence without any protrack record in banking. In fact, there were
two cases mentioned by the BOL, although it wadifiee that while the applicant had no prior
banking experience, the proposed management tedraxtansive banking experience, and this was
considered sufficient for licensing purpose.

Insurance Sector

668. The application process for establishing an instgacompany is not stated within the

Insurance Law; however, discussions with the Mipisf Finance revealed a similar process to that
noted under the banking sector above. Althoughctatal required for obtaining an insurance
licence is significantly less than imposed for aliag licence.

Securities Sector

669. Part IV, Securities Companies, in the Decree onuistgzs and Securities Market provides
for market entry requirements, including documengtguired. These are similar to establishing a
financial institution.

Licensing or Registration of Value Transfer/Excheu&grvices (c. 23.5):

Foreign Exchange

670. The operation of a money changer is in accordaritte Avticle 15 of the Decree Law on
Foreign Exchange, March 2008; Article 14 of thetdmstion on Implementation of Decree Law on
Foreign Exchange, April 2010; and the RegulatiorSapervision of the Establishment of the Money
Exchange Business, 6 August 2004.

671. The Article 15, “Licensing the Operations of FgmreiExchange Business” of the Decree
Law on Foreign Exchange states:

The Bank of the Lao PDR shall issue and revokéidbese for the operations of foreign
exchange business of a commercial bank and a foeighange bureau.

A person, a legal person intended to run with fgneéxchange business shall complete a
license application form and shall meet all requients issued by the Bank of the Lao PDR
from time to time.

A commercial bank and a licensed foreign exchangeedu shall operate their foreign
exchange business within the limit stipulated ®irtlicense and shall comply with the laws,
this decree law and other relevant regulationshef tao PDR.

672. The Article 14 “Foreign Exchange Business Approvaf’ the Instruction on Foreign
Exchange s defines

An individual and a legal person, who are not a owoercial bank, want to operate foreign
exchange business in the form of foreign exchamgeal or foreign exchange agent shall
get the approval from the commercial banks whichuthorized by the Bank of Lao PDR.
The conditions for foreign exchange business abriociude:
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* Having good financial position and good creditatyilirom society;

« Having appropriate location for the service andlire area where foreign currency buying-
selling is needed,;

» Having appropriate equipment for operating foregxchange business;

« Having staff capable in foreign exchange business;

« Having registered capital of 200 million Kip forefestablishment in Vientiane Capital and
100 million Kip in provinces or special zone;

« Having a business relation to one of the commefwaalks operating in the Lao PDR,;

» Certificate of court verifying of never being semded by court in a theft, Fraud or foreign
exchange business case.

673. There are no checks for the beneficial owner ofahierprise nor are there any checks in
place to verify the sources of any funding for trderprise, thus leaving both of these high risk
sectors vulnerable to criminal and money laundetimgugh these seemingly legitimate enterprises.
The only test for funding being the “cleared fundsterion.

674. The BOL did state that criminal checks would beuresfl for any person seeking the FX
licence as per the last dot point above. For angida person, the BOL advised they would require
some form of evidence of a clean criminal past; énav, they would rely on the Ministry of Planning
and Investment to obtain this information as pathe foreign investment application.

675. Unlike for commercial banks, there is no fit andpar test requirement for the board of
directors of a foreign exchange bureau, neithénérDecree nor Instruction for Foreign Exchange.

676. The Ministry of Finance indicated that insurancectse has similar processes as
commercial banks. This process, however, is notride in the Law on Insurance, nor was any
regulation provided to the team to support thidestent. During the on-site, some private sector
representative noted the regulatory framework drel market entry requirements were low by
international standards.

Money or Value Transfer (MVT)

677. According to the BOL, the requirements and licegsprocess for the establishment of
MVT providers are the same as for foreign exchabgesaus; although this is not stated in any
legislation. The Law on Commercial Banks in Arti@lenentions payment services, however, there is
no definition of payment services in the Law on @aaencial Banks or any other law.

678. According to the BOL, the BOL issues licences foVM for both banking and non-
banking financial institutions.

Ongoing supervision and monitoring — Recommendati®8

Application of Prudential Regulations to AML/CFT 23.4):

679. There has been no application of prudential superyi and regulatory practices for
AML/CFT purposes. There is no risk based assesswientporting entities, off-site monitoring,
on-site examination or other prudential practicesl dow these may apply to any AML/CFT
oversight.

-119 -



Mutual Evaluation Repdréo PDR

680. The designated AML supervisors have not conduatgdsapervision, nor has any financial
institution supervisor extended or given considerato including AML/CFT requirements in their
supervisory processes and existing regulatory freonie

Monitoring and Supervision of Value Transfer/Exapeu$ervices (c. 23.6):

681. As noted, there has been neither off-site nor ts-skamination of AML requirements
under Decree 55.

682. MVT providers are supervised by the BOL Bank andaRtial Institutions Supervision
Department. The BOL supervision department monaoi supervises the MVT companies under an
annual inspection cycle. All money transfer previlare also required to report monthly volume and
transactional data to the BOL.

683. Money exchange bureaus are supervised by the Mgntdicy Department of the BOL
and are subject to at least twice yearly on-sigpéations that concentrate primarily on transaation
sampling and verification. At times of high marketatility these entities will be visited on a far
more frequent basis. Again there does not appeletany risk based approach to supervision of
these entities but a similar approach to all eiti

Licensing and AML/CFT Supervision of other Finahdistitutions (c. 23.7):

684. The BOL Regulation for Deposit Taking Micro Finanlrestitutions (MFIs), 14 October
1999, and the BOL Regulation for Savings and Crétfiions, 3 June 2008, contain similar
provisions for the licensing and market entry regmients for MFIs and savings/credit unions.
Article 7 of the MFI Regulation, “Disqualified Penss”, outlines a list of conduct that would
disqualify a person from being on the board ofatwes, managing director or major shareholder. The
list of prohibition includes prior conviction orvastigation for fraud, broken laws in the financial
sector, declared bankrupt or involuntary liquatadrbusiness, and other acts that would be regarded
by the BOL as improper or fraudulent. Article 8tbé Savings and Credit Union Regulation contains
identical requirements, except it is broader tdude, “a person shall be disqualified from being an
official or manager. The legislation is not specific to the board wédtors or senior management.

685. The BOL advised the licensing process is similazcxmmercial banks, in terms of checking
with the police.

Guidelines — R.25.1 (Guidance for financial institions other than on STRs)

686. The AML Guideline No.2, dated 16 September 2008hésonly AML guideline issued by
the BOL or any other competent authority. The gliind does not contain specific information that
would be of assistance to financial institutionst, father applies a very general approach to gaiglan
As the guideline is specific to AML, it contains reference to terrorist financing.

687. The Guideline appears to be a “download” of the FAStandards and is very broad and

with little consideration given to the local enviraent. There has been no specific guidance mhteria
provided to support each of the key obligationshef FATF standards, such as CDD and record
keeping.

688. AMLIU states the guidance material to date has beselfrproduced without market

consultation, nor use of any banking associatiah tlould potentially allow input from experienced
international banking practitioners employed byefgn banks.
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Statistics and effectiveness
Statistics (applying R.32)

689. The authorities were not able to provide statistisgthe numbers of licensing applications
received for the various financial sectors andabtial numbers of licences issued for the team to
make an informed judgement of the effectivenessuofent market entry requirements. Nor was the
team provided with English translation of casesfite sight to ascertain the rigour of applicatidn o
available measures. Further, there has been rgitefér on-site AML examination, and no sanctions
imposed for violation of preventative measuresraftere than five years after the promulgation of
AML Decree 55.

3.10.2 Recommendations and Comments

690. The Lao PDR should undertake the following meastmesnhance its supervisory regime
and rectify the identified deficiencies:

Recommendation 23

Designate clearly and unambiguously the SecurdiesExchange Commission as an AML/CFT
supervisor.

Make clear the scope of designated supervisomssipect of Lao legal persons.

Expand the scope of AML supervisors to include REeothe latter has been criminalised.

Commence a program of risk based AML on-site ingpes to ensure financial institutions are
complying with AML requirements.

Amend appropriate laws or issue binding regulatimnspecifically request information on the
origin of the funds used to pay the capital of affinancial institution by controlling
shareholders and include specific beneficial owhiprdisclosure requirements.

Amend appropriate laws or regulations to includéear definition of MVT providers.

Should consider introducing fit and proper testuregments for all financial institutions i.e.
insurance and securities and ensure that theytgrded to the board of directors in all cases.

Should consider conducting AML inspections simudtaumsly with periodic/prudential
inspections; and in the initial phase of buildiqgpeopriate AML supervisory skills, consideration
should also be given to themed AML inspections sagta focus on CDD for example. The
initial focus should be within the commercial bamkisector in order to provide a sound
framework for extension to other high risk sectors.

Should consider expanding the scope of the prualestipervision within the BOL to include

AML supervision in the future, while noting thaidlapproach is outside of current strategy. The
benefits of this consideration are a blending efékisting Supervision Department program and
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structured approach, together with general regujarpertise to supervision with the knowledge
base that AMLIU can provide to the Bank of Lao Sujston Department assessors. The net
result being an expansion of overall AML knowledgihin this jurisdiction in one of its prime
high risk sectors.

Should consider conducting own (BOL) due diligennebeneficial ownership for bank licensing,
rather than relying on the Ministry for Planningdanvestment processes. Consideration could
also be given to extending this approach to forgigiice checks as well.

Recommendation 30
Undertake extensive capacity-building for human attier technical resources to ensure that
personnel charged with monitoring AML compliance aguipped with necessary technical skills

and knowledge.

Develop a staffing strategy to ensure adequatdirgiaievels to achieve expected supervisory
oversight.

Recommendations 25
Develop more detailed and specific guidance mafdna with a focus in the short term on the
commercial banking sector in order to lay a soutndlLAoundation that can then be extended to

other sectors on a gradual and measured basis.

Develop appropriate guidance in relation to FT,cfffzeto each sector, once relevant FT
legislation is adopted.

Recommendation 29

» Clarify the restriction of supervising organisasaat Article 2.3 of Decree 55.

« Clarify what legal amendments are necessary tooiEckegislation to ensure Decree 55 can
legally be extended beyond entities regulated ley BIOL, including but not limited to any
regulatory oversight.

. Recommendation 17

» Introduce effective, proportionate and dissuasiwé or administrative sanctions for financial
institutions for failure to comply with AML/CFT regrements, e.g. maximum monetary fine

should be significantly increased, and sanctiosilshnot be limited to STR violations only.

» Designate the Securities and Exchange Commissioanaauthority able to apply AML/CFT
sanctions for the securities sector.
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« Provide a broad range of sanctions, including dis@ry and financial sanctions, for financial
institutions, as well as their directors and semm@nagement to allow for sanctions that are
appropriate for the severity of the situation.

» Clarify the restriction of applying sanctions omollagal person at Article 2.3 of Decree 55.

«  Should consider issuing public notices of any 8ans applied in order to provide a more visible
deterrent factor, noting it may be beneficial toame this obligation in a legislation or regulation

3.10.3. Compliance with Recommendations 17, 23, 329

Rating

Summary of factors underlying rating

R.17

NC

Lack of effective, proportionate and dissuasive manal, civil or
administrative sanctions i.e. sanctions only forRSViolation and do no
apply to all legal persons.

No designated authority to apply sanctions for Heeurities sector an
possible scope restriction on Lao legal entities.

No sanctions available for directors and senioragament.
The range of sanctions is neither broad nor prapuate.

t

R.23

NC

No designation of a competent authority(s) for FS the latter is no
criminalised.

No formal designation of AML supervisor for the ggties sector.
Potential scope issues with Lao legal persons.

Legal and regulatory measures are deficient to gmecriminals from
holding management positions or controlling interedinancial institutions
e.g. no beneficial ownership requirements, soufderms not investigated.

Measures that apply for prudential purposes ardaioig applied in a simila
manner for AML/CFT purposes.

Lack of a clear legal definition of MVT and supermiy framework for nor
bank providers.

Lack of effective implementation due to no AML suoysion.

t

R.25

NC

No FT guidance.
Lack of detailed and sector specific guidance ampaite to the country.

R.29

NC

No FT powers.

» Potential restriction of powers for competent atities (Article 2.3 of AML

Decree 55).
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» Uncertainties about powers of supervisory auttesmito compel productio
of records, or to obtain access to all records,udmmnts or information
relevant to monitoring compliance.

=

e Securities and Exchange Commission does not hasigrdged powers in
respect of AML/CFT.

» Lack of effective implementation as powers havebezn used.

R.30 NC » No demonstrated AML knowledge in evidence.

* Unable to assess AML resource requirement due ¢k ¢d supervision
activity.

3.11. Money or Value Transfer Services (SR.VI)

3.11.1. Description and Analysis (summary)
Legal Framework:

691. As indicated, the providers of MVT services areticed by the BOL supposedly under the
Decree Law on Foreign Exchange. The Decree Lasupplemented by the Instruction on Foreign
Exchange dated 02 April 2010.

692. The previous section of this report has outlineg pinocess of licensing and supervising
MVT providers in the Lao PDR. Outside of the baigkgector, there are five businesses licenced by
BOL to conduct money or value transfer servicefiesk entities consist of two large international
providers, Western Union and Moneygram, which ptevihese services primarily through the
banking sector. Coinstar Money Transfer, anothigrivational provider, has a presence together with
Hong Lan Service Inc and Sacombank, the latter éntties having Viethamese control. The
international providers all have an agent netwhek provides the money transfer services.

693. The Decree Law on Foreign Exchange contains omligdid references to transfer of money
of value and only in very narrow circumstances.Sehdo not cover general commercial remittance
activities by foreign exchange bureaus. Articlef $he Decree Law on Foreign Exchange sets out the
scope of the sale and use of foreign exchange:

The sale of foreign exchange by commercial banKstlag use foreign exchange by both
resident and non-resident of the Lao PDR shall &eied out in accordance with the
regulations issued by the Bank of the Lao PDR #dims:

1. To pay for imported goods;

2. To pay for services related directly to import-estggods. such as transit
transportation, insurance and transit warehousihguges;

3. To repay the foreign debts in accordance with tipeeament approved by the
Government or by the organization authorized byGloeernment;

4. To give an aid to a foreign country in accordangthvhe approval of the
Government or the organization authorized by thee€soment;
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5. To repatriate of profits, dividends, initial inves¢nts, interests, service charges of

the foreign investors and wages of foreign worlkersk to their home countries or

to transfer to a third country as stipulated in thew Governing the Promotion

and Management of the Foreign Investment in theRR2R,;

For the investment abroad with the Government aygiro

For the national budget expenditures;

8. For other spending targets in accordance with regjoins of the Bank of the Lao
PDR including medical treatment, studying, visitalyoad.

No

694. The extent of any informal and alternative remitasystems within this jurisdiction is not
known nor been assessed by the relevant authorities

Designation of Registration or Licensing Authofity VI.1):

695. MVT providers are licenced by the BOL under the i2ed_aw on Foreign Exchange.

696. The Decree Law on Foreign Exchange does not aoataipecific reference to MVT, but
rather the BOL treat these entities as “foreignhexge bureaus”. The difference between MVT and
foreign exchange bureaus that specialise in notdhamge is vast and should be reflected in
legislation.

697. The BOL advised that only legal persons are ablebtain such a licence. This is not stated
in legislation and as the concept of beneficial ewis unknown to this jurisdiction, there is a
potential for abuse of this sector in its curreates

698. Lao PDR has not considered the likelihood of infafnsystems/networks within the
jurisdiction, although BOL personnel did state dgrthe on-site mission that they felt it was urlljke
that these existed. No proper assessment hasubedertaken or documented to support or otherwise
this statement, although there are large informaittance networks in neighboring jurisdictions.

Application of FATF Recommendations) (c. VI.2):dlgmng R.4-11, 13-15 & 21-23, & SRI-IX

699. The shortcomings listed in the above FATF standaated earlier in this report apply
within the MVT sector.

700. Further, AML Decree 55, including the binding STéporting obligations, has not yet been
implemented to non-bank remittance companies. Tigg@eimentation of the AML Decree to the

commercial banking sector is noted; however, itinglear as to how this implementation applies
when MVT providers offer their services throughagent network within a commercial bank.

701. The assessment team notes that large internatwoaiders such as Western Union and
Moneygram implement obligations based on their heapervisor requirements.

Monitoring of Value Transfer Service Operators\(t3):
702. There has been no AML supervision of the MVT setiatate.
703. The prudential regulator from the BOL carries oeany prudential inspections of this

sector. There is no risk based approach to the Baplervision, but rather all entities are treatesd t
same apart from Bureau de Change, which are gjestutn a twice yearly inspection program or
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heightened scrutiny in times of unstable currenagtfiations. The MVT sector is also required to
submit a monthly report to the BOL of turnover istits.

704. List of Agents (c. VI.4):
705. The BOL produced an up to date listing of MVT pieiis and their agents during the on-
site component of this assessment. The assesseaent however, noted that this obligation is not

specifically stated within any legislation.

List of Sanctions (applying c. 17.1-17.4 in R.L7Y{c5):

706. The shortcomings outlined in recommendation 17apmicable to the MVT sector.
Additional Element—Applying Best Practices PapeiSia VI (c. VI.6):

707. There has been no consideration of this paperérLdo PDR approach to meeting SRVI
obligations.

3.11.2. Recommendations and Comments

708. Lao PDR should include in legislation a clear défim of MVT and for all MVT providers
to be licenced, maintain an up—to-date listing bfagents, and subject to all FATF 40 plus 9
Recommendations.

7009. Lao PDR should consider conducting a detailed assest of the informal remittance
sector to identify any associated risks and scopeometary movements.

710. Lao PDR should consider the measures set out iBéisé Practices Paper for SRVI when
revising its current approach to the MVT sector.

3.11.3. Compliance with Special Recommendation VI

Rating | Summary of factors underlying rating

SR.VI | NC » BOL has not undertaken any assessment of inforraabarks within this
jurisdiction.

» Legislation opaque in reference to MVT sector.

» No comprehensive licensing requirement.

» Deficiencies noted iR.4-11, 13-15, 21-23, & SRI-IX applyMVT sector.

» No AML/CFT supervision of the sector.

» No legal requirement for list of agents.

» Absence of an adequate range of sanctions withistieg legislation tha
applies to breaches of the FATF standards withimhigh risk sector.

» Lack of AML Decree 55 implementation to this sector
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4. PREVENTIVE MEASURES—DESIGNATED NON-FINANCIAL BU SINESSES AND
PROFESSIONS

General Description
Legal Framework:

711. Annex 2 of the AML Decree 55 includes DNFBPs sushcasinos, dealers in precious
metals and antiques, and attorney offices and yaiffices as subject to CDD and record keeping
requirements. However, accountants, lawyers, iateagents, precious stones dealers and company
service providers are not covered in the DecreestTarrangements are not provided for in the laws
of the Lao PDR.

Description of DNFBPs
712. A detailed description of each DNFBP sector is dbed in Section 1.3 of this report.

713. Lao PDR currently has four authorised casinos witts borders and also six other venues
for slot machines; the latter located near the é&wdf China and Thailand. The casinos are
structured in the form of a joint venture betweba tao PDR government and foreign investors.
Access to gambling premises is limited to non-Latiamals.

714. The Lao PDR has no licenced internet casinos, adthothey have received some
applications for licence. These applications hagenbdeclined primarily on a moral rather than
business consideration. Discussions during thsitereomponent of the assessment evidenced that in
reality it would be difficult to identify internegaming site within Lao PDR. The Ministry of
Information and Culture should be aware of thissgmkty in its supervisory function.

715. There were 301 real estate agents in Lao PDR in 20dy). The agencies are operated by
Lao natural persons in the form of sole enterpridgents or brokers provide brokerage services only
and are not involved in accepting payments. Payiisatitect between the seller and buyer.

716. There are two (2) BOL authorised import-export guises for precious metals (gold and
silver bars). For the domestic market, there ara®tbciation members of the Precious Metal and
Stone Association. There are also precious metasésses with a business permit but not part of
the association.

717. Lao PDR is a significant gem producing country.eTlao Gem and Jewellery Association
estimate that there are more than 600 jewellergensa with over 200 based in Vientiane. The
majority are retail traders. There are two BOL aued traders involved in import and export.

718. There are 129 lawyers and 51 trainee lawyers inditePDR.

719. There are at least 150 certified public accountarttere are 40 accounting firms operating
in Lao PDR, including three local offices of larg#ernational accounting firms. Large corporate
entities are audited by local members of intermatidirms. The small local audit firms concentrate
mostly on tax and bookkeeping services, with omgasional audit work for medium-size and small
companies.

720. The Lao Association of Accountants and Independertitors (LAAIA) was established
for accountants employed in state-owned enterpasdgrivate firms.
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721. There are no trust service providers in the Lao PBBmpany formation services are
relatively new, given the Law on Enterprises wammrlgated in 2006 with most businesses still sole
proprietorships.

4.1. Customer Due Diligence and Record-keeping (R2)

4.1.1. Description and Analysis

722. Lao nationals are not permitted to enter casinbgperson who wishes to enter gambling
premises needs to provide an ID card or passpmording to current regulations and rules issued by
the committee or other related organisation. Tlsesmment team understands that no details of these
documents are recorded but rather viewed by officigain entry.

723. There are no limits on transactions in casinos agnent for chips in casinos is in cash
only.

724. The Decree is silent on CDD provisions in relatiorthe threshold limits for casinos. Other
deficiencies in respect of CDD, PEPs, non faceattieftransactions, introduced business, record
keeping and monitoring unusual transactions, alligiited in section 3 of this report, are also true
for DNFBPs.

725. No threshold limits have been established for CDid ather preventative measures as
applied by casinos and dealers in precious metals#nes as envisaged in the FATF standards.

726. Currently there is no implementation of the prasis of AML Decree 55 by DNFBPs in
Lao PDR. At the time of the on-site assessmentethas been no CDD regulation or guideline issued
by supervisory agencies addressing their sectarifspeesponsibilities. Generally, during on-site
discussions with the responsible agencies, theeamMack of awareness as to the existence of the
Decree and its associated AML responsibilities.

4.1.2 Recommendations and Comments

727. The Recommendations in Section 3 of the reporegpect of FATF Recommendations 5, 6
and 8-11 are also relevant to DNFBPs.

728. Specifically for DNFBPs, the Law PDR should:

 Expand the scope of the legislative AML/CFT framekvdo include all categories of
DNFBPs required under R12;

» Raise DNFBPs' awareness of their AML/CFT obligaspn

* Focus implementation on higher risk DNFBPs sucteamos; and

* Introduce the appropriate thresholds for conduc@mP and related preventative measures
for casinos and dealers in precious metals aneston

4.1.3. Compliance with Recommendation 12

Rating | Summary of factors relevant to s.4.1 underlying ovall rating

R.12 NC » Deficiencies in FATF Recommendations 5, 6 and &¥lalso
applicable to DNFBPs.
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* Not all DNFBPs are covered in AML Decree 55.
* No implementation of AML Decree 55 in DNFBP sectors

4.2. Monitoring Transactions and other Issues (R4)
(Applying R.13 to 15 & 21)
4.2.1 Description and Analysis

729. The deficiencies highlighted in Section 3.6 (R.23){ (R13-14) and 3.8 (R.15) of this
report also apply to the DNFBP sector.

STR Reporting (¢.16.1)

730. AML Decree 55 only covers some DNFBP sectors, netil estate agents, the accountancy
profession and company service providers excludad the reporting institutions detailed in Annex
2 of AML Decree 55. Regardless, AML Decree 55 hasbeen implemented within the DNFBP
sector.

Self Regulatory organisations and STRs ( €.16.2):

731. There has been no consideration given within Lad®RRI3 to how the obligations of the
AML Decree may impact on legal privilege/professibsecrecy in relation to STR reporting.

732. The accountancy profession is not included witheti2e 55.

733. Additionally, while noting the participation of mlant DNFBP ministries in the AML

working group, on-site discussions with these ntiigis, and either the relevant sector associations
market participants evidenced little knowledge amlerstanding of the AML Decree and its
implications.

Tipping off, safe harbour and internal controls (dying R.14, 15, 21 ¢.16.3) :

734. Whilst the Decree 55 has not been implemented aoDNFBP sectors, the deficiencies
noted in Section 3.6 (R.21), 3.7 (R13-14) and &8&L%) of this report would also apply to the
DNFBP sector.

Additional Element -accountants (c.16.4)

735. The accountancy profession is not covered by AMiciiBe 55.

Additional Element—all criminal acts (c.16.5):

736. The deficiencies as described in R.13 are appkcibthe limited number of DNFBPs listed
as reporting institutions in AML Decree 55.

Statistics and effectiveness

737. There has been no implementation of Decree 55DtFBP sector.
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4.2.2. Recommendations and Comments

738. The Lao PDR should implement the following measures

* Implement AML Decree 55 in the DNFBP sector;

« Extend the STR reporting obligation to include cage of the accountancy profession, real
estate agents and company service providers;

» Ascertain what matters would fall under legal pssfenal privilege or legal professional
secrecy in relation to any STR obligations; and

« Should consider engaging with the gems associdtiogain a better understanding of the
risks associated with this sector in addition ® tésponsible Ministry’'s expertise.

4.2.3. Compliance with Recommendation 16

Rating | Summary of factors relevant to s.4.2 underlying owall rating

R.16 NC » The deficiencies identified with regard to Recomdaions 13 to 15, and 21;
and SR.1V apply equally to DNFBPs.

* Not all DNFBPs are covered in within the scope MlADecree 55.

* No implementation of the AML Decree 55.

4.3. Regulation, Supervision, and Monitoring (R.245)

4.3.1. Description and Analysis

Recommendation 24 (Supervision of DNFBPS)
Legal Framework:

739. The primary legislation in relation to the casimzter is the Regulation of the Minister of
Ministry of Information and Culture on the Supeiwis and Inspection, Authorization of Gambling
Business in Lao PDR, dated 22 September 2003. Rédgilation and AML Decree 55 provide the
legal framework for the supervisory oversight, bpthdential and AML within the casino sector.

Regulation and Supervision of Casinos (c. 24.11.2424.1.2 & 24.1.3):

740. Decree 55 designates casinos as a reporting tititu The Ministry of Information and
Culture is the regulator for casinos in the Lao PB& it has not implemented Decree 55 within the
high risk casino sector nor is there any indicatbbwhen this implementation will occur.

741. The Ministry of Information and Culture is not inded amongst the authorities designated
as AML supervisor under Decree 55, thus leavingMiristry responsible for supervising casinos
without clear authority to supervise these sedtorm an AML perspective. Of further concern to the
assessment team was the overall lack of undersiguadithe Decree 55 and its core obligations, how
it would be applied within the casino sector, amg ML risks involved in casinos generally, despite
presence of this responsible ministry in the AMLNfog group.
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742. The Lao PDR has no licenced internet casinos, adthothey have received some
applications for licence. These applications hagenbdeclined primarily on a moral rather than
business consideration. Discussions during thsitereomponent of the assessment evidenced that in
reality it would be difficult to identify internegaming site within Lao PDR. The Ministry of
Information and Culture should be aware of thissgmkty in its supervisory function.

743. The establishment of a casino within Lao PDR rexpuim “special economic zone” to be
created. This economic zone then requires an “Ad Bommittee to be formed that will supervise
the casino”. The assessment team noted in theigmenTimes, dated 18 October 2010, a statement
that, ‘From now on there will be no more casinos in spest@nomic zones no more casinos would
be considered within Lao PDR for the immediater&itu

744. The special Ad Hoc Committee is responsible for shpervision and inspection of slot

machine venues and casinos in Lao PDR conductaddordance with Minister of Information and

Cultural Ministry’s regulation No 664/IC, 22 Octab&003, on supervision, inspection and
authorisation of all gambling businesses in Lao PRaddition, there are some instructions and
requirements as a reference for implementatiompérvision and inspection this industry.

745. This Ad hoc Committee is stated to supervise asgént casino operations and report to the
government. The Committee’s members consist ofesgmtatives from Ministry of Information and
Culture, Ministry of Public Security, Ministry of I&ning and Investment and other relevant
agencies.

746. The members of this “Ad Hoc” Committee may alsauéssome form of licence relevant to
their own area of responsibility, prior to any firepproval by the Ministry of Information and
Culture. Discussions during the onsite componenhefassessment were unable to determine a clear
indication as to who would be responsible for ttiplementation of AML regime within the Lao
PDR, although it was generally thought to be thaisiy for Information and Culture.

Casino Sector

747. The Ministry of Planning and Investment is respblesifor assessing the “fit and proper”
bona fides of the owner(s) and foreign managemeahy casino. There is no attempt to establish
the source of any capital funding but rather aarele on banks to advise the availability of these
“cleared funds”.

748. There is no understanding within this jurisdictiointhe beneficial ownership concept thus
leaving this sector exposed to ownership by a c@mor terrorist element. Additionally, the concept
of terrorist financing is not one that is well ungteod or considered within this jurisdiction.

749. The following précis of the process for foreigneéstment has been provided by Lao PDR:

“The Government of Lao PDR is the single authoatissue license for the establishment of casino.
The Government shall apply the following processes:

1. Applicant shall completely the required documemis applies to the Investment Promotion
Department, Ministry of Paining and Investment.

2. Upon receipt of any application set, the Investnioimotion Department shall forward it
within 15 official working days to the relevant agg for its consideration.
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3. The Investment Promotion Department shall call&fdechnical meeting with the relevant
agency to consent or comment to be concrete referfem the Government to consider and
approve.

750. Any Lao national holding a management position aslgtated to be “Police checked” for
employment in the same manner as a foreign permsloliny a similar role.

Monitoring Systems for Other DNFBPs (c. 24.2 & 2#)2

751. Lao PDR has not conducted any form of risk assessto establish a basis for ML/FT
risks within the Lao PDR generally and how thatlgsia may then be applied to the DNFBP sectors.

752. The Ministry of Commerce and the Ministry of Finanare the only designated AML
supervisor for DNFBP, as designated under Art&lef Decree 55: Organisation responsible for
supervising the Reporting Institutions. Neverthglethere has been no implementation on AML
Decree 55 in their sector i.e. Ministry of Finarfoe accountants and Ministry of Commerce for
precious stones and metals.

753. DNFBP supervisory authorities or self- regulat@mganisations that not listed under
Article 3 of AML Decree 55 include, for instance:

e casinos - Mass Culture Department, Ministry of tnfation and Culture.
» lawyers - Ministry of Justice/Bar Association

e accountants - Lao Association of Accountants adépendent Auditors
e gems — Gem Association

754. Under Article 29: Creation and Supervision of Poesi Metal Business, in the Decree Law
on Foreign Exchange, the Ministry of Industry amair@nerce is the designated supervisor for both
precious metals and stones. Article 29 providdsliswys:

The Ministry Industry and of Commerce shall liceasd supervise an enterprise
for producing and selling the jewelry made fromgines metals, including the
importation and exportation of jewelry, preciousrgts and precious metals
mined and manufactured in the Lao PDR..

755. The dealers in precious metals and stones, apart fwwo large import/export entities,
operate generally in the form of sole enterprisaly cequiring a business licence from Ministry of
Industry and Commerce. There does not appear éampsupervision beyond licensing. Retail dealers
of precious metals and stones are under self régulay the Chamber of Commerce. The Gem
association is also a self regulatory organisation.

756. The Accounting Law, Article 73, provides the Mimistof Finance with the right to
propagate and disseminate laws and legislationeraimg accounting; Article 74 details the rights
and duties of the Ministry of Finance's Accountibgpartment. The ministry’s responsibilities
extend beyond setting accounting standards todeahwersight of the accountancy profession.

757. Attorneys and lawyers are supervised by the Mipisif Justice with the Lao Bar
Association being established in 1996.
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758. Notary offices are governmental organisations. Hmwe private agencies may be
established and authorised by the government iardance with specific regulations under the Law
on Notary Offices issued 2009.

759. The content and noted deficiencies of Section &iaf report concerning sanctions under
Recommendation 17 area also applicable to the DNseREor.

4.3.2 Recommendations and Comments
Recommendation 25 (Guidance for the DNFBP sectors)

Guidelines for DNFBP’s (applying c. 25.1):

760. No guidelines have been issued in any DNFBP sexipiare any planned at this stage of
the AML Decree evolution.

Recommendations 24 and 25.1

761. The number of designated AML supervising ministriaed (and self regulatory
organisations) needs to be expanded for completrage of all DNFBP sectors.

762. Relevant DNFBP regulatory and supervisory agerstiesild work with AMLIU to develop
a strategy to issue comprehensive statutes andatems to regulate and supervise all DNFBPs in
keeping with the FATF standards.

763. Lao PDR should pursue a staggered implementatidineoF ATF obligations in the DFNBP
sector based on a risk assessment. The initialsfix recommended to begin with the high risk
casino industry in the first instance

764. An ML/FT risk assessment of all DNFBP sectors stioldrm part of this process to
determine and identify key risk areas and the rimeat required to address these risks. The risk
assessment should also assist in determining thlelinentation timetable for the DNFBP sector.

765. Where confusion exists in relation to AML supervisgesponsibilities, this should be
addressed through the AML Working group and nopestiically in supporting legislation.

766. As the AML Decree 55 obligations are progresseduph each DNFBP sector, the
responsible Ministry will need to consider theicdb environment and activity in order to prepare a
meaningful and helpful guidance.

767. Specifically tailored guidance material should lrepared for each sector to assist the
participants in their understanding of ML and FE¢hieiques and how these will apply specifically to
this sector. The exiting guidance material is aered to be at too high a level to be of relevant
assistance to DNFBPs.

4.3.3 Compliance with Recommendations 24 & 25 (teria 25.1, DNFBP)

Rating | Summary of factors relevant to s.4.3 underlying owall rating

R.24 NC * No comprehensive AML/CFT regulatory and supervisegime for casinos
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* No clear procedures to prevent criminals or assesifiom being beneficial
owners of casinos.

* No designated DNFBP supervisor i.e. restrictiorhimitAML Decree 55 a
Article 2.3 concerning supervising ministries exidg all DNFBP
responsible ministries.

14

» The deficiencies identified in section 3.10 of tigport in relation to the
range of sanctions available to deal with breacfidsVIL/CFT requirements
also applies to the DNFBP sector.

* No implementation of Decree 55 to DNFBP sector.

R.25 NC » No guidelines issued in DNFBP sector.
» Lack of implementation generally.

4.4, Other Non-Financial Businesses and Professena-Modern-Secure Transaction
Techniques (R.20)

4.4.1. Description and Analysis

Other Vulnerable DNFB'’s (c. 20.1)

768. Annex 2 of Decree 55 lists the reporting instdns covered by this Decree. Amongst the
entities listed are other DNFBPs such as pawn shiopsstment advisors, games (other than casinos)
and lottery.

769. Lao PDR advised they have not undertaken a compsareeor national risk assessment of
ML or FT, and have not included auction houses)ededn high value and luxury goods within
Decree 55.

770. The BOL has responsibility for the supervisionlué 22 pawnshops operating in Lao PDR,
while the Ministry of Industry and Planning covémgestment advisors. There are presently no plans
within either competent authority to extend AML Dee coverage to both of these sectors.

Modernization of Conduct of Financial Transactiqns20.2):

771. The Lao PDR government now pays all Vientiane basmgloyees’ salaries into bank
accounts. The assessment team understands thatitiaitive will be extended to all provinces over
time. This strategy has seen an influx of automtatier machines throughout the capital; this has
reduced over the counter bank transactions sigmifig, although actual data is unavailable in
relation to this change.

772. The Lao economy, however, still remains a largelghcbased economy with the largest
bank note 50,000 Kip (approximately US$6).

4.4.2 Recommendations and Comments

773. The Lao PDR should consider appropriate measunesitae its reliance on the use of cash
in financial transactions.
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774. The Lao PDR should consider a secure automatesférasystem that would further reduce
the use of cash within the economy.

4.4.3. Compliance with Recommendation 20

Rating | Summary of factors underlying rating

R.20 PC * The authorities have not taken sufficient meastoresduce the use of
cash and develop modern and secure techniquesltesadhe risk of
money laundering and terrorist financing.
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5. LEGAL PERSONS AND ARRANGEMENTS & NON-PROFIT ORG ANISATIONS
5.1. Legal Persons—Access to Beneficial Ownerstapd Control Information (R.33)

5.1.1. Description and Analysis

775. In accordance to the Law on Enterprises (Law N¢.o£B/11/2005), Lao citizens, foreign
residents and stateless persons residing in thePDa and foreigners, including their organisations,
are entitled to establish enterprises or partieipatousiness transactions in accordance withaiws |
and regulations of the Lao PDR (Article 3). Thiwlapplies to private enterprises, both domestic and
foreign, state enterprises and joint enterpristgbished and operating in the Lao PDR (Article 8).

776. According to information provided during the oresitisit, foreign entrepreneurs, upon
obtaining an investment licence from the Plannimg &nvestment Authority (at local or central
level), have to register at the Enterprise RedistnaOffice (ERO) within two days. The applicant
must provide the enterprise hame certificate, tivestment licence, act of incorporation, enterprise
by laws and a letter of attorney with the registragllocation form.

777. Commercial companies must have a registered officthe Lao PDR. The majority of
commercial companies are family-owned companiexoAting to an Asian Development Bank
report dated February 2010, there were 126,913m@iges in the Lao PDR in 2006, with 97% being
single proprietor and only 71% formally registetaat with the taxation authority only.With the
exception of single partner private companies,easst two shareholders are required to form a
company. The shareholders of private companieskaosvn to each other. Most of the public
companies are financial institutions.

Measures to Prevent Unlawful Use of Legal Person83.1):
Types of Enterprises

778. There are four types of enterprises: private entarp, state enterprises, joint enterprises
and collective enterprises. A state enterpriseagjuint enterprise may be established and operated

the form of a company only. A state enterpriseefenred to as a “State company” and a joint
enterprise as a “joint company”. Private entergrisgy be classified in the following forms: 1) sole
trader, 2) Partnership enterprise and 3) Compamytn€rship enterprises are classified in two
categories: 1) General partnership enterpriseZaridmited partnership enterprise. Companies are
classified in two categories: 1) Limited companycliding one-person limited company and 2)
Public company.

779. Enterprises have the obligation to conduct thegifmss operations in accordance with their
business purposes, to keep accounting books, forpefiscal obligations towards the government,
and to uphold other relevant laws and regulatidriieLao PDR (Article 5).

Registration Requirements

% page 3, ADB Technical Assistance Consultant’s Repao PDR: Options for a Regulatory Review Progra
and an Office of Best Regulatory Practice, Febr2&d0.
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780. Registration is mandatory (Articles 12 and 16). Kgation for registration is file at the
ERO at Vientiane capital, or through its officestat provinces or district level where the entesgori
is located. There is also a parallel requirement thx registration (Article 16). Accounting
requirements are provided for in the Law on EnisgoAccounting.

781. The role of the ERO is to assist enterprises’ tegfion, to monitor registration and to
monitor compliance of enterprises under the LawEokerprises. The ERO duties include to: check
enterprises’ name and articles of incorporatiorept the application dossier for registration and
amendment of enterprise certificate, maintain donat database of enterprises, provide data on
enterprise registration to the public, monitor aretord the implementation of the Law on
Enterprises; disseminate and provide training enpfocedures for enterprises registration; and/carr
out other duties as provided for in the relevanmtslaand regulations. The ERO has among other
responsibilities the following: to certify enterpeis name, to sign enterprises’ certificate, and to
inspect enterprises compliance to the Law on Ertag.

782. According to the ERO, to establish an individuategprise and sole limited company,
applicants must present the: enterprises’ namédicate; application form for enterprise registoatj
manager’'s employment contract (if any), letter tbrmey, six photos, by laws (for sole limited
company). While to establish a partnership entsgpriompany, including state company and mixed
company, applicants must present the: enterprisasie certificate; application form for enterprise
registration; promoters’ names, addresses, sigem{gompany only); minutes of meeting, Articles of
Association; manager's employment contract (if anlyy laws, decision letter for enterprise
establishment (state or state-mixed company), rlatfeattorney, six photos, (for sole limited
company).

783. Shareholders or promoters of a company may be algbersons or legal entities (Article
79). Promoters are defined in Article 87 as persams initiate the establishment of a limited litlyil
company but are not representative of the compBingre is no provision prohibiting nominee share
ownership.

784. There is no explicit requirement in the Law on Eptises for details of company directors
to be provided to the ERO during the registratioocpss, only the details of company promoters.
However, Article 128 requires a register book @édiors (identification details of all directors) lhe
maintained by the company, and under Article 1&rtain categories of persons are prohibited from
holding company directorship, including a legalitgnta bankrupt person and a person with no prior
conviction for embezzlement or misappropriatioras§ets. The law does not require a director to be
resident in the Lao PDR or preclude a nominee gaaent.

785. There is no requirement by the ERO for the dedltamaaf beneficial ownership during the
registration stage, or for companies/enterpriseoorpany formation service providers to obtain and
maintain such information.

786. If registration does not conform to the requirerseitthas to be corrected. In the event that
the correction cannot be made, the enterprise bhalissolved in accordance with the procedures set
forth in the law. The registration of an enterpr[geanted] to a person restricted by law or the
registration of an enterprise in contraventionrof law or regulation shall be invalid (Article 15).

787. There are financial penalties whenever the indiaidor legal person conducts business

operations not consistent with the purpose of titerprise (Article 236) or fails to register (Atgc
237).
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788. There is no fit and proper test requirement andiipts breaches of the registration
requirements do not prevent a new registratiofgrag as penalties have been served.

789. As regards effects of enterprise registration,odtil6 states that:

1. Creates a legal entity of a partnership enteseror a company that is separate from its
shareholders, having rights, duties and responiigdl within the scope of its purposes and
bylaws;

2. Enables the enterprise to carry out busineswitiels within the business sectors indicated
in its enterprise license without requiring furthapproval or review from the relevant
authorities, except for certain types of businesspscified in the list of controlled
businesses, as provided in Article 14 of this law;

3. The contents that were filed with the notificatifor enterprise registration shall be
disclosed, and any interested person may see suglication as described in paragraph
one, Article 19 of this law;

4. The enterprise’s name and tax registration agistered.

790. Reporting of changes of registration details to #RO is mandatory (Article 18 -
Modification of Content in Enterprise Registratio@hanges in ownership and management must be
kept up to date.

Access to Information on Beneficial Owners of Ldggisons (c. 33.2):

791. Lao PDR has established a system of central ragjitrand a database with all the relevant
information related to legal persons; however, tidta does not always include beneficial ownership
information, as there is no requirement by the BRCthe declaration of beneficial ownership to be
provided or maintained. The database, when fullgcfional, allows for real-time transfer of
registrations from provincial offices to the cehwéice.

792. All the contents of registration are public and amgividual or legal person may access or
request a copy of filed registration documents he tegistration officers (Article 19). Other
documents may be eventually disclosed only with ghier consent of the concerned enterprise,
unless otherwise provided by the laws (e.g. foestigation purposes).

793. The information collected is, in general, publichyailable (Article 18), in particular
through the ERO’s website. A check of the Englisinsion of the ERO’s website could not confirm
the availability of such information. However, theam was unable to verify whether such
information is available in the Lao language varsibthe same website.

794. Investigative authorities or other competent adtlesr can have access to the relevant
information in a timely fashion and can be shardt Yoreign authorities. However, as noted, there i
no explicit requirement to declare or maintain B ownership information, and nominee
directors and share ownership are permitted; thexdghformation on beneficial ownership may not
be available or in a timely fashion.

795. Due to the size, number and nature (most of thenilfeowned and natural persons) of the
existing companies, registration and record-keepneguirements, communication with law
enforcement authorities, access to information e@meficial ownership may not be complex.
However, there is lack of awareness on the issenéficial ownership and of misuse for ML by the
ERO. Such lack of awareness can be a significafil@m, if one takes into account the ‘booming’
nature of the Lao’s economy, the diversificationbakiness activities, the establishment of foreign
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companies, and, subsequently, the gradual complekitcompanies and who is the (real) beneficial
owner.

Prevention of Misuse of Bearer Shares (c. 33.3):
Bearer Shares

796. Companies are composed of shareholders who coterdapital to a company and are only
liable for the company’s debts up to an amountaxaeeding the unpaid portion of [their] shares. A
company may have one or more shareholders. Any aoynacquiring a sufficient number of shares
in another company in order to gain control ovesthsaompany’'s administration is called a “group
company”, and the company controlled is referredg@ “subsidiary”. The contract of incorporation
of the Company is made in writing in accordancehvitie Contract Law of the Lao PDR and
includes, inter alia, the: name of the enterprise; business purposeie n@nd] location of the
headquarters and all branches, if any; statedatdpibken down into the value and number of shares;
names, addresses and nationalities of the promofetke company; and the number of shares
subscribed by each promoter.

797. A limited company may hold shares of other compare may be a partner in other
partnership enterprises but shall not be a shadehah its own limited company (Article 84). The
conditions and procedures to establish a limitechgany are set forth in Article 86t seq Any
application to register the limited company hasntude the following documents the: application
form for the notification of enterprise registratiand the contract of incorporation of the limited
company; the minutes of the incorporation meetihghe limited company; and the bylaws of the
limited company.

798. There are two types of share certificates of lichitempanies: registered share certificates
and bearer share certificates (Article101).

799. Registered share certificates shall contain thievidhg main items: serial number of the
share certificate; name of the limited company; @afithe shareholder; number of shares held by the
shareholder; value of each share; value of thaidnportion and schedule of payment, if specified;
and signature of the director and stamp [of thetéichcompany]. A registered share certificate may
be for shares that have not been paid. Such regisshare certificate may be converted into a lbeare
share certificate when the shareholder has paidh®rshares in full and registered to cancel the
previous [certificate] (Article 102).

800. A bearer share certificate is a negotiable instntraed may only be issued if the following
conditions are met: shares have been fully pagitt of the company to issue bearer share ceréficat
shall be specified in the bylaws of the companybearer share certificate has similar contents to a
registered share certificate, except for the cdateglating to the name of shareholders and thgeval
of the unpaid shares. A bearer share certificatg lImaconverted into a registered share certifibgte
cancelling such share certificate and issuing stergd share certificate in its place (Article 103

801. A bearer share certificate of a limited company rbaytransferred by handing over the
share certificate to another. Bearer shares may laltransferred when: i) is consistent with the
restrictions on share transfer provided in the Wglaf the limited company; ii) does not contravene
any legal restrictions on share transfers; iii)ytlaee acquired [pursuant to] a transfer of shages b
operation of law; iv) is made in writing by indigay the names and signatures of the transferor and
transferee, as well as the names and signaturaslest one witness for the transferor and one for
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the transferee, and the serial number of the tearesf share certificate. The transfer is registered
(Article 104).

802. In the event of a transfer to a third party, a prdfering shall be made to the other
shareholders of the company, and the transfer beategistered with the name and address of the
transferee in the share register (Article 104).

803. The shareholder register book shall contain theviehg information: names, addresses and
nationalities of the shareholders; number of sharekie of shares, and serial numbers of share
certificates divided according to their types agistered share certificates and bearer share
certificates; unpaid portion of shares in the aafsegistered share certificates; date of registnads
shareholder of the limited company; date of defefrom the shareholder list of the limited company
(Article 107).

804. The shareholder register book shall be kept abffiee of the limited company and made
available for inspection by shareholders. The dimscof the limited company shall send copies ef th
shareholder register book each time any changesade or at least once a year if there is no change
to the relevant enterprise registration officerslater than 25 December of each year (Article 107)

805. As regards transparency and bearer shares, it dshosil noted that all the relevant
information related to the registration enterprigepublic. There is also a book of shares thap&ee
the record of shares, including bearer shares. Menvé¢his is in respect of the legal owner. Thare i
nothing prohibiting nominee share ownership of amare, let alone bearer shares. Beneficial
ownership information is only available if the Iégad beneficial owners are the same.

806. It is possible for competent authorities to obiafiermation on the identity of the owners of

bearer shares in some circumstances (i.e. froomthate books of general meetings, the paper trail
arising from when the shareholder needs to reqonii@mation from the company). This is once

again in terms of legal ownership and not necdgsheneficial ownership. At the moment, bearer
shareholders who become dominant shareholderslsarba identified due to the size-number and
nature of companies in Lao PDR. However, such sgemaay change with the economic booming

and the establishment of foreign companies or slodders.

807. Under the existing system, there are no speciéasures on beneficial ownership to ensure
that bearer shares are not misused for ML or Fth @as guidelines or instructions. There is no
effective control of the number of companies widaker shares.

Additional Element—Information on Beneficial Ownefd egal Persons by Financial Institutions(c.
33.4):

808. Article 19 of the Law on Enterprises provides figiih institutions with the legal authority

to access information on enterprises registeret thié ERO. Once fully functional, enterprises
registration details on the ERO’s website will gdevgreater transparency and more timely access to
information (subject to the deficiencies alreadyntraned).

5.1.2 Recommendations and Comments
809. In Lao PDR, the measures in place to prevent theeadul use of legal persons in relation to
ML and FT are not sufficient. In particular, thésean inadequate system that provides accurate and

updated information in a timely fashion on the B ownership and control of legal persons
(including bearer shares’ ownership). Competeriaities should request more information to know
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who the company’'s beneficial owner is and who iat feontrols the company. Such information
should be regularly updated and monitored. The tdawareness of authorities to these matters may
be linked to the size-number and nature of thetiegi€ompanies in Lao PDR.

810. There is no statistics to assess the efficiendhi@existing system.

811. The following recommendations are made to enhaheettansparency of the current
system:

» Lao PDR should enhance its efforts to reduce ML & risks by establishing
requirements to explicitly cover beneficial ownépsinformation and control of legal
persons (including where bearer shares are issued).

» Authorities must be able to obtain/have access eteficial ownership information in
timely fashion. The information must be: adequatefficient to identify the beneficial
owner), accurate (true information on beneficiahew and timely (up to date).

e Lao PDR should raise awareness on how to collect emntrol beneficial owner
information, in particular to those entities thaistie bearer shares, and establish
mechanisms to ensure that they are not misusedLlfor

5.1.3 Compliance with Recommendations 33

Rating | Summary of factors underlying rating

R.33 NC * No mechanism such as guidelines or instructiongedoice ML and FT
risks, and in particular to explicitly cover iddigation and control of
legal persons/ beneficial ownership.

* Lack of information on beneficial ownership and thersons whg
control the information.

» Bearer shares hinder the ability to assess whmibéneficial owner.
» Effective implementation could not be ascertained.

5.2 Legal Arrangements—Access to Beneficial Ownghiip and Control Information
(R.34)

5.2.1 Description and Analysis
812. Lao PDR law does not recognize the legal concem tiust, including trusts created in
other countries or any other legal arrangements aimilar nature to a trust or that meets the

definition of ‘legal arrangement’ as defined in tRAFT recommendations. In addition, no trust
service providers have been established in thePR.

5.2.2. Recommendations and Comments

813. Recommendation 34 is not applicable in Lao PDRexdnt
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5.2.3. Compliance with Recommendations 34

Rating | Summary of factors underlying rating

R.34 N/A * Recommendation 34 is not applicable in Lao PDRexint

5.3. Non-Profit Organisations (SR.VIII)
5.3.1. Description and Analysis

Legal Framework:
814. There are two categories of NPOs and regulatiotiseiiao PDR:

* For international NPOs, the Prime Ministeriaddiee on International Non Government
Organisation (NGOs) No.13/PM, dated 8 Decemb@&®09“Decree 13 on International
NGOs"), governs international and foreign NPOsdeafined in Article 2 of the Decree;
and

* For domestic NPOs, the Prime Ministerial Dedieel115 on Associations, issued on 29
April 2009, governs the operation of domestic NR@¥ecree 115 on Associations”).
This Decree sets the rules and regulations gowgriie establishment, operation and
management of associations. Association refersrtoraprofit civil organisation set up
on a voluntary basis, and operating on a permabasis to protect the rights and
legitimate interest of the association, its memloersommunities. An association formed
and registered under Decree 115 is incorporateda degal entity. It excludes
unincorporated nonprofit organisations such agimls groups, micro finance funds and
organisations associated with the communist party.

815. The responsible agency for the implementation afrBe 13 on International NGOs is the
International Organisation Department in the Miyistf Foreign Affairs (MoFA); and for the Decree
15 on Associations, the Public Administration andilCService Authority (PACSA). However, for
international NPOs, there is also a Committee omadgament and Coordination of INGO that
oversees international NPOs. MOFA acts as theeBea@t to the Committee.

816. There are about 196 international NPOs operatinberLao PDR. About 30% have offices
in the country, including project offices and reg@etative offices. About 50-60% of NPOs are from
the U.S. and Europe, with a small percentage frasia.AThe number of international NPOs has
increased steadily since the new Decree was pratadg

817. There are no statistics on domestic NPOs, asldmal status was only officially recognized
recently with the promulgation of Decree 115 in 20B{owever, authorities advised since the
introduction of Decree 115 on Associations therg theen a growth in local NPO registrations. Local
NPOs had existed previously but were not “offigiakicognized”.

Review of Adequacy of Laws & Regulations of NPO¥I{t1):

818. Prior to the late 1990s, there was no specific gogerning international NPOs, only
general laws applied. After a review of prevaililgvs and procedures, the Prime Minister on 20
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April 1998 issued Decree No.71/PM on Governing M@Os in Lao PDR; and the Minister of
Foreign Affairs issued the Instruction No.1865 aovérning the NGOs in Lao PDR.

819. In 2007, the Ministry of Foreign Affairs commencadreview of Decree No.71/PM to
further refine the legal and administrative framewéor the supervision of international NPOs.
According to the lead agency, the Internationalddigation Department in MOFA, it was a major
review undertaken over two years.

820. The Lao PDR government established a working gthiap undertook consultations with
line ministries and provincial authorities. A nat# conference on NGOs, the first in Lao PDR was
held in 2009. It was attended by the deputy foraignisters, relevant government ministries and
major international NPOs and interested persons. draft of the Decree 13 on International NGO
was presented for discussion and comment at thikshop.

821. The requirements of the FATF SRVIII were discussedhis review process. There was
some opposition by international NPOs of the preposoles of the Ministry Of Public Security

(police) and the Ministry of Defence under the nbecree. Under Decree 13 on International
NGOs, all international NPOs must be vetted by Inoithistries.

822. There was no specific consideration of undertalkdngT risk assessment. Decree 13 on
International NGOs has not identified any specfficus on larger international NPOs or larger
projects. But the International Organisation Dapant advised there is an enhanced focus on larger
international NPOs and/or larger projects, and r@marced project approval and monitoring regime
as detailed further below in this section.

823. The process leading to the promulgation of Decddedn Associations for local NPOs was

less structured. In part, as explained to the asserst team during the on-site meeting with the
PACSA, the purpose of Decree 115 is to providallaggcognition to informal groups already

existing in the Lao PDR, and include them undesrenfill supervisory umbrella. Unlike Decree 13 on
International NGOs, there was no considerationTobFterrorism issues.

Outreach to the NPO Sector to Protect it from TastoFinancing Abuse (c. VIIIL.2):

824. For international NPQOs, in addition to the natiooahference, numerous workshops have
been undertaken to explain the differences betweenld and new decree. There are further plans to
undertake further awareness raising workshopsi®kthd in the provinces.

825. Awareness raising workshops to date have not cdveselicitly the requirements of
SRVIIl or FT vulnerabilities, nor have they focused promoting transparency, accountability,
integrity and public confidence; although they han@uded the requirement of international NPOs to
follow the laws of the Lao PDR, train the Lao terities to pay more attention on project actasti
supervise in detail the financial aspect of thgqmio, and provide comprehensive and regular report
to supervisory authorities, including concernedistiites and MOFA. Even thought the training did
not cover FT directly, it provided an enhanced supery framework and foundation to deter
violations.

826. The PACSA has undertaken a program of awarenesisgaof the requirements of Decree

115. There have been three conferences in Vientlareng Prabang and another location, but they
did not focus on FT related concerns. The focusawethe requirements and benefits of registration.
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Supervision or Monitoring of NPOs that Account Rignificant Share of the Sector's Resources or
International Activities (c. VIII.3):

827. The supervisory focus, until recently, has beeintgrnational NPOs, as the Lao PDR only
recently introduced regulatory requirements for dstit NPOs. The focus on international NPOs has
meant that resources have focused on NPOs witmaitenal connections, and that account for a
significant amount of the financial resources @& MPO sector. Lao PDR’s efforts to bring informal
associations into the regulatory framework willth@r enhance monitoring of the sector.

International NPOs

828. Article 18 in Decree 13 on International NPOs reegithe latter to:

18.4 Submit an evaluation report on its operatioihie Lao concerned authorities, on
a regular basis or at least once a year;

18.5 Share book-keeping, project implementatioontspand financial reports to be
submitted to the donors;

18.6 Jointly with the Lao concerned authoritiesanigze monitoring and financial
review as well as mid-term and end-project evalrati

18.7 Submit to Ministry of Foreign Affairs withi@ 8ays, a project implementation
report upon its completion and an official letter project hand-over to Lao concerned
authority;

18.8 Provide an update information on the changergénizational chart, office
location, number of vehicles owned by an INGO;

18.9 Provide an update information on the changead! and expatriate staffs of

INGO to the secretariat of Committee on INGO cooatipbn.

829. As an additional control measure, operational perrare only issued and valid for 12
months. Renewal is not automatic and is subjecth®o Committee on the Management and
Coordination of INGO decision of satisfactory pemi@nce, and also compliance with the terms of
the permit.

830. The Committee is responsible for assessing an NR®iformance based on reports
submitted and on-site visits. The NPO report mhestapproved by their partner Lao agency or
agencies. There are six month evaluation and amvadiation reports.

831. The International Organisation Department in MOFétsaas the Secretariat to this
committee, and is the primary agency for monitoiimtgrnational NPOs in cooperation with national
and provincial authorities. However, the Departmbas only eight staff whose responsibilities
extend beyond NPOs to include other MOFA areas.

832. If any crime act is committed, the relevant autfiesi such as the police can take action
without prior consent from MOFA, and then the Comted will seek a report from the line
ministry/government agency or provincial authorvitgrking with the NPO.

Local NPOs
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833. Under Article 19 (Obligations of Associations) hretDecree 115 on Associations, the latter
are required to:

“2. File annual reports with the licensing agencyl@overnment organizations
concerned on the status of their organization,\diigis, expenditures and budgets;”

834. During the on-site, the PACSA advised that it did Imave sufficient resources and relied on
line ministries to do the on-the-ground monitorifiye latter includes exception reports submitted by
local government authorities.

Information maintained by NPOs and availabilitythe public thereof (c. VIII.3.1):
Information maintained by NPOs

835. As described below on registrations (VI 3.3),eimtational NPOs are required to submit
information on the objectives of both the NPO ahd proposed project, as part of their permit
application, and details of all project activitiestaff, budget and intended beneficiaries of their
operations. The information is also held by the NPO

836. For local NPOs, the requirements are similar; thieaives of the NPO must be submitted
and also information on all members and detailéafimation on committee members.

837. NPOs are generally required to maintain or proviidlermation on the identity of all
person(s) who own, control or direct their actistiincluding senior officers or board members.

Transparency

838. There is no provision in either decree for publicess to information held by the MOFA
and PACSA. Nevertheless, the International OrginisdDepartment in MOFA is working with the

UNDP to set up a database on NGOs and have thie malable publicly. Similarly, for domestic

NPOs, there is a plan to make available informationregistered NPOs on PACSA’s website,
including name, main activities and general infaiora

Measures in place to sanction violations of ovérsigles by NPOs (c. VIII.3.2):
839. Article 29 “Sanctions” of Decree 13 on InternatibN&Os provides the following:

“An INGO or its staff who carry out an activity iiokation of this Decree shall be
warned, Operation Permit or project shall be suspmhdepending on the nature of the
transgression;

An INGO or its staff who carry out an activity gontrary to the policy of the
Government and in violation of the law and reguat as well as the Lao fine
traditions shall be subjected to the laws and raahs of the Lao PDR.”

840. The authorities advised that there has been se o& permit cancellation or
reissuance.

841. There are general sanction provisions in Article &8 Penalties in Decree 115 on

Associations, as extracted below. However, givea tbhcent enactment of the decree and its
implementation, it is too early to comment on hawtsgeneral sanctions are applied:
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“Associations or members breaching this Decree otiher laws and regulations
relating to associations will be warned, educatedbject to disciplinary measures,
fines or legal action according to nature of thaat.”

Licensing or registration of NPOs and availabilidf/this information (c. VIII1.3.3):
International NPOs

842. For an international NPO to operate in the Lao PiRge levels of approval are required
i.e. operation, project and office, as specifiedtie Decree 13 on International NPOs. The key
articles are extracted below for reference:

Article 5. Procedures
In order for an INGO to operate in the Lao PDRigtjuires to obtain the followings:
Operation Permit;
Project Approval;
Office Approval:
Project Office Approval;
Representative Office Approval,
Regional Office Approval;
Approval of INGO Representative, Project Directodastaff;
Approval for a short-term Activity

The Article 6. “Operation Permit” of INGO Decreedfines:

In order to obtain Operation Permit, it requiresetfollowings:
6.1 Legal status and formal registration under ttevs and regulations of the country
of origin;
6.2 A status of non-profit organization;
6.3 An institutional status or charter governing thrganization;
6.4 Ensured sound financial status and legal soofdacome;
6.5 An objective to assist the Lao PDR in develaoyprard humanitarian aids.

843. The Committee on Management and Coordination of@N&responsible for approving all
of the above. As indicated, the Department of hmdéonal Organisations, MOFA, serves as the
Secretariat of the Committee and is the lead ojper@tagency.

844. According to the Department of International Orgatibns, since the promulgation of
Decree 13 on International NPOs, 64 new perngit®been issued in the last 12 months, from 162
to 196. As indicated previously, Decree 13 requites permit to be renewed once a year, not
indefinitely.

845. The International Organisation Department in MOFRAdertakes the following process to
assess applications:

. Check background and send to line ministryaification

. Technical assessment

. If cleared — check with the Ministry of Public Seitprand Ministry of Defence
. Check with embassy abroad.
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. Verify documentation is valid.
. Recommendation whether project office or represmataffice

846. MOFA will not approve an applicant without prior petience. Only established
international NPOs will be approved.

847. The information contained on the NPO is availaldeatl 13 members of the INGO
Committee both during the application process amdsuibsequent monitoring. The Committee
includes the Ministry of Public Security and thenidiry of Defense.

Local NPOs

848. The PACSA is responsible for receiving and assgsspplications for permits to
incorporate as associations under Decree 115 oacks®ns. The requirement and process are set
out in Articles 12 and 13 of the Decree:

Association Incorporating Regulations and Procedsre

Article 12 Rules and Procedures in Applying for anAssociation’s

Incorporation

Associations are incorporated under the followinges and procedures:
1. Upon appointment of the mobilization committgeth® association’s founder, the
authoritative agency is to be notified as outlinedArticle 50.1 and Article 50.3 of this
Decree for consideration;
2. The mobilization committee is required to fiteger and complete documentation as
required under Article 13 of this Decree to the yonwe governor, capital mayor or
President of the General Department of Public Adstiation and Civil Service for
approval subject to recommendations from the relevainistries or line authorities
concerned;
3. Within 30 days from the receipt of the assogi@s incorporation documentation,
the registration authority shall issue a temporticgnse or reject the incorporation;
4. Upon receiving a temporary license, the moktictacommittee prepares and carries
out a statutory general assembly;
5. The mobilization committee is dissolved autoradlyi as the association’s general
assembly elects its board;
6. The association will be automatically incorp@dtupon issuance by the licensing
agency indicated in Articles 50.1 and 50.3 of thiscree of a decision adopting the
association’s charter.

Article 13 Association License Application
The mobilization committee is required to file thikowing documentation in full:
1. Association incorporation application;
2. Draft charter of the association;
3. Personal history, certificate of residence, pelrecord, diplomas of the mobilization
committee’s members;
4. List of individuals or organizations enrolledluotarily with the association;
5. Certification of the association’s office.

849. There is no requirement in Decree 115 for ongogagjstration or renewal each year. The
PACSA advised during the on-site that it is ineiggly stages of receiving and issuing permits.
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Maintenance of records by NPOs, and availabilitappropriate authorities (c. VIII. 3.4):
Record Keeping

850. There is neither obligation in Decree 13 on Intdamal NPOs nor in Decree 115 on
Associations for NPOs to maintain records of doinemtd international transactions for at least 5
years. The Law on Enterprise Accounting requiredanting records to be kept (as discussed under
Section 3) but it is not clear whether NPOs arecoed by this law, as the implied reference in the
law is to profit making enterprises. However, tteLon Accounting, which requires retention for 10
years, would capture NPOs, although the level obnds required to be kept under these statutes may
not go to the level of individual transactions.

Measures to ensure effective investigation andegaty of information (c. VIII.4):

851. The authorities advised that in the event of a icr@nbreach, a meeting of the Committee

on Management and Coordination of INGO would b&lh€he Committee would review and decide

what action, if any, needs to be undertaken. Agcatdd, the Committee includes the Ministry of

Public Security and the Ministry of Defense. Oncedeaision is made to refer the case to a formal
investigation, the processes as described undemitaendation 27 and 28 of this report will apply.

852. If the matter is related to terrorism, it would federred to the National Ad hoc Committee
on Terrorism, which is chaired by the Minster oféign affairs, but only after the INGO Committee
has reviewed and discussed the matter.

853. There has been no case referred to either committee

Domestic cooperation, coordination and informatiraring on NPOs (c. VIII.4.1):

854. The Committee on Management and Coordination of@N&composed of:

* Vice-Minister of Foreign Affairs, Chairman of Comtteie on INGO
Coordinating Mechanism, Chairman;

« Director General of Department of International &vigations, Ministry of
Foreign Affairs, Head of Secretariat;

« Director of General Planning Department, MinistfyPtanning and Investment;

* Chief of Cabinet, the Lao National Commission far&dd Development and
Poverty Reduction;

* Representative of Ministry of Education;

* Representative of Ministry of Public Health;

» Representative of Ministry of Agriculture and Fdrgs

» Representative of Ministry of Labor and Social Valedf

* Representative of Lao Woman'’s Union;

* Representative of Lao Youth Union;

* Representative of National Front for Reconstrugtion

* Representative of Ministry of Public Security;

* Chairman of Provincial Committee.

855. As indicated, the Department of International Oigations, MOFA serves as the

Secretariat of the Committee on Management andddwation of INGO and the Director General of
the Department of International Organisations seasgeHead of the Secretariat.
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856. For domestic NPOs, the PACSA and sectoral miiesstand line authorities, at both the
central and provincial/city levels, work togethemiversee NPOs.

Information of NPOs during investigations (c. IR): Sharing of information (c. VI11.4.3)

857. The arrangements are the same as for any crimivasiigations, although the INGO
Committee would be involved in the process, antkiforism related, the Ad Hoc Committee on
Terrorism.

Responding to international requests regagdhiPOs (c. VIIL.5):

858. The International Organisation Department in theMAQs the designated contact point for
international requests on NPOs, and the PACSA danasbtic NPOs.

5.3.2. Recommendations and Comments

859. There is a separation in the supervisory frameviarinternational and domestic NPOs. In
practice, both categories of NPOs would intersetii@project or geographic level.

860. The supervisory framework for both is at a nasstage, especially so for domestic NPOs.
In moving forward, the relevant authorities shoidtplement the following measures to further
enhance the regulatory framework for NPOs, boththa context of AML/CFT and broader

governance concerns:

* Undertake a review of the FT risk in the NPO Sector
* Include FT concerns in future outreach activiteghe sector;

* Include promotion of transparency, accountabilityegrity and public confidence in
future outreach activities to the sector;

» Consider providing further guidance to domestic RO details required per Article
19 of Decree 115

« Enhance the registration requirements for appl&camtprovide information on the
identity of person(s) who own, control or direce thctivities, irrespective whether
the person(s) are officers or not of the entity;

* Make publicly available information on NPOs registk under both decrees to
enhance the transparency of the sector;

* Implement clearer record keeping obligations wigard to NPOs;
« Enhance coordination at the national level betwammpetent authorities involved in
supervising international and domestic NPOs. Thislldd commence with the

inclusion of Public Administration and Civil Sece Authority in the Committee on
Management and Coordination of INGO; and
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« Review the sanction provisions in both decrees ravige a clearer and graded
sanctions regime for violations.

5.3.3. Compliance with Special Recommendation VIII

Rating Summary of factors underlying rating

SR.VII PC * No outreach to the sector on AML/CFT.

* Registration requirements do not include obligatido record the
details of person who own, control or direct NP@sgspective
whether the person is an officer of the NPO.

* Reporting keeping obligations not clear and doexdénd beyond %
years.

« Limited monitoring due to staffing constraints.

* Laws to enhance regulation of NPO sector are vellgtinew and
effectiveness difficult to demonstrate and assess.
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6. NATIONAL AND INTERNATIONAL CO-OPERATION

6.1. National Co-Operation and Coordination (R.31)
6.1.1 Description and Analysis
Mechanisms for Domestic Cooperation and CoordimatiAML/CFT (c. 31.1):

861. The AML Working Group was established in March 20@8accordance with the BOL
Governor’s Decision No. 204/BOL, dated 27 March 0and No.56/BOL, dated 25 Jan 2010. The
AML Working group consists of 19 representativamirrelevant ministries and agencies. The head
of AMLIU is the Chair of the Working Group.

862. The members of the AML Working Group are providetbly:

No Name and Title Responsibility in AML/WG
1 AMLIU’s Director General Head
2 Deputy Director General, The Supreme People’stCou Deputy Head
3 Acting of Head Division, The Office of SupremeoPle’s Prosecutor Deputy Head
4 Deputy Director General, Ministry of National Reke Deputy Head
5 Deputy Head of Division, Economic Police Dept DigpHead
6 Deputy Head of Division, Prime Minister Office Mber
7 Deputy Head of Division, Anti Corruption Member
8 Head of Division, Ministry of Justice Member
9 Ministry of Finance Member
10 LCDC Member
11 Deputy Head of Division, Bank of the Lao PDR Moem
12 Acting of Head Division, Bank of the Lao PDR Magn
13 Technical Official, Ministry of Industry and Conerce Member
14 Technical Official, Ministry of Foreign Affair Ember
15 Head of Division, Ministry of Information and Bure Member
16 Deputy Head of Division, Ministry of Planningcamvestment Member
17 Deputy Head of Division, Ministry of Foreign Aff Member
18 Deputy Head of Division, Ministry of Finance Mien
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19 Technical OfficiglThe Supreme People’s Court Member

863. The AML Working is concerned primarily with opematial level matters, given it is
essentially composed of operational officials. Ehisrno national coordination committee at a more
senior level that can discuss policy issues, ovigea higher level imprimatur or sponsorship of
AML/CFT efforts in the Lao PDR.

864. The AML Working Group has not produced a stratefigmework for AML/CFT
implementation. It lacks sufficient influence irethao bureaucracy to provide a strategic AML /CFT
direction or submit to higher authorities for catesation.

865. The effectiveness of the Working Group to achiewlicg and operational level outputs is

also questionable given there has been no docutheatse of ML investigation, very low STR

reporting, no on-site supervision of any sectod aa implementation of AML Decree 55 beyond the
banking sector.

866. During on-site discussions with a number of mifest there was a lack of knowledge of
AML Decree 55 and how it would be applied withireitharea of responsibility. Ministries were

unsure as to how their own core legislation mayrteebe amended to allow them to supervise AML
Decree 55 obligations within their sector.

867. Discussions held during the onsite mission did msteal a clear working relationship
between the BOL Supervision department and AMLRé, AML/CFT regulator. It will be beneficial

to both these areas of the BOL to have a clearatablished dialogue in order to exchange findings
of their supervisory activity. Additionally, thexgertise contained within the BOL Supervision
Department will be invaluable to AMLIU, as they éap their own AML regulatory regime.

868. The Economic Police Department holds monthly comtibn meetings with other
stakeholders such as the Drug Suppression Depdrtrimamstigation Department and Criminal
Intelligence Department for sharing of intelligenaed monitoring the effectiveness of AML
measures. It seems the coordinating meeting igumationing properly, in particular, in the area of
intelligence sharing.

869. Under Prime Minister Decision No. 63/PM, of 27/1®32, a National Anti-Terrorism Ad-
Hoc Committee was created with the mandate, intex & act as an advisory body to the
Government on CT issues; to make the national tepdhe 1373 (2001) Committee; and to propose
amendments to the domestic law to comply with UNSIGR3 (2001). The Committee is chaired by
the Deputy Prime Minister and includes the MinigiEForeign Affairs, Minister of Public Security,
Minister of National Defense and Minister of Justicand representatives from concerned
departments within the MOFA (Department of Inteloadl Organisations, Department of Law and
Treaties, etc), the National Assembly, Public Peasa’s Office, Science and Technology Agency,
Bank of Lao PDR, Civil Aviation Department, andtidnal Drug Control Committee.

870. Given this Committee was established after theini$ is not possible for the assessment
team to comment on its effectiveness or otherwise.

Additional Element - Competent Authorities and Ragd Institutions (c. 31.2):
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871. There is no formal mechanism in place for roundtatiscussion with the relevant local
bankers association, although meetings are held banker association members as required on
AML matters.

Statistics (applying R.32):
872. No statistics were provided on coordination meeting
6.1.2. Recommendations and Comments
873. There is a lack of higher level policy coordinatmmmittee that can discuss more strategic
and policy issues, and more importantly provide lkigher level imprimatur to progress AML

concerns.

874. It is recommended that the Lao PDR consider implging the following to enhance its
AML/CFT coordination mechanism:

 Form a National Coordination Committee on AML or AMLFT composed or
ministerial or agency head officials, with the ¢hat the ministerial level;

» Develop a clear strategic plan to focus Lao PDREsources on implementing
priority AML/CFT objectives and recommendations t@ined in this report;

 Take measures to enhance operational level codialinéor law enforcement and
SUpEervisory purposes;

» Consider developing a closer working relationghgiween the BOL supervision
department and AMLIU in relation to AML supervisomgctivities, including
supervisory techniques and structure; and

« Take measures to improve intelligence sharing anemgnforcement agencies.

6.1.3. Compliance with Recommendation 31

Rating Summary of factors underlying rating

R.31 NC » Absence of high level policy coordination and dii@t.

» Lack of effective operational coordination to pregss AML/CFT
requirements, including AML Decree 55 mandate.

6.2. The Conventions and UN Special Resolutions.@% & SR.I)

6.2.1. Description and Analysis

Legal Framework and Ratification of AML Related Gbinventions (c. 35.1):
875. The Lao PDR acceded to the Vienna Convention onOtiober 2004, the Palermo
Convention on 26 September 2003, and the CFT Cdioveon 29 October 2008.
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876. From the 9 sectoral CT conventions listed in theexrof the CFT Convention , Lao PDR is
a State party to six:

1. Convention for the Suppression of Unlawful Seizwfe Aircraft, 1970 (acceded on
10/10/1971);

2. Convention for the Suppression of Unlawful Acts iagathe Safety of Civil Aviation,
1971 (acceded on 6/04/1989);

3. Convention on the Prevention and Punishment of €iagainst Internationally Protected
Persons, Including Diplomatic Agents, 1973 ( acdeate 22/08/2002);

4. International Convention against the Taking of ldgss, 1979 (acceded on 22/08/2002);

5. Protocol for the Suppression of Unlawful Acts of oMince at Airports Serving
International Civil Aviation, 1988 (acceded on 22/fD02); and

6. International Convention for the Suppression ofrdist Bombings, 1997 (acceded on
22/08/2002).

877. Lao PDR is also party of the Convention on Offeremed Certain Other Acts Committed on
Board Aircraft, 1963 (acceded on 4/10/1969) andweation on the Safety of United Nations and
Associated Personnel, 1994 (acceded on 22/08/2002).

878. During the on-site visit, the Lao PDR Governmentiseld that it is in the process of
depositing the instrument of ratification of ther@ention on the Making Plastic Explosives and the
Convention on the Physical Protection of Nucleatevial. The ratification of the 1988 Convention
for the Suppression of Unlawful Acts against théeSaof Maritime Navigation and its Protocol are
currently being analysed by the National Assemblsedl on the Government’s proposal.

879. In accordance to Article. 31 of Presidential Ordice No. 01/P, of 7/10/r 2009 on the
Creation, Accession and Implementation of Inteoratl Conventions, international conventions are
part of the domestic law and prevail over ordingayw in case of inconsistency of the latter
(paragraphs 3 and 4). Treaties are directly appkcashenever they do not require any amendment to
the existing ordinary law or enactment of new latitle 32 of the same Decree). International
treaties that require ‘transformation’ are the tismsawhich provisions are inconsistent with donmesti
law or that require domestic legislation to be iempénted.

880. The internal procedure to sign/ratify/adhere to @nvention is the following: the
Government submits a proposal to ratify or adherene convention to the National Assembly based
on a proposal and previous analysis of the MOFAfri@n a concerned agency to the MOFA). The
Standing Committee of the National Assembly shalisider it and issue a favorable opinion. After
approval from the National Assembly, the Presidgmll promulgate the decision. The MOFA is
responsible for the deposit of the instrument dification/adhesion. During this process of
acceptance, adhesion or ratification of a trediy, MOFA in cooperation with relevant agencies shall
assess the conformity of domestic legislation whthtreaty and the need to amend, abrogate or adopt
domestic legislation to implement the treaty.

881. In general, bilateral agreements follow the sanmegquiure. Any relevant agency may take
the initiative to celebrate a bilateral agreemerd MOFA will do the diplomatic contacts as the
leading agency.

882. Treaties should be published in the Official Jolrhawever, publication is not systematic,
due to the lack of financial and human resouroast(&nslation and editing).
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883. As regards implementation of the Vienna and Pale@uooventions, Lao PDR has not yet
fully implemented the aforementioned conventiohgre is no comprehensive ML legal framework
in place as described under Recommendations 1 antth@ CFT Convention has not been
implemented yet and there is no criminalisatiortesforism and FT, neither a freezing regime nor
MLA legal framework in criminal matters in place.

884. Lao PDR is not part of the 9 CT Conventions asqilesd in Article 2 (1) (a) of the CFT
Convention.

885. The Lao PDR authorities acknowledge the existirgpllegaps and stated that a working
group has been created to address such issuedeintorimprove the overall legal framework.

Implementation of UN SCRs relating to Preventiod Snppression of FT (c. 1.2)

886. The implementation of UNSCRs has been discussedruithé SR.11I section of the report
and the deficiencies have been noted.

887. This National Anti-Terrorism Ad-Hoc Committee igalicy and inter-governmental body;
it is not an executive body with mandate, intea,ald monitor compliance to UNSCRs.

Additional Element
888. Lao PDR signed the Merida Convention in 2003 atified on 25 September 2009.

6.2.2. Recommendations and Comments

889. Lao PDR should fully implement the Vienna and RalerConventions, i.e. to adopt an
adequate and consistent legal framework in liné thie international obligations and standards.

890. Lao PDR has not implemented the CFT Conventiontofiem, including FT, is neither a
criminal offence nor a predicate offence of ML. Tdé no freezing mechanism in place to address
effectively the UNSCRs 1267 and 1373.

891. Lao PDR should , inter alia, to:

« Enact legislation consistent with the Vienna andefao Conventions and FATF
Recommendations;

» Enact legislation to counter terrorism and FT ¢steat with the CFT Convention
and FATF SRII;

* Implement the UNSCRs and to establish a freezinchar@sm/regime; and
» Adopt a comprehensive MLA legal framework on crielimatters.

6.2.3. Compliance with Recommendation 35 and SpatRecommendation |

Rating | Summary of factors underlying rating

R.35 PC * Vienna and Palermo conventions are not fully immatad at several levels
including:

— no comprehensive AML/CFT legal framework;
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- ML offence not consistent with the Vienna and Ra®iConventions;
— lack of enforceability of the existing system;

— no MLA legal framework;

- no freezing provisions and procedures for MLA;

- lack of efficient measures to identify customerswihose interests
accounts are open;

— lack of dissemination, coordination and awarenessng stakeholder
of the ML offence and preventive measures; and

4

— CFT Convention not yet implemented.

SR.I NC » CFT Convention has not yet been implemented.

e Terrorism and FT are not criminalised.

« UNSCRs 1267 (1999) and 1373 (2001) have not bepreimented yet.
» There are no freezing mechanism and procedurdade.p

e There is no MLA legal framework.

e There is lack of dissemination, coordination andamamess among
stakeholders of the FT offence and preventive nreasu

6.3. Mutual Legal Assistance (R.36-38, SR.V)

6.3.1. Description and Analysis

Legal Framework:

892. There is no comprehensive legal framework for MibALao PDR. The main provisions on
international cooperation are set forth in thregrstlauses of Part Xl of the Criminal Procedurevl.a
which states that international cooperation in arahproceedings shall be afforded while complying
with the principles of respect for the independeniegritorial sovereignty of the States, non-
interference in the domestic affairs, equality andtual benefit, and while consistent with the
Constitution of Lao PDR and the fundamental pritesof international law (Article 117).

893. MLA agreements signed by Lao PDR with foreign coiestor international conventions
together with the laws of the Lao PDR constituteekisting framework for MLA.

894. In the event that the Lao PDR has not yet signeentered into international conventions
relating to criminal proceedings, such co-operasball be carried out on the basis of principles of
mutual cooperation and in accordance with Lao PBdgslation (Articles 118 and 119). MLA may
include extradition, transfer of sentenced perssaigure of assets of an accused person or defendan
enforcement of judgment, or general cooperatiosdmbating of cross-border crime (Article 119,
paragraph 2). In summary, Lao PDR can provide MltAcaminal matters even if no bilateral or
multilateral agreement exists. However, such amsigt has to be consistent with the national
constitution and its fundamental principles.

895. The Lao PDR has signed the following MLA treatigségements:

* The ASEAN Treaty on Mutual Legal Assistance in Gniah Matters;
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* The Bilateral Extradition Treaties with Vietnamhi@a, Thailand, Cambodia and Democratic
People’'s Republic of Korea;

 The Treaty on Justice in Civil and Criminal Mattexith Vietham and the Democratic
people’'s Republic of Korea; and

« Bilateral Treaty on Sentenced Persons with ThaikamaiUnited Kingdom.

896. If there is no MLA bilateral or multilateral agreent, international cooperation shall be
conducted on a case-by-case basis upon requestiesrt18 to 120 of the Criminal Procedure Law
establish the general principles of any MLA requégtart from these provisions, there is no other
legislation or procedural mechanism on the subjetter. The Lao PDR authorities are aware of
such lacuna and are taking the necessary step®pb adequate legislation.

Widest Possible Range of Mutual Assistance (¢)36.1

897. Based on the principles in the existing legislatigi.A can be afforded for the purpose of

ML investigations as regards the: provision of infation, documents, or evidence (including
financial records) from financial institutions; ta§ of evidence or statements from persons;
identification, seizure, or confiscation of assédsindered or intended to be laundered (the
investigative measures provided for in Article d2seq.of the Criminal Procedure Law). In the

absence of a MLA agreement, assistance may bedatfarn a reciprocal basis under the principle of
mutual cooperation as referred to above. Althouwh principles are articulated in the Criminal

Procedure Code, no procedural details or explioivgrs are articulated in any statute or binding
instruction.

898. Lao PDR has no freezing mechanism in place, sarnnat request or accept any MLA
request related to the freezing of assets eithdvifoor FT.

899. The deficiencies in the physical elements of the dflence and the fact that not all the
predicate offences are criminalised may hinder Meguests related to the investigation/prosecution
of such offences. The ML offence is also not irelwith the international standards. In addition,
terrorism and FT are also not criminalised; assalteéhe scope of MLA is quite harrow or cannot be
afforded on these matters.

Provision of Assistance in Timely, Constructive &ifféctive Manner (c. 36.1.1):

900. MOFA is the focal point for all MLA agreements oninginal matters. All MLA requests
follow the diplomatic channels. Any MLA request BHze forwarded by MOFA to the concerned
agency to analyze the request and to provide thig.r€here is no coordination mechanism, rather,
for each request a special ad-hoc committee igamelt is composed of MOFA, Ministry of Justice,
Ministry of Public Security, Public Prosecutor a@durt that shall decide on the subject-matter,
including to accept the request and to appointrésponsible agency to execute the request. The
answer shall be forwarded through diplomatic chimne

901. Due to the absence of a MLA legal framework, ind$ possible to assess the range of MLA

and if MLA requests are executed in a timely, cardive and effective manner or to assess the
efficiency of the process.
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902. The explanation of the existing system might hintther effectiveness of rendering a MLA
request. The lack of an adequate coordination nmésimaalso jeopardizes the provision of MLA in
an effective, constructive and timely manner.

No Unreasonable or Unduly Restrictive ConditiondMurtual Assistance (c. 36.2):

903. Article 120 states the grounds for refusal of a Milejuest, as follows:

The request for judicial assistance is not in comity with agreements that the Lao PDR
has signed with foreign countries, or internatiogahventions to which the Lao PDR is a
party, or the laws of the Lao PDR.

The provision of the judicial assistance would etftbe sovereignty, security or stability of
the nation, or any important interest of the LaoRD

904. The absence of MLA requests does hinder any assessm how Article 120 is applied or
the existence of any other unreasonable or unestyictive conditions to afford MLA.

Efficiency of Processes (c. 36.3):

905. Lao PDR has not yet requested any MLA request dednin a bilateral, regional or
multilateral agreement, or on a case-by-case basis.

906. The insufficiency of MLA requests on a case-by-daasis hampers any assessment on how
MLA is in practice being handled.

Provision of Assistance Regardless of PossiblelViewnaent of Fiscal Matters (c. 36.4):
907. There is no prohibition against the provision of Mwhen it involves fiscal matters.
Provision of Assistance Regardless of Existen@eofecy and Confidentiality Laws (c. 36.5):

908. It is not possible to assess whether MLA would Bfected by existing secrecy or
confidentiality laws given the absence of a MLA lancases.

Availability of Powers of Competent Authorities §gfing R.28, c. 36.6):

909. The powers of competent authorities that are availdor domestic matters are also
available for MLA.

Avoiding Conflicts of Jurisdiction (c. 36.7):

910. There is no mechanism in place to determining tket kavenue for prosecution of
defendants in cases that are subject to proseduntimore than one country.

Additional Element—Auvailability of Powers of CormgrétAuthorities Required under R28 (c. 36.8):
911. Subject to the deficiencies highlighted in sect® of this report, there is nothing in the

Criminal Procedures Law that would prevent the iggtibn of law enforcement powers in response
to a direct request from foreign law enforcemertharities.
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Special Recommendation V

912. In the absence of criminalisation of terrorism enrarist financing, the abovementioned is
applicablemutatis mutandiso SR V.

Recommendation 37
Dual Criminality and Mutual Assistance (c. 37.1 &.3):

913. As stated, the main provisions on internationalpsvation are set forth in Part XI of the
Criminal Procedure Law and none of them mentiomsréguirement (principle) of dual-criminality.
There is no provision on this subject-matter, whickans that MLA may be afforded without the
requirement of dual criminality on a case-by-caasit

914. Nevertheless, there are some restrictions thatCthminal Procedure Law points out,
namely the non-conformity with Lao PDR legislationif the provision of the MLA would affect the
sovereignty, security or stability of the nation,amy important interest of the Lao PDR. Articlef4
the Penal Law(Application of Criminal Law outside the Territory the Lao People's Democratic
Republic”) should also be taken into consideration —

“Lao citizens who commit offences outside the teyriof the Lao People's Democratic
Republic shall be charged with and punished fohseftences if they are defined [as offences
under] the Criminal Law of the Lao People's Demaicr&epublic.”(underline)

915. The dual criminality principle is provided for irldteral agreements and in the ASEAN
regional agreement.

916. There is no concrete case to assess the exiatidlgis operandi
917. The implementation of a MLA legal framework wouldntribute to set up clear criteria and
objective requirements on this subject-matter, &il \@s enhance certainty as regards internal
procedures.
918. The abovementioned is applicabheitatis mutandiso SR V.

Recommendation 38

Ability to respond to Requests for Provisional Meas including Confiscation (c. 38.1):

9109. As stated above, there is no comprehensive legahdwork for MLA in Lao PDR,
including for proceeds of crime. The provisionsimernational cooperation set forth in Part XI,lu
the sections on provisional measures and confistati the Criminal Procedure Law, the MLA
agreements signed by Lao PDR with foreign countiies international conventions, together with
the laws of the Lao PDR, constitute the existiragrfework for MLA relating to proceeds of crime.

920. The weaknesses with the scope of covered prog@ageeds of crime and instrumentalities
for ML, TF and predicates, as discussed at Recordateam 3, applies equally to Recommendation
38.

Property of Corresponding Value (c. 38.2):

- 159 -



Mutual Evaluation Repdréo PDR

921. There is no clear provision for equal value corafigm.

Coordination of Seizure and Confiscation Actions3g.3):

922. There are no arrangements for coordinating seizmitbsother countries.
Asset Forfeiture Fund (c. 38.4):

923. The authorities have not considered establishingsaet forfeiture fund.
Sharing of Confiscated Assets (c. 38.5):

924. There is no MLA legal framework or cases addressiig issue. There has been also no
consideration of authorising the sharing of cordfied assets with other countries when confiscation
is a directly or indirectly a result of co-coordied law enforcement actions.

Additional Element (R 38.6) — Recognition of Fore@rders
925. The abovementioned is applicabheitatis mutandiso SR V.

Effectiveness

926. There are no statistics of any outgoing or incomieguests for mutual legal assistance
involving Lao PDR. The lack of MLA legislation apdocedures undermines effectiveness.

927. Due to absence of a MLA legal framework, MLA sHadl afforded or requested on a case-
by-case basis. Since there is no concrete cassésathe existing modus operandi, it is not plessib
to assess the range of MLA and if MLA requestsluiding in relation to asset tracing and freezing,
are executed in a timely, constructive and effecthanner or to assess the efficiency of the process

928. There is also no coordination mechanism or criteri@ny procedural provisions on how
any MLA request shall be carried out. Such absdréers the provision of MLA in an effective,
constructive and timely manner

929. Lao PDR cannot afford MLA on terrorism matters heitto freeze the assets of ML or FT
since there is no freezing mechanism. The fact ibatall predicate offences are criminalised also
undermines the provision of MLA on criminal matters

6.3.2. Recommendations and Comments

930. Lao PDR should establish a comprehensive MLA Idgainework on criminal matters,
including:

Recommendation 36/SRV

» criteria to grant or refuse assistance;
» types and forms of assistance;
* aquick and efficient mechanism to provide timelgponses;

e acoordination entity for MLA requests (centraltarity);
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» focal points/liaison officers for MLA matters inl &he relevant agencies;
» freezing procedures and special investigativertiegtes;
Recommendation 37/SRV

» adopt provisions allowing for non -compulsory afssise in the absence of dual
criminality;

Recommendation 38/SRV
» laws and procedures to provide MLA related to fiegz
» provision for equal value confiscation; and
» arrangements for coordinating seizure and confimtatctions with other countries;

931. Lao PDR should consider:

» sharing of the proceeds of crimes with other coestrand
» establishing an assets forfeiture fund.

932. Lao PDR should also consider establishing a congmrsilie statistical data system that will
allow assessing the effectiveness of the systantaine.

6.3.3. Compliance with Recommendations 36 to 38 @u$pecial Recommendation V

Rating | Summary of factors relevant to s.6.3 underlying owall rating

R.36 NC » Deficiencies with the ML offence would undermineettscope of
available MLA.

e Terrorism and FT are not criminalised.

* No MLA legal framework or clear criteria, substaetior procedural
provisions on how to conduct any MLA request.

» Lack of MLA bilateral and/or regional agreements.

» There is no statistical data to assess the effgutiss of the existing
system.

R.37 PC e There are some restrictions on dual criminality tiee Criminal
Procedure Law and bilateral agreements.

» There is no statistical data to assess the effgutiss of the existing
system.

R.38 NC * No MLA legal framework and clear criteria, substemtor procedura
provisions on how to conduct any MLA request in effective and
timely manner.

» Absence of a freezing mechanism.

* No clear provision for equal value confiscation.
* No arrangements for coordinating seizures withrotbentries.

* There is no statistical data to assess the effgntiss of the existing
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system.

SRV | NC » Terrorism, including FT, is not a criminal offence.
* No MLA legal framework.
» Absence of a freezing mechanism hinders any MLAreezing.

» There are no clear criteria, substantive or proadarovisions on how
to conduct any MLA request.

* There is no statistical data to assess the effgntiss of the existing
system.

6.4. Extradition (R.37, 39, SR.V)

6.4.1. Description and Analysis

Legal Framework:

933. There is no extradition regime in place in Lao PORe only provision of the Criminal
Procedure Law that mentions extradition is Artitl®, paragraph 2, by stating that extradition aan b
afforded. Extradition can be afforded on a casedwse basis, following the general principles
established in Articles 117 to 120 of the same Uavather words, extradition may be refused on the
grounds of Article 120, whenever it would affect overeignty, security or stability of the natam
any important interest of the Lao PDR.

934. There are a number of provisions on extraditiothim bilateral, regional and multilateral
agreements signed by Lao PDR; however there isxtradition regime or any concrete case on the
subject-matter.

935. The Lao PDR signed five bilateral extradition trest namely with Vietnam, China,
Thailand, Cambodia and Democratic People’s Repulblicorea.

936. Although there is no specific dual-criminality régument in Lao PDR, bilateral agreements
signed by Law PDR establish such a principle agjairement for extraditable offences.

937. One cannot affirm that the extradition of nationeds be afforded in the absence of an
extradition regime. In fact, all bilateral agreensesigned by Lao PDR state that Parties may refuse
extradite its own nationals, which is the genetd tin legal cooperation in criminal matters. Lao
PDR authorities reaffirmed that nationals would betextradited on the grounds of Article 120 of the
Criminal Procedure Law without prejudice of beimggecuted under Lao PDR law.

938. The fact that there is no concrete case makesfficudi to assess the existing modus
operandi.

9309. The implementation of an extradition regime woutdvyide certainty and efficiency while
providing clear and objective criteria to grantrefuse extradition as well as the rules on internal
procedures.

940. Terrorism, including FT, is not an extraditableenite since it is not criminalised. Not all
ML predicate offences are extraditable offences.
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941. The abovementioned is applicabheitatis mutandiso SR V.

Effectiveness

942. According to the on-site visit, there was only teases of transferred of sentenced persons
from Lao PDR to the UK. Further details of thessesawere not provided, except that this was not
related to ML.

6.4.2. Recommendations and Comments

943. Lao PDR should establish an extradition regime whith essential criteria to grant or refuse
extradition, as well as the respective procedurtgsrand domestic prosecution in lieu of extraditio
of own nationals. It should also consider settipgaucoordination entity to deal with extradition
matters.

6.4.3. Compliance with Recommendations 37 & 39, drSpecial Recommendation V

Rating | Summary of factors relevant to s.6.4 underlying owall rating

R.39 NC * Gaps in the ML offence would impede the basis kiraglition.
e There is no extradition regime.

» There are no substantive criteria or procedurasrith place, including
in relation to the principle of dual-criminality.

* No procedure for domestic prosecution in lieu otraditing own
nationals.

* Not all ML predicate offences are extraditable offes.

» There is no statistical data to assess the effgntiss of the existing
system.

R.37 PC » There are some restrictions on dual criminality tiee Criminal
Procedures Code.

» There is no statistical data to assess the effgutiss of the existing
system.

SR.V | NC e There is no extradition regime.
» Terrorism, including FT, is not a criminal offence.

» There are no substantive criteria or procedurasrith place, including
in relation to the principle of dual-criminality.

e Terrorism and FT are not extraditable offences.

» There is no statistical data to assess the effgutiss of the existing
system.

6.5. Other Forms of International Co-Operation (R40 & SR.V)

6.5.1. Description and Analysis
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Legal Framework:

944. Section IV in AML Decree 55 establishes a set alvjgions on international cooperation to
combat and deter ML (Articles 28-31). However, th®rding of this section limits the
agencies/ministries able to exchange informatiotManto the AMLIU and the Interpol Department
of the Ministry of National Security. Other ageggihaving a role include the Ministry of Justice an
the Ministry of Foreign Affairs, but in the context negotiating treaties and agreements under MLA.
There is no mention of other designated AML sumamy authorities i.e. Ministry of Finance,
Ministry of Commerce and the Securities and Excba@gmmission. The current system does not
provide gateways for direct exchanges with foreignnterparts for ML, but indirectly through the
two designated agencies.

945. Given the comments under Recommendation 26, tratAfILIU cannot disseminate
information without reference to BOL senior managatand the need to consult with the Ministry
of Foreign Affairs, these (i.e. Articles 28-29 oéf¥ee 55) add additional restrictions on the lichite
gateway available for international information leange outside of MLA.

946. There is no clear gateway for information exchamgéT.
AMLIU
947. As noted previously, AMLIU is mentioned as one lud two lead agencies in the exchange

of information under Article 29 of AML Decree 5% addition to FIU specific information exchange
under Article 27 of the same AML Decree 55. Therad restriction on the type of information that
AMLIU might potentially exchange, and could includapervisory information from financial and
DNFBP sectors, should such information become alvkglInformation on ML may be exchanged
as long as they,shall be kept confidential and the usage of whitdllse controlled, (Article
27, paragraph 2)There is no mention of restriction based solelfiscal matters.

948. So far, AMLIU has not signed any MOU with other otries. The BOL is planning to sign

a MOU with the State Bank of Vietnam to facilitatee exchange of information between the two
FIUs. The Governor of the BOL, however, can give dliscretion on a case-by-case basis to accede
to a request from foreign FIUs in the absence ofrriiten agreement. AMLIU has provided
assistance on one occasion - to the Vietnameseifidler such a policy.

949, AMLIU, as noted under Recommendation 26, have somasures in place to protect the
confidentiality of information received.

Other Supervisory Authorities

950. AML Decree 55 provides for the exchange of inforigaton ML through only one
supervisory agency, namely AMLIU, although the B&d.the mother agency is also able to exchange
information. However, while the AMLIU/BOL is the dignated supervisory agency for most
financial sectors, it does not cover the insurasesgtor and the emerging securities sector, or &ny o
the DNFBP sectors. However, information can be arged indirectly by these agencies through
AMLIU.

951. The Law on Commercial Banks, in Article 9 on Intional Cooperation, provides broad
provisions for the Lao PDR to exchange informatimrder to strengthen the banking system in the
country. There is no confidentiality restrictionthis law in terms of exchange of information bg th
BOL, although there are restrictions on disclosirigrmation for personal gain.
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952. There has been no exchange of information by sigmgvauthorities on ML. There is an
agreement between the BOL and the Vietnam Statk Bathe exchange of information.

953. The Ministry of Finance has exchanged prudentirination on the insurance sector with
ASEAN counterparts and with International Associatdf Insurance Supervisors.

Economic Police

954. The gateway for information exchange is throughititerpol Department in the Ministry of
National Security.

955. There has been no exchange of information on Mlvenfy the effectiveness of such
arrangements. However, the police has been attil@lateral and regional cooperation with its
neighbours on key predicate offences through thewiong mechanisms/channels such as:

» Association of National Police Forces of the ASERMgion (ASEANAPOL): The
Lao PDR is a member of this ASEAN group that aiampng its various objectives,
to enhance regional cooperation and informatiortnamrge on transnational crime.

* Vietnam, Laos and Cambodia Public Security MingstriThis is a sub-regional
grouping of the three public security ministrieshathe aim to share experience and
information about crime prevention and control andrdination.

» Lao PDR-Thailand Bilateral Meeting on Drug Law &mfement Cooperation. There
are yearly-bilateral meeting on drug law enforcensem the two jurisdictions would
take turns to host.

e Lao PDR —China: The Agreement, signed in 2010 betwle two public security
ministries, aims to enhance the cooperation onipudacurity at local and central
levels, information exchange, law enforcement)eeitnt of lawsuits, repatriation of
illegal immigrants, extradition, narcotic suppressicountering illegal resettlement,
human trafficking, cheating through telecom chanrake banknote smuggling,
prevention of terrorism, and immigration control.

» Lao PDR - China’s Yunnan Province: The drug polic&unnan are authorised by
the China Ministry of Public Security to cooperatdosely with their Lao
counterparts. Since 1997, the drug police in Yunhame worked with the local
police in the Lao PDR, and succeeded in solvingyrezases of cross-border drug
crimes.

956. There were no statistics provided to the assesstean on the exchange of information
under the above mechanisms.

Customs

957. Article 9 of Customs Law states thaf,He government extends and promotes international
cooperation on customs work on the basis of resjpeaach other’s sovereignty and mutual benefit
in order to develop the customs sector such asagxyehof experience on technical matters, human
resource development, exchange of information|it@big trade and others in accordance with
international treaties and conventions that the IRi2R has signed or become a party; to

958. The Lao Customs Department is a member of ASEANt@ns Cooperation Framework.
This framework allows for the exchange of inforroation the prevention and repression of
smuggling, trafficking of narcotics and psychotmpubstances, and other customs frauds. It includes
also identified contact points among all 10 ASEAMtom authorities.
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International Cooperation under SR V

959. There is no legal gateway provided for the excharfgeformation on FT because the latter
has not been criminalised.

Additional elements

960. The provisions in AML Decree 55 does not allow @rect bilateral exchange with non
counterparts, although as noted, with the excemfoAMLIU and the Lao Interpol Department, all
information exchange is conducted indirectly thtoddviLIU or the Interpol Department.

961. As indicated, there has only been one informatixechange and Lao authorities explained
that Vietnam disclosed the purpose of the requastlae originator's details were provided.

962. AMLIU role as a gateway for information exchangeub indicate that it can obtain
information from another competent authority inp@sse to a foreign FIU request.

Statistics (applying R.32):
963. There has been only one case of information exahbgdAMLIU with the Vietham FIU.
6.5.2. Recommendations and Comments

964. It is difficult to determine how the current arrangents would impact on the ability to
provide assistance in a rapid, constructive anectffe manner, since there has been only one d¢ase o
information exchange related to ML i.e. with VietmaPrima facie, however, the inability to
exchange ML information directly with foreign coenparts, except by AMLIU and the Interpol
Department, could impact adversely on informatisshange in areas where the two designated
agencies do not have operational responsibilities.

965. The Lao PDR should provide direct gateways for rimiation exchange on ML and FT
outside of the MLA process for all relevant Lao gmment agencies, including the Ministry of
Finance, State Securities Commission, Ministry otide, Ministry of Trade and Commerce,
Ministry of Foreign Affairs, and Customs.

6.5.3. Compliance with Recommendation 40 and SpatRecommendation V

Rating | Summary of factors relative to s.6.5 underlying ov&ll rating

R.40 NC * No clear gateway for information exchange on FT.

* No legal gateway for the direct exchange of ML infation with
foreign counterparts except for AMLIU and the lip@rDepartment.

» Current arrangements do not allow for rapid pronspstructive and
effective information exchange.

* AMLIU has not established any mechanism for infaiora exchange
and only one case of FIU information exchange.

v

SRV | NC * No legal basis for the FIU and other competent aitibs to exchange
information with foreign counterparts in relatiankT.
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7. OTHER ISSUES
7.1. Resources and Statistics

966. There are sufficient resources in terms of acttadf siumbers allocated at the FIU, law
enforcement, prosecution and supervisory levetiferbanking sector, although if implementation of
the required measures progresses, additional ie=sowould be required. The issue with resources is
less with actual numbers than the required compgtand application. Overall, there seems to be a
lack of technical expertise and understandingld¢atls on AML/CFT.

967. There are negligible resources devoted to AML/Clipesvision outside of the banking
sector and for DNFBPs, even though there are datsdragencies.

968. Additionally, as also noted in this document, whidsources may be considered adequate,
the technical expertise required to assess any Alldligations is lacking and requires immediate
attention by competent authorities.

Rating | Summary of factors underlying rating

R.30 NC * AMLIU lacks the adequate skill and resource in aarithg STR analysis.
» Lack of application of resources to actual ML irtigegtion.

» Doubts concerning financial investigation skill Nalocation of staffing
resources to traditional border crossings.

* No demonstrated AML knowledge in evidence.

* Unable to assess AML resource requirement due ¢k ¢d supervision
activity.

R.32 NC » Lack of statistics to demonstrate implementation.

7.2. Other relevant AML/CFT Measures or Issues

969. The AML/CFT efforts are essentially managed by apenal level officials. There seems
to be a gap in ministerial level leadership or spoship of the requirements associated with meeting
the FATF Recommendations. There has been some sugleit it had a long gestation period, with
the allocation of dedicated office, staff and equimt for the AMLIU. However, this is one of many
milestones, which will require ministerial levelpgort, not just in terms of resources, but prowgdin
the political will and underpinning needed to brittee AML/CFT regime in the Lao PDR into
compliance with international standards.

970. There has been extensive training and capacityibgilprovided to the lead AML/CFT
agency in the Lao PDR. However, there has beerlkadf practical application of the knowledge
acquired from such capacity building events supgablty international providers. The reasons for this
are not clear, although the lack of a performanemdate on operational staff could be one factor,
both internally within the Lao PDR system and kghtgcal assistance providers.
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971. There is a need for continued capacity buildingtipalarly for law enforcement and
prosecutors that have received relatively litthérting to date. Overall, training needs to be lthke
some form of tangible application, otherwise knalgle remains theoretical and not applied.

7.3. General Framework for AML/CFT System (see atssection 1.1)
972. The assessment team found inconsistencies andfiatkicture in the laws, regulations and
other instruments. While the Lao PDR is probalily anlitigious society, these inconsistencies and a

lack of clear structure, could potentially pose lpens or ambiguity when attempting to apply
requirements enunciated in various instrumentsnmet to AML/CFT.
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Table 1. Ratings of Compliance with FATF Recommendaons

Forty Recommendations

Rating | Summary of factors underlying rating*

Legal systems

1. ML offense

PC .

Absence of comprehensive ML offence.

The ML offence provided for in Article 64 of the

Penal Law is not consistent with all the requi
elements of the Vienna and Palermo Conventi

red
DNS.

No clear definition of property, assets and

proceeds of crime.

Not all the predicate offences are punished under

the criminal legislation of Lao PDR or provided

for as predicate offences for ML, such

as

organised crime, terrorism and terrorism

financing and insider trading.

Lack of clarity on the extraterritoriality of th
predicate offences.

Lack of coverage of ancillary offences.

There are no statistics to show effectivenes
the existing system.

9]

5 of

2. ML offense—mental elemern
and corporate liability

Legal persons are not criminally liable and
effective administrative sanctions.

Sanctions provided for natural persons are
dissuasive and proportionate to the seriousne
the offence.

There are no statistics to assess effectivene
the existing system.

no

not
5S of

5S of

3. Confiscation and provisiona
measures

lpc .

The gaps in the scope of coverage of the

ML

offence and absence of TF offence underming the

scope of confiscation.

Inconsistent definitions of property mean it
uncertain if instrumentalities used or to intend
be used for ML as well as property
corresponding value can be confiscated.

Lack of a freezing mechanism/procedy
including for ex parte.

* These factors are only required to be set out whemating is less than Compliant.
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There is no data to demonstrate effectivenes
the existing system.

Preventive measures

4. Secrecy laws consistent with t
Recommendations

ne.C .

Article 35 in Law on Commercial Banks inhibi
sharing of information between financ
institutions where this is required under R.7,
and SR.VII.

Lack of statistics demonstrating access
information by competent authorities.

5. Customer due diligence

NC .

Financial institutions are not explicitly prohikte
by law or regulation from opening or maintaini
anonymous accounts, or accounts in fictitig
names.

Financial institutions are not required to cond
CDD when carrying out occasional or one-
transactions, including wire transfers, when ab
the applicable designated threshold.

The thresholds for occasional transaction
wire transfer are not designated yet.

Financial institutions are not required to cond
CDD measures when there is suspicion of ML
FT.

There is no legal requirement to undertake C
measures when the bank has reasonable d
about the veracity of previously obtain
customer’s identification.

There is no explicit requirement for financ
institutions to verify a customer’s identity

using reliable, independence source docums
data or information.

There is no requirement to identify custom
who are legal persons.

No requirement for financial institutions

s of

ts
al
R.9

to

N

ng
DUS

uct
off
ove

and

uct
or

DD
pubts
ed

al
0]
bNts,

ers

[0

identify any person said to be acting on behalf of

another person if so authorised.

No requirement to verify the identity of any

person acting on behalf of another person.

No requirement to identify beneficial ownership.

There is no legal requirement for the report
institutions to obtain information on the purpg
and intended nature of the business relationsh

ng

p.
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No legislative or other enforceable means
require enhanced due diligence for higher

to
isk

categories of customer business relationship or

transaction.
No ongoing due diligence obligations.

No specific requirement to ensure CDD is kept
to date.

No legislation requiring the termination of
business relationship where certain criteria h
not been applied.

No specific legislative requirement for financ
institutions to apply CDD requirements on {

up

a
ave

al
he

basis of materiality and risk and to conduct due

diligence on such existing relationships
appropriate times.

There is no legal requirement specifying
timing of CDD verification. for customers.

at

he

No AML inspections conducted to gauge
effectiveness of implementation of AML Decrge

55.

Politically exposed persons

NC .

There is no legislative, regulatory or oth

er

enforceable requirement in respect of politically

exposed persons.

Correspondent banking

NC .

There is no specific legal requirement
enforceable mean that address the requireme
cross border correspondent banking relationsh

New technologies & non face
to-face business

2-NC .

Lao PDR does not have specific legislation
requirement in relation to the misuse

technological developments in ML or FT, or
address any specific risks associated with

face-to-face transactions.

Third parties and introducers

NA

10.

Record-keeping

PC .

The legal obligations relating to record keep
are limited to transaction records for banks Q
and do not apply to NBFls.

No requirement for maintenance of records
identification data, account files and busin
correspondence.

or
nt on
ips.
or
of

to
non

ng
nly

of
0SS

No requirement for maintenance of records

fter
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termination of business relationship.

There is no requirement for information to
provided to competent authorities on a tim
basis.

It is not clear that effective implementation oé th

few obligations in the banking sector have b
confirmed through supervision.

be
ely

een

11. Unusual transactions

NC .

There is no enforceable requirement for finan
institutions to pay special attention to
complex, unusual large transactions, or unu

cial
all
sual

patterns of transactions, and to examine and make
available findings to help competent authorities

and auditors.

There is no requirement to keep such findi
available to competent authorities and audi
for at least five years.

Ngs
ors

12. DNFBP-RJ, 6, 8-11

NC .

Deficiencies in FATF Recommendations 5, 6 and

8-11 are also applicable to DNFBPs.

Not all DNFBPs are covered in AML Decree. 5%

No implementation of AML Decree 55 |
DNFBP sectors.

13. Suspicious transaction reporting

NC .

Scope of ML Offense is incomplete which lim
the scope of reporting.

Coverage of reporting parties is narrowed by
non-inclusion of Lao legal persons.

ts

the

Not all financial institutions are subject to STR

reporting requirements.

No mandatory requirement for “attempt
transactions”.

ed

No requirement for STR reporting on terrorist

financing.

Confusing reference to a possible monetary

threshold for STR reporting may undermi
effectiveness.

Low STR numbers and limited range
institutions demonstrates ineffecti
implementation.

14. Protection & no tipping-off

NC .

There is no legal “safe harbour” protection for
parties reporting STRs in good faith.

There is no legal prohibition against “tippir
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off”.

15. Internal controls, compliance &
audit

NC .

No requirement in law, regulation or OEM

requiring internal controls consistent with the
FATF standards (Decree 55 is neither regulation

nor OEM).

No specific requirement for timely access
information.

Level of compliance officer not covered in AM
Decree 55 nor supported by any other OEM.

No guarantee of independence of audit
compliance officer function.

No specific obligations in legislation an
guidelines for ongoing training.

No requirement for screening of personnel t
high standard.

16. DNFBP-R.13-15 & 21

NC .

The deficiencies identified with regard
Recommendations 13 to 15, and 21; and SH
apply equally to DNFBPs.

Not all DNFBPs are covered in within the scg
of AML Decree 55

No implementation of the AML Decree 55

17. Sanctions

NC .

Lack of effective, proportionate and dissuas
criminal, civil or administrative sanctions i.
sanctions only for STR violation and do not ap
to all legal persons.

No designated authority to apply sanctions for
securities sector and possible scope restrictio
Lao legal entities.

No sanctions available for directors and ser
management.

The range of sanctions is neither broad
proportionate.

18. Shell banks

NC .

There is no clear legal requirement prohibit
the establishment of shell banks.

No specific legislative requirement restricti
financial institutions from entering into ¢
continue correspondent banking relationsh
with shell banks.

to

and

d

to
RV

pe

ive
e.
P

y

the
n on

nior

nor

ng

N9
I

ps

No legislative requirement for financi

ol
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institutions to satisfy themselves that th
respondent banks are not dealing with s
banks.

eir
hell

19. Other forms of reporting

20. Other DNFBP & secure
transaction techniques

PC .

The authorities have not taken sufficig
measures to reduce the use of cash and de
modern and secure techniques to address the
of money laundering and terrorist financing.

2Nt
velop
> risk

21. Special attention for higher rig
countries

kNC .

There is no requirement for reporting institutig
to give special attention to business relations
and transactions with persons (including le
persons and other financial institutions) from
in countries that do not or insufficiently applyet
FATF Recommendations.

There is no requirement for financial institutio
to examine the background and purpose
financial transactions, and document and m
available written findings to assist compet
authorities.

There is no mechanism or legal basis for the

competent authority to apply appropriate counter

measures.

ns
hips
gal
or
h

ns
of

ake

el

22.Foreign branches & subsidiaries

NC .

No binding requirements for control of foreig
branches and subsidiaries in keeping with
FATF standards.

No requirement for financial institutions
inform their home country supervisors wher
foreign branch or subsidiary is unable to obsg
appropriate AML/CFT measures because thi
prohibited by local requirements.

jn
the

[0

23.Regulation, supervision and
monitoring

NC .

No designation of a competent authority(s)
FT as the latter is not criminalized.

No formal designation of AML supervisor for tk
securities sector.

Potential scope issues with Lao legal persons.

Legal and regulatory measures are deficien
prevent criminals from holding managemsé
positions or controlling interest in financi
institutions e.g. no beneficial ownersh
requirements, source of funds not investigated

Measures that apply for prudential purposes

ne

[ to
ent

al
ip

are

not being applied in a similar manner for
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AML/CFT purposes.

Lack of a clear legal definition of MVT an
supervisory framework for non bank providers.

Lack of effective implementation due to no AM
supervision.

1L

24. DNFBP—regulation, supervisior
and monitoring

NC

No comprehensive AML/CFT regulatory a
supervisory regime for casinos.

No clear procedures to prevent criminals
associates from being beneficial owners
casinos.

nd

or
of

No designated DNFBP supervisor i.e. restriction

within AML Decree 55 at Article 2.3 concernir
supervising ministries excludes all DNFEH
responsible ministries.

The deficiencies identified in section 3.10 of t
report in relation to the range of sanctig

available to deal with breaches of AML/CHK

requirements also applies to DNFBP sector.

No implementation of Decree 55 to DNFE
sector.

g
8P

his
ns
T

8P

25.Guidelines & Feedback

NC

Guidance produced is limited to the bank
sector with no consideration as to how this
apply to other financial institutions.

Guidance is very broad and high level.

Feedback limited to the acknowledgement
STR receipt.

No FT guidance.

Lack of detailed and sector specific guidat
appropriate to the country.

No guidelines issued in DNFBP sector.
Lack of implementation generally.

ng
can

of

nce

26. The FIU

NC

No legal basis to receive and disseminate STH
FT.

There is no STR analysis procedure.

STR analysis is limited to information contain
in other STR reports and information from ot
competent authorities and open sources are

R on

ner
not
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used.
No STR dissemination.

Lack of STR guidance to non-bank report
institutions and awareness raising among
reporting institutions.

No typology report and trend analysis have b
published.

AMLIU lacks sufficient operationa|

independence.
Lack of effective implementation.

ng
all

een

27. Law enforcement authorities

PC .

No formal designation of a law enforcement

authority responsible for FT investigation.

Lack of coordination between the designated
investigation unit and other departments in
Police.

Lack of effective implementation as there is
confirmed case of ML investigation.

ML
the

no

28. Powers of competent authoritie

sLC .

There is a lack of effective implementation

of

available powers as demonstrated by a lack of

statistics on investigation and prosecution.

29. Supervisors

NC .

No FT powers.

Potential restriction of powers for competent

authorities (Article 2.3 of AML Decree 55).

Uncertainties about powers of supervis
authorities to compel production of records, o
obtain access to all records, documents
information relevant to monitoring compliance.

Securities and Exchange Commission does
have designated powers in respect of AML/CF

Lack of effective implementation as powers hg
not been used.

30. Resources, integrity,
training

an

d\NC .

AMLIU lacks the adequate skill and resource
conducting STR analysis.

Lack of application of resources to actual N
investigation.

Doubts concerning financial investigation skill.

No allocation of staffing resources to traditiof
border crossings.
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No demonstrated AML knowledge in evidence

Unable to assess AML resource requirement |due

to lack of supervision activity.

31. National co-operation

NC .

Absence of high level policy coordination and

direction.

Lack of effective operational coordination |to
progress AML/CFT requirements, including

AML Decree 55 mandate.

32. Statistics

NC .

No comprehensive framework for maintaining

statistics.
Lack of statistics to demonstrate implementatig

33. Legal persons—beneficial owne

INC .

No mechanism such as guidelines or instructions

to reduce ML and FT risks, and in particular

explicitly cover identification and control of lelga

persons/ beneficial ownership.

Lack of information on beneficial ownership and

the persons who control the information.

Bearer shares hinder the ability to assess wh
the beneficial owner.

Effective  implementation could not K
ascertained.

34. Legal arrangements — benefic
owners

aN/A .

Recommendation 34 is not applicable in L
PDR context.

International Cooperation

35. Conventions

no comprehensive AML/CFT legal framework;

ois

ao

PC Vienna and Palermo conventions are not fully
implemented at several levels, including:

ML offence not consistent with the Vienna and

Palermo Conventions;
lack of enforceability of the existing system;
no MLA legal framework;

no freezing provisions and procedures for MLA,;

lack of efficient measures to identify customers in

whose interests accounts are open;

lack of dissemination, coordination and

awareness among stakeholders of the ML offe
and preventive measures; and

CFT Convention not yet implemented.
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36. Mutual legal assistance (MLA)

NC .

Deficiencies with the ML offence woul
undermine the scope of available MLA.

Terrorism and FT are not criminalised.

No MLA legal framework or clear criteria
substantive or procedural provisions on how
conduct any MLA request.

Lack of MLA Dbilateral and/or regiong
agreements.

There is no statistical data to assess
effectiveness of the existing system.

1,
to

1

the

37. Dual criminality

PC .

There are some restrictions on dual criminality
the Criminal Procedure Law and bilate
agreements.

There is no statistical data to assess
effectiveness of the existing system.

in
ral

the

38. MLA on confiscation and
freezing

No MLA legal framework and clear criteri
substantive or procedural provisions on how

a-v
to

conduct any MLA request in an effective and

timely manner.
Absence of a freezing mechanism.
No clear provision for equal value confiscation

No arrangements for coordinating seizures
other countries.

There is no statistical data to assess
effectiveness of the existing system.

vith

the

39. Extradition

NC .

Gaps in the ML offence would impede the bg
for extradition.

There is no extradition regime.

There are no substantive criteria or proced
rules in place, including in relation to ti
principle of dual-criminality.

No procedure for domestic prosecution in liey
extraditing own nationals.

Not all ML predicate offences are extradita
offences.

There is no statistic data to assess effectivenfe
the existing system.

Sis

ural
ne

of

ple

SS

40. Other forms of co-operation

NC .

No clear gateway for information exchange
FT.

No legal gateway for the direct exchange of

on
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information with foreign counterparts except
AMLIU and the Interpol Department.

Current arrangements do not allow for ra
prompt, constructive and effective informati
exchange.

AMLIU has not established any mechanism
information exchange and only one case of
information exchange.

or

bid

for
S|V]

Nine Special Recommendations

SR.I Implement UN instruments

NC .

CFT Convention has not yet been implemented.

Terrorism and FT are not criminalised.

UNSCRs 1267 (1999) and 1373 (2001) have
been implemented yet.

not

There are no freezing mechanism and procedures

in place.
There is no MLA legal framework.

There is lack of dissemination, coordination and
awareness among stakeholders of the FT offence

and preventive measures.

SR.Il  Criminalise terroris
financing

NC .

Lao PDR has not criminalised FT in accorda

nce

with the international law and international

standards (i.e. SRII).

SR.IIl Freeze and confisca
terrorist assets

leNC .

The lack of criminalisation of terrorism and FT

means that freezing and confiscation is
available in relation to those offences.

Absence of laws and effective procedures
freeze funds and other assets without delay
prior notice to the designated persons invol
as required under UNSCRs.

not

to
and
ved

Absence of a freezing mechanism and

procedures (including associated measures
as communicating to financial sector, unfreezi
authorising access and protecting bona fide t
parties).

such

ng,
hird

Lack of coordination among the concerned
agencies as regards to implementing UNSCR

1267.

Effectiveness of the existing system cannot
demonstrated.

be

SR.IV  Suspicious transactia
reporting

nNC .

No requirement to provide STR on terrorist
financing as the latter is not criminalised in the

Lao PDR.
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SR.V

International cooperation

NC |,

Terrorism, including FT, is not a crimin
offence.

No MLA legal framework.

Absence of a freezing mechanism hinders
MLA on freezing.

There are no clear criteria, substantive
procedural provisions on how to conduct 3
MLA request.

There is no statistical data to assess
effectiveness of the existing system.

There is no extradition regime.

Terrorism, including FT, is not a crimin
offence.

There are no substantive criteria or proced
rules in place, including in relation to ti
principle of dual-criminality.

Terrorism and FT are not extraditable offence

There is no statistical data to assess
effectiveness of the existing system.

=B

any

or
Ny

the

Al

ural
ne

12}

the

SR.VI

AML/CFT requirements

for money/value
services

transfe

> NC .

BOL has not undertaken any assessment
informal networks within this jurisdiction.

Legislation opaque in reference to MVT sector
No comprehensive licensing requirement

Deficiencies noted irR.4-11, 13-15, 21-23, 4
SRI-IX apply taVIVT sector.

No AML/CFT supervision of the sector.
No legal requirement for list of agents.

Absence of an adequate range of sanctions w
existing legislation that applies to breaches ef
FATF standards within this high risk sector.

Lack of AML Decree 55 implementation to th
sector.

of

o

thin
th

is

SR.VII Wire transfer rules

NC .

No specific requirement to ensure compl
originator information is included in outgoin
wire transfers.

There is no requirement for the originato
account number or unique reference number i
account number exists to be included in
outgoing payment instruction.

No threshold requirements.

ete

Ir's
f no
an
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No legislative requirement or other enforced
means that require full originator information

ble
to

accompany or be made available within the

required timeframe for domestic transfers.

No specific requirements for financial institutions

in the payment chain to ensure that all origina
information accompanies a wire transfer.

No obligation for the beneficiary financi
institution to assess incoming wire transfers {
are missing complete originator information 1
any AML/CFT risk exposure.

There are no measures in place to effecti
monitor the compliance of financial institutio
with rules and regulations implementing SRVII

No sanctions to be applied against the vari
obligations under SRVII.

SR.VIII Nonprofit organisations

PC .

No outreach to the sector on AML/CFT.

Registration requirements do not inclu
obligations to record the details of person W
own, control or direct NPOs, irrespective whet
the person is an officer of the NPO.

Reporting keeping obligations not clear and
not extend beyond 5 years.

Limited monitoring due to staffing constraints.

Laws to enhance regulation of NPO sector
relatively new and effectiveness difficult
demonstrate and assess.

SR.IX Cash Border Declaration
Disclosure

&NC .

Declaration requirement does not clearly incly
all bearer negotiable instruments.

No requirement for declaration via mail or car

There is no cross border declaration form
incoming and departing passengers.

No provision in Customs Law that empows
customs officers in discharging their duties
declaration requirements.

Sanctions of cross-border physical transportaj
of currency for purposes of ML or FT and
corresponding power of confiscation are
stipulated in law.

There is no strict declaration requirement
some customs check points.

The lack of effectiveness of the current syster

ator

=&

hat
or

ely
ns

ous

de
ho
her

do

are
fo

ide

jo.
for

IS
on

tion
ts
not

at

nis

highlighted by the fact that no voluntary
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overseas agencies.

declaration has ever been made by passengers.
e Lack of intelligence sharing with both local and

Table 2. Recommended Action Plan to Improve the AMICFT System

FATF 40+9 Recommendations

Recommended Action (in order of priority within eac section)

1. General

2. Legal System and Relats
Institutional Measures

Criminalisation of ML (R.1, 2, &
32)

Recommendation 1

Criminalise ML in keeping with the internation
standards;

Amend Article 64 of the Penal Law with all the mae
and physical elements;

Establish a clear definition of property, assetd
proceeds of crime;

Criminalise all predicate offences and include i&sljigate
offences for ML;

Clarify the extraterritoriality of the predicateferfices;

Criminalise all appropriate ancillary offences;

Recommendation 2

To adopt dissuasive and proportionate criminal Sans
for natural persons;

Establish criminal liability and sanctions for légarsons;

To adopt dissuasive and proportionate administa
sanctions for natural and legal persons;

Prosecute and convict the ML offence; and
The Lao PDR should also improve the statistics

separating data related to the predicate offendet@ihe
ML offence, and by prosecuting the ML offence.

al

itiv

by
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Criminalisation of Terroris
Financing (SR.Il & R.32)

The Lao PDR should implement a comprehensive legaiework
on counter terrorism and FT, wherein the followiaments
should be considered:

Adopt and implement legislation to comprehensiv
criminalise FT in accordance with the internatio
standards;

Include TF as a predicate offence for ML;

Establish extra-territoriality jurisdiction for terism and
FT offences;

Adopt dissuasive and proportionate sanctions fturah
persons for TF;

Establish the criminal liability of legal persores fTF; and

Adopt a comprehensive statistics system to asdes
effectiveness of the legal system in place.

ely
nal

Confiscation, freezing, and seizif
of proceeds of crime (R.3 & 32)

ig-ao PDR should adopt adequate legislation and pres to
comprehensively implement SRIII.

Lao PDR should implement communication and cootiing
mechanisms among the relevant agencies as welivaremess
raising and training on CT and CFT measures.

Lao PDR should adopt freezing provisions and promesl as @
provisional and effective measure to fight agaif§i. The
procedure for freezing should, among other elements

Stipulate legal framework for freezing terrorisinéls
and other assets;

Provide for the freezing of terrorist funds andeds
without delay and prior notice to the designatedqes
involved as required under UNSCRs;

Allow cooperation with foreign counterparts in termof
giving effect, if appropriate, the actions under
freezing mechanisms of other countries;

Provide clear provision of terrorist funds and &s¢leat
can be frozen;

Establish clear mechanisms and guidance
communicate actions undertaken to the financiabsec

Specify freezing and unfreezing procedures (th&ens
should be publicly known);

Identify clearly the legal authority for the issgimf a
freezing and unfreezing order or other instrument;

172}

th

to
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Establish an internal coordination mechanism;

Implement an effective freezing, seizing &
confiscation regime in other circumstances (asrisst
in c.lll.11);

Protect the rights dfona fidethird parties; and

Implement appropriate measures to monitor effelsti
compliance with relevant legislation, rules or fagjions
governing the obligations under SR.III, once endicte

nd

Freezing of funds used for terror
financing (SR.IIl & R.32)

stao PDR should adopt adequate legislation and proes to
comprehensively implement SRIII.

Lao PDR should implement communication and cootiing
mechanisms among the relevant agencies as welivaremess
raising and training on CT and CFT measures.

Lao PDR should adopt freezing provisions and promesl as 3
provisional and effective measure to fight agaif§i. The
procedure for freezing should, among other elements

Stipulate legal framework for freezing terrorisinéls
and other assets;

Provide for the freezing of terrorist funds andeds
without delay and prior notice to the designatedqes
involved as required under UNSCRs;

Allow cooperation with foreign counterparts in terof
giving effect, if appropriate, the actions under
freezing mechanisms of other countries;

Provide clear provision of terrorist funds and &stleat
can be frozen;

Establish clear mechanisms and guidance
communicate actions undertaken to the financiabsec
Specify freezing and unfreezing procedures (theen:
should be publicly known);

Identify clearly the legal authority for the issgif a
freezing and unfreezing order or other instrument;

Establish an internal coordination mechanism;

Implement an effective freezing, seizing 3
confiscation regime in other circumstances (asridsst
in c.lll.11);

Protect the rights dfona fidethird parties; and

Implement appropriate measures to monitor effelsti
compliance with relevant legislation, rules or ragjions
governing the obligations under SR.III, once endcte

[°2)

th

to

nd
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The Financial Intelligence Unit an
its functions (R.26, 30 & 32)

Expand the legal authority of AMLIU to include tf
receipt and dissemination of STR on FT once tierl
has been criminalised;

Develop a strategic plan for AMLIU that sets ¢
objectives, actions required and resources needed;

Enhance the operational independence of AMLIU withi

the BOL, particularly concerning the disseminatioh
STRs;

Raise the awareness of STR reporting among alktiaga
institutions;

Provide additional or sector specific STR guiddirte
non-bank financial institutions;

Adopt STR analysis and processing procedures tarem]
the quality of STR analysis;

Provide hands on STR analysis training to AMLIUfsta

Take a proactive approach in seeking informatiamfr

other agencies and open sources to enhance ST{iana

Coordinate or establish a formal mechanism for I
dissemination of STRs to the Economic Po
Department for investigation;

Ensure data security, including backup, of FIU patel

Increase the resources of the AMLIU by filling tiveo
vacant positions to ensure full operation of thie.un

ne

yut

I

1

e
ice

Law enforcement, prosecution a
other competent authorities (R.Z
28, 30 & 32)

The Financial Crime Investigation Division shoule
formally designated for FT investigation;

The Economic Police Department should take a pinga
approach in pursuing ML investigation;

The Coordinating Committee should be used to eréh
coordination between the Economic Police Departn
and other police departments in conducting invatitgs;

The Economic Police Department should work clog
with the Office of the Supreme Public Prosecutoaity
ML and FT investigation;

The Lao authorities should consider defining cleanl
law the powers to (i) postpone or waive arrestuspected
persons and the seizure of money for the purpos
identifying person involved, and (i) use of spéd
investigative technique;

The Police and Public Prosecutor should be g

Aanc
nent

ely

e of
a

ven

additional training on ML and FT investigation tohance
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their investigation capability;
The Financial Crime Investigation Division shoule
expanded; and

The Office of the Supreme Public Prosecutor shq
designate and establish a specialised division Mar
investigation and prosecution.

puld

Cross

Border

disclosure (SR IX)

Declaration ¢

pr

Amend existing laws and regulation to intrody
declaration requirements that include currency laearer
negotiable instruments and cover all cross borHankels
including mail and cargo streams;

Include in the declaration form provisions thaterefo
sanctions for violations;

Introduce systems to ensure information held byt@us
is shared with AMLIU;

Amend the Customs law to stipulate clearly the peved
Customs Officers in discharging their duties, inlahg the
power of arrest & seizure and confiscation of
currency/precious metals in violation of the deaf@an
requirement;

Amend current legislation to include sanctions dovss-
border physical transportation of currency for pags of
ML or FT and the corresponding power of confisaatio

Enhance the intelligence sharing of illegal smuuglof
cash/precious metals activities with both local
overseas agencies;

Implement the new declaration requirements at tadick
points, in particular at traditional customs cheqmknts
that are vulnerable to cash smuggling activitiest a

Provide more training to Customs Officers on ML/&Td
techniques in detecting illegal smuggling of castus
metals activities.

ce

the

and

3.

Preventive

Measures—

Financial Institutions

Risk of ML or terrorist financing

Customer due diligence, includir
enhanced or reduced measures
(R.5-8)

dRecommendation 5

It

recommended that Lao PDR introduce mandatory
requirements by passing specific legislation oulatipn to:

. Prohibit the existence (opening or maintenance
numbered or anonymous accounts;

of

for

. Impose the applicable designated thresholds
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Recommendation 6

It is recommended the Lao PDR introduce enforee
requirements that would require reporting entit@gput in place
appropriate risk management systems to:

occasional or one —off transactions, including a
minimis threshold for wire-transfers;

Introduce CDD requirements when there is
suspicion of ML or FT;

Undertake CDD measures when the bank has
reasonable doubts about the veracity of previous
obtained customer’s identification;

Introduce a requirement to verify customers idgrn
using reliable, independent source documé
(whether regular or occasional);

Include expanded requirements/guidance cove
how financial institutions should identify th
veracity or adequacy of any previously obtair
customer identification;

Include a requirement to identify the benefig
owner , and for a legal person or arrangement
operating mind or ownership and controlled:;
Include a legal requirement for the report
institutions to obtain information on the purposel
intended nature of the business relationship;
Introduce on-going due diligence requirements;
Introduce risk based CDD measures includ

de

ly

it
2nts

ring
e
ned
ial
the

ng
A

ing

enhanced due diligence for higher risk customers

and the capacity to apply reduced CDD for loy
risk customers;

Specify the timing for verification of customersdan

to prohibit account opening when CD
requirements are unable to be met;

Introduce the requirement to terminate, and re
an STR, on any account already activated, w

relevant CDD requirements are unable to be met;

Introduce CDD requirements for existing custom
on the basis of materiality and risk; and to mam
up to date information such as address; and
Introduce appropriate sanctions for violations (
Recommendation 17)

Determine a PEP;

Obtain senior management approval for establis
business relationships with a PEP;

Take reasonable measures to establish the sou
wealth or funds of a PEP; and

Conduct enhanced ongoing monitoring on

ver

D

port
nere

ers
a

see

abl

hing
ce of

Any

business relationship with a PEP.
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Recommendation 7

It

Recommendation 8

It is recommended that:

is

. Gather information about a respondent institutig
business and reputation;

. Assess the respondent institution's AML/C
controls;

recommended that Lao PDR introduce enforleepb
requirements to require financial institutions aée the following
measures:

n's

T

. Necessitate senior management approval before

establishing relationships;

. Document the respective responsibilities of the

financial institution and its respondent instituti
and

. Satisfy that payable through accounts are subge
CDD requirements.

. The reporting entities be required to have poli¢i

and procedures in place to prevent the misus
technological developments in ML or FT schen
and to address any specific risks associated with
-face- to- face business relationships or transasti
and

. The BOL and other supervisory authorities is
detailed and enforceable regulations on Ww
specific CDD procedures must be applied to n
face- to- face customers.

ctt

es
e of
hes

sue
hat
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Third parties and introduce
business (R.9)

No recommendation.

Financial institution secrecy
confidentiality (R.4)

=

It is recommended that Lao authorities should tiife
barriers to the sharing of information between fitial
institutions in relation to correspondent bankirfg7),
third party transactions (R.9) and wire transféR\8).

Record keeping and wire transfeRecommendation 10

rules (R.10 & SR.VII)

It is recommended that Lao PDR introduce mandateng
enforceable requirements in either law or regufatm

Expand record keeping obligation to cover
requirements of FATF Recommendation 10, includiorg
all designated reporting entities to maintain rdsoof

all

eSS

identification data, account files and busin
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correspondence for at least five years following
termination of an account or business relationsigt

e Ensure financial institutions make available resotd
competent authorities on a timely basis by indigata
clear timeframe.

Recommendation SR VII

It is recommended the Lao PDR should establish reeéfdle
requirements covering all aspects of SRVII for ortipg entities:

Implement CDD measures prior to carrying
occasional transaction or wire-transfers abov
threshold to be set by the supervisory authorhg
threshold has not yet been set),

Ensure that wire transfers are accompanied
proper identification information (hname and addr,
of the originator, and where an account exi
number of that account),

Pay special attention to wire transfers that do
contain complete originator information; and
adopt effective risk-based procedures for identiy
and handling wire transfers that are
accompanied by complete originator information;

but

—~ D
o))

by
ess
Sts,

not
to

i
not

Obtain and maintain information relating to the

originator of wire transfers;

Verify the identity of the originator for all wir
transfers;

Require ordering financial institutions to inclufdél
originator information in the message or paym
form accompanying cross-border wire transfers;
Require intermediary and beneficiary finang

institutions in the payment chain of wire transfers

transmit all originator information with th
transfers, or to keep a record of that informafimm
five years if there are technical limitations
transmit any of it;

Require beneficiary financial institutions to adc
effective risk-based procedures for identifying 3
handling wire transfers that are not accompanie
complete originator information, and to ta
measures such as restricting or even terming
their business relationship with financial instibuats
that fail to meet the SR.VII standards; and

Put measures in place to effectively monitor
compliance of ordering, intermediary or benefici
financial institutions, and establish sanct
mechanisms against non-compliance.

112
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Monitoring of transactions andlt is recommended that Lao PDR should set out esbile
relationships (R.11 & 21) requirements to require financial institutions tadartake the
following:

Recommendations 11

Recommendation 21

Pay special attention to all complex, unusual |3
transactions, or unusual patterns of transactiang, to
examine and make available findings to help conmte
authorities and auditors;

Keep such findings available to competent authesiind
auditors for at least five years;

Give special attention to business relationshipsl
transactions with persons (including legal persans
other financial institutions) from or in countrigisat do
not or insufficiently apply the FATF Recommendatipn

rge

an

Examine the background and purpose of financial
transactions, and document and make available enritt

findings to assist competent authorities; and

Implement countermeasures issued by the competent

authority and for the latter to have the legal dasiissue
such measures.

Suspicious transaction reports gn@decommendation 13 (STR Reporting)

other reporting (R.13, 14, 19, 25
& SR.IV)

The Lao PDR should strengthen its STR reportingmiegby
including in either law or regulation, with enfoatde sanctions
the following to address deficiencies in the curregime:

Include a clear definition of suspicious transattio
consistent with the FATF requirements;

Require reporting on all 20 FATF predicate offen@se

predicate offences deficiencies have been addressed

attempted transactions. The latter to include aniein of
attempted transaction;

Include FT STR reporting, once FT is criminalised;

Ensure all financial institutions, as defined is tPATF
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standards, are included as reporting institutions;

» Extend the scope and application of reporting @liigns
to clearly include Lao legal persons; and

* Remove any reference to a possible monetary thiceshg
for reporting STRs.

Lao PDR should consider placing a time bound okibga(e.g.
within days or hours after forming a suspicion) ttoe reporting of
an STR.

SRIV

The Lao PDR shoulkxtend theSTR reporting obligation t
include FT.

O

Recommendation 14 (Protection and Tipping Off)

* Provide in law that no administrative, criminalaivil
proceedings shall be taken against any individual o
organisation that reports an STR in good faith;

* Prohibit “tipping off” by law and supported by adede
sanction(s);

* Remove the obligation to provide an STR to a cameef
authority as currently stated in Article 11 of AMRecree
55; and

« Specify the names and personal details of stdfhahcial
institutions should be kept confidential by the FIU

The Lao PDR should consider formalising the practaf not
providing original STRs and to remove any referetacthe names
and personal details of financial institutions fstaf AMLIU
reports disseminated to law enforcement agencies.

Recommendation 25 (only feedback and guidance rekd to
STRS)

Enhance the current general guidelines on STR tiegowith a
focus on sector specific needs, concepts e.g. ptesn
transactions and examples relevant to both jutisti@and sector.

The AML Working Group should review existing guidar
material to ensure that it is totally relevant histjurisdiction.
Within this Working Group, each responsible minisshould
develop sector specific guidance material with #éissistance of
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AMLIU.

The AMLIU should issue regular (minimum half yearlg
suggested) bulletins containing certain types lefgdl activities
identified within Lao PDR borders and how they tenidentified
as possible STR related transactions. This bnllstiould alsg
contain relevant statistical information that magsiat financial
institutions.

Consider and implement the FATF Best Practices @iniel on
providing feedback, including as part of an outheand feedbac
program to encourage higher levels of STR reparting

AMLIU should consider introducing regular meetingith the
Bankers Association and the Banks’ AML Complianciicers
(AMLCO'’s), and Branch Anti-Money Laundering Offic
(BAMLO’s) to discuss the low STR levels and to powes
feedback generally on AML matters.

Internal controls, compliance, audiRecommendation 15 (internal controls, compliancedaaudit)

and foreign branches (R.15 & 22

The following specific obligations should be inddd in either
law, regulation or other enforceable means :

. Establish and maintain internal controls to prevelht
and FT covering CDD, record retention, the detectb
unusual and suspicious transactions and repo
obligations;

rting

. Designate AML/CFT compliance officer at a manaderia

level;

. Provide for the independence of compliance officerd
timely access to CDD information, transaction resg
and other relevant information;

. Promulgate at the board of directors and/or se
management a written AML policy covering
obligations;

. Maintain an adequately resourced and indepen
internal audit function to test compliance;

. Establish an ongoing employee training on AML/C
matters and the need to be kept up to date on émge
ML/FT trends, as well as CDD and suspicid
transaction reporting in particular. Further cdesation

=

nior
all

dent

FT

us
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should also be given to making boards of directord
senior management directly responsible for thistion,
which should be included in their written AML polior
program; and

. Introduce rigorous employee screening procedures)
as police checks for all new employees.

The Lao PDR should consider including specific mefiee to
compliance officer independence in any review of IA
legislation.

Recommendation 22 (Foreign Branches and Subsidiarie

Lao PDR should include the following R.22 requirersen either,
law or regulation:

. Lao financial institutions’ branches and subsidiari

should be required to observe AML/CFT measl
consistent with Lao PDR requirements and the FA
Recommendations, to the extent that local (i.e.t
country) laws and regulations permit;

. Lao financial institutions should be required toyy
particular attention that this principle is obserweith
respect to their branches and subsidiaries in cesr]
that do not or insufficiently apply the FAT]
Recommendations;

*  The higher standard of AML/CFT laws should ap
when there is a difference between the standardisec
Lao PDR and host jurisdiction, to the extent thestt
country laws and regulations permit; and

. Lao financial institutions should be required tdommn

the BOL when a foreign branch or subsidiary is umab

to observe appropriate AML/CFT measures in the
country because this is prohibited by the host trgim
laws, regulation or other measures. The Lao PDRIdH
consider that such a report be provided to the H
within seven day of receipt.

The Lao PDR should consider that any financialituison subject
to the Core principles should be required to applysistent CDD
measures at group level, taking into account theigc of the
customer with the various branches and majority exiv

res
\TF
NOS

a

—

ply

[0]

host

0
3OL

subsidiaries worldwide.
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Shell banks (R.18)

Lao PDR should undertake the following measures:

. Take action to amend or remove Article 60 in thevl

a

on Commercial Bank or issue appropriate guidancg to

clarify the objective of this article;

. Restrict financial institutions operating in Lao RErom
entering into or continuing correspondent bank
relationships with a shell bank; and

. Require financial institutions operating in Lao PD&R
satisfy themselves that their respondent banks
foreign country do not allow their accounts to
accessed by a shell bank.

The supervisory and oversig

SROs
Role, functions, duties and powse
(including sanctions) (R.23, 30, 2
17, 25, & 32)

9,

hirhe Lao PDR should undertake the following measto&nhance
system—competent authorities ani supervisory regime and rectify the identifiezficiencies:

rSRecommendation 23

Designate clearly and unambiguously the Securites
Exchange Commission as an AML/CFT supervisor.

Make clear the scope of designated supervisorgdperct of
Lao legal persons.

Expand the scope of AML supervisors to include F€eothe
latter has been criminalised.

Commence a program of risk based AML on-site inspes
to ensure financial institutions are complying wigkML
requirements.

Amend appropriate laws or issue binding regulatidos
specifically request information on the origin bétfunds use(
to pay the capital of a bank/financial institutioy controlling
shareholders and include specific beneficial owmpr
disclosure requirements.

Amend appropriate laws or regulations to includelear
definition of MVT providers.

Should consider introducing fit and proper testuresments
for all financial institutions i.e. insurance anecarities and
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ensure that they are extended to the board oftdnedn all
cases.

Should consider conducting AML inspections simuttaunsly
with periodic/prudential inspections; and in thii&h phase of]
building appropriate AML supervisory skills, considtion
should also be given to themed AML inspections sasha
focus on CDD for example. The initial focus shobélwithin
the commercial banking sector in order to provideoand
framework for extension to other high risk sectors.

Should consider expanding the scope of the pruale
supervision within the BOL to include AML supengsiin the
future, while noting that this approach is outsifecurrent
strategy. The benefits of this consideration atdeading of
the existing Supervision Department program andcgired
approach, together with general regulatory expertte
supervision with the knowledge base that AMLIU gmavide
to the Bank of Lao Supervision Department asses$bis net
result being an expansion of overall AML knowledgighin
this jurisdiction in one of its prime high risk sexs.

Should consider conducting own (BOL) due diligenmue
beneficial ownership for bank licensing, rathemthalying on
the Ministry for Planning and Investment process
Consideration could also be given to extending #épiproach
to foreign police checks as well.

Recommendation 30

Undertake extensive capacity-building for human aticer
technical resources to ensure that personnel athavgth
monitoring AML compliance are equipped with necegs
technical skills and knowledge.

Develop a staffing strategy to ensure adequatérgjdevels
to achieve expected supervisory oversight.

Recommendations 25
Develop more detailed and specific guidance majebiat
with a focus in the short term on the commerciahking
sector in order to lay a sound AML foundation thah then

be extended to other sectors on a gradual and nesbisasis.

Develop appropriate guidance in relation to FT,cfffzeto

nti

a
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each sector, once relevant FT legislation is adbpte

Recommendation 29

Clarify the restriction of supervising organisatoat Article
2.3 of Decree 55.

Clarify what legal amendments are necessary tooKHE(
legislation to ensure Decree 55 can legally be redad
beyond entities regulated by the BOL, including mmat
limited to any regulatory oversight.

. Recommendation 17

Introduce effective, proportionate and dissuasivel cr
administrative sanctions for financial institutioios failure to
comply with AML/CFT requirements, e.g. maximu
monetary fine should be significantly increased] sanctions
should not be limited to STR violations only.

Designate the Securities and Exchange Commissioana
authority able to apply AML/CFT sanctions for thecarities
sector.

Provide a broad range of sanctions, including gis@ry and
financial sanctions, for financial institutions, agll as their
directors and senior management to allow for sanstithat
are appropriate for the severity of the situation.

Clarify the restriction of applying sanctions onolLdegal
person at Article 2.3 of Decree 55.

Should consider issuing public notices of any danst
applied in order to provide a more visible deterréactor,
noting it may be beneficial to record this obligatiin a
legislation or regulation.

—

m

1S

Money value
(SR.VI)

transfer

service

»d a0 PDR should include in legislation a clear défin of MVT
and for all MVT providers to be licenced, maintaim up—to-date
listing of all agents, and subject to all FATF 40usp 9
Recommendations.

Lao PDR should consider conducting a detailed assest of the
informal remittance sector to identify any assamatisks and
scope of monetary movements.
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Lao PDR should consider the measures set out inBibst
Practices Paper for SRVI when revising its curepyroach to the
MVT sector.

4 Preventive Measures-
Nonfinancial Businesses anc
Professions

Customer due diligence ar

record-keeping (R.12)

dpecifically for DNFBPs, the Law PDR should:

Expand the scope of the legislative AML/CFT framekvp

to include all categories of DNFBPs required urikl&g;
Raise DNFBPs’ awareness of their AML/CFT obligasip
Focus implementation on higher risk DNFBPs such
casinos; and

Introduce the appropriate thresholds for conduc@mp
and related preventative measures for casinos ealkérs
in precious metals and stones.

DNFBP Monitoring and other The Lao PDR should implement the following measures

issues. (R.16)

Implement AML Decree 55 in the DNFBP sector;
Extend the STR reporting obligation to include cage
of the accountancy profession, real estate agemnds
company service providers;

Ascertain what matters would fall under legal pssfenal
privilege or legal professional secrecy in relattonany
STR obligations; and

Should consider engaging with the gems associatd
gain a better understanding of the risks associafithl
this sector in addition to the responsible Ministr
expertise.

Regulation, supervisior

24, & 25)

,The number of designated AML supervising ministéesl (and
monitoring, and sanctions (R.1[7s€lf regulatory organisations) needs to be expafoledomplete
coverage of all DNFBP sectors.

Relevant DNFBP regulatory and supervisory agenaiesuld
work with AMLIU to develop a strategy to issue cawpensive
statutes and regulations to regulate and supealideNFBPs in
keeping with the FATF standards.

Lao PDR should pursue a staggered implementatiadheoFATF
obligations in the DFNBP sector based on a riskssaent. The
initial focus is recommended to begin with the higgk casino
industry in the first instance

An ML/FT risk assessment of all DNFBP sectors stidatm part

=2

as

D
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of this process to determine and identify key rdskas and th
treatment required to address these risks. The assessmer
should also assist in determining the implementatimetable for
the DNFBP sector.

Where confusion exists in relation to AML supervis
responsibilities, this should be addressed throtigh AML
Working group and noted specifically in supportiegislation.

As the AML Decree 55 obligations are progressedufh each
DNFBP sector, the responsible Ministry will neecctmsider thei
local environment and activity in order to prepareneaningful
and helpful guidance.

Specifically tailored guidance material should bepared for eac
sector to assist the participants in their undaditegy of ML and
FT techniques and how these will apply specificadlthis sector
The exiting guidance material is considered to bé&a high a
level to be of relevant assistance to DNFBPs.

D

—

A=

Other designated non-financi
businesses and professions (R.2

alThe Lao PDR should consider appropriate measuresdiace it
pyeliance on the use of cash in financial transastio

The Lao PDR should consider a secure automatesférasysten
that would further reduce the use of cash withenébonomy.

5. Legal Persons ang
Arrangements & Nonprofit

Organisations

Legal Persons—Access to benefig
ownership and control informatig
(R.33)

idlhe following recommendations are made to enhartee
ntransparency of the current system:

* Lao PDR should enhance its efforts to reduce ML
FT risks by establishing requirements to explicithver
beneficial ownership information and control of dé
persons (including where bearer shares are issued).

Authorities must be able to obtain/have access
beneficial ownership information in timely fashiorhe
information must be: adequate (sufficient to idigntine
beneficial owner), accurate (true information
beneficial owner) and timely (up to date).

Lao PDR should raise awareness on how to colledtt
control beneficial owner information, in particul&m
those entities that issue bearer shares, and ieht;
mechanisms to ensure that they are not misusédLlfor

and

to

on

an

abl
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Legal Arrangements—Access
beneficial ownership and contr
information (R.34)

to
ol

No recommendation.

Nonprofit organisations (SR.VIII)

Undertake a review of the FT risk in the NPO Sector

Include FT concerns in future outreach activitieghe
sector;

Include promotion of transparency, accountabil
integrity and public confidence in future outreg
activities to the sector;

Consider providing further guidance to domestic ISK
on details required per Article 19 of Decree 115

Enhance the registration requirements for applecam
provide information on the identity of person(s) on
own, control or direct the activities, irrespectivaether
the person(s) are officers or not of the entity;

Make publicly available information on NPOs registé
under both decrees to enhance the transparendyed
sector;

Implement clearer record keeping obligations W
regard to NPOs;

Enhance coordination at the national level betw
competent authorities involved in  supervis
international and domestic NPOs. This could comrae
with the inclusion of Public Administration andwli
Service Authority in the Committee on Managemeiut
Coordination of INGO; and

Review the sanction provisions in both decrees
provide a clearer and graded sanctions regime
violations.

ty,
ch

th

een

ng
2NC

to
for

6. National and International
Cooperation

National cooperation an
coordination (R.31 & 32)

Form a National Coordination Committee on AML
AML/CFT composed or ministerial or agency he
officials, with the chair at the ministerial leyel

Develop a clear strategic plan to focus Lao PD
resources on implementing priority AML/CH
objectives and recommendations contained in
report;

or
ad

R’s
T
this
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e Take measures to enhance operational Ievel
coordination for law enforcement and supervispry
purposes;

» Consider developing a closer working relationship
between the BOL supervision department and AMLIU
in relation to AML supervisory activities, includjr
supervisory techniques and structure; and

» Take measures to improve intelligence sharing among
law enforcement agencies.

The Conventions and UN Specjadlao PDR should fully implement the Vienna and Rale
Resolutions (R.35 & SR.I) Conventions, i.e. to adopt an adequate and considegal
framework in line with the international obligat®and standards.

Lao PDR has not implemented the CFT Conventionrofiem,
including FT is neither a criminal offence nor &gicate offence
of ML. There is no freezing mechanism in place tidrass
effectively the UNSCRs 1267 and 1373.

Lao PDR should , inter alia, to:

« Enact legislation consistent with the Vienna anteiPeo
Conventions and FATF Recommendations;

« Enact legislation to counter terrorism and FT csiegt
with the CFT Convention and FATF SRII;

 Implement the UNSCRs and to establish a freezing
mechanism/regime; and

e Adopt a comprehensive MLA legal framework pn
criminal matters.

Mutual Legal Assistance (R.36, 3[7l-ao PDR should establish a comprehensive MLA |égahework
38, SR.V & 32) on criminal matters, including:

Recommendation 36/SRV

e criteria to grant or refuse assistance;
» types and forms of assistance;

* aquick and efficient mechanism to provide timely
responses;

» acoordination entity for MLA requests (central
authority);

» focal points/liaison officers for MLA matters inl al
the relevant agencies;
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» freezing procedures and special investigative
techniques;

Recommendation 37/SRV

» adopt provisions allowing for non -compulsory
assistance in the absence of dual criminality;

Recommendation 38/SRV

* laws and procedures to provide MLA related to
freezing;

» provision for equal value confiscation; and

» arrangements for coordinating seizure and
confiscation actions with other countries;

Lao PDR should consider:
» sharing of the proceeds of crimes with other
countries; and
» establishing an assets forfeiture fund.

Lao PDR should also consider establishing a congmstie
statistical data system that will allow assessivgéffectiveness o
the system in place.

Extradition (R. 39, 37, SR.V &
R.32)

criteria to grant or refuse extradition, as well the respective
procedural rules and domestic prosecution in lieextradition of
own nationals. It should also consider setting upoardination
entity to deal with extradition matters.

, Lao PDR should establish an extradition regime With essential

1Y

Other Forms of Cooperation (f
40, SR.V & R.32)

RThe Lao PDR should provide direct gateways for rimfation
exchange on ML and FT outside of the MLA process dth
relevant Lao government agencies, including the idttiyp of
Finance, State Securities Commission, the MinistfyJustice,
Ministry of Trade and Commerce, Ministry of Foreidtfairs,
and Customs.

7. Other Issues

Other relevant AML/CFT| There is a need for continued capacity buildingtipalarly for

measures or issues

law enforcement and prosecutors that have receietatively

form of tangible application, otherwise knowledgemains
theoretical and not applied.

little training to date. Overall, training needshke linked to some

D
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Annex 1. Authorities’ Response to the Assessment

APG Co-Chairs,
Distinguished Guests,
Ladies and Gentlemen.

First of all, it is my pleasure to represent théedation of the Lao PDR to convey our sincere tank
and appreciation to the APG Co-Chairs, APG Segattand its members, Assessors Team and
Providers for their strong support to the Lao PRBnpleting its Mutual Evaluation as scheduled
during 11-22 October 2010 with the objective tosems its compliance to FATF 40+9
recommendations. We highly appreciate the On-Bitgluation of the Assessor Team to the Lao
PDR and we feel very impressive to the team foremstdnding the situation of the Lao PDR,
especially its strengths and weaknesses in impleéngethe FATF 40+9 recommendations and in
formulating its domestic legislation to be in limgth international communities in deterring and
combating the financing of terrorism.

As you may be aware that Lao PDR is listed in #asi developed countries of the United Nations
(UN). In order to achieve the Millennium Developm&oals (MDG) in 2015 and lead the country to
be free from the UNLDC list in 2020, the Lao PDRshsuccessfully completed th& fve year
Socio-Economic Development Plan, including legigtat development on the Anti-Money
Laundering and Combating the Financing of Terror{@ML/CFT) as well as Human Resources
Development to respond to these important tasks.

Continuing with the past achievement, Lao PDR &sently putting its efforts to implement th® 7
five year Socio-Economic Development Plan to buidthe fundamental basis to enable Lao PDR
graduate from the LDC status in 2020 as planned.eMar, one of the Lao Government priority
tasks is to find out all necessary means for implaing the UN Conventions where Lao PDR has
been parties to, such as the development of il Iegstem on the Anti Money Laundering and
Combating the Financing of Terrorism (AML/CFT).

In this regard, | would like to take this opportiynio inform all delegates that following the APG
Mutual Evaluation of the Lao PDR taking place intéder 2010, the Assessor Team make some
suggestions to develop and improve a number obvatlg areas to fulfill the FATF's 40+9
recommendations:

1. Legal system and related institutional measures.

2. Preventive Measures of money laundering and comdpatie financing of terrorism on
Financial institutions and Designated Non-FinanBiasinesses and Professions (DNFBPs);

3. The transparency of Legal Entities and Non-Profija@izations; and

4. National and International Co-operation.

In addition, during the On-Site Evaluation to the&olPDR in October 2010, the Assessor Team had
requested some additional information and we didwal best to respond and support such additional
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requested information. We did hope that all addalosupporting information provided would help
the Assessor Team to get better understanding dshdaue to the Mutual Evaluation Report of the
Lao PDR.

We would like to take this opportunity to reporirs® progresses which have been made by
the Lao PDR as follows:

1. The Governor of the Bank of Lao PDR has issued $hau$ on the appointment of two
Committees to be responsible for drafting the lawcombating the financing of terrorism
dated 30 November 2010;

2. The Governor of the Bank of the Lao PDR has isaareddditional Decision delegating the
CFT Committees to be responsible for drafting #ve dbn the anti money laundering dated 10
June 2011.

3. The Government of the Lao PDR has issued the Dexrélee management of the Non-Profit
Organizations dated May 19, 2011, which are nodeursupervision of the Prime Minister
Office (PMO).

Once again, please allow me to express our grattivdll members of the Assessor Team for
their comprehensive comments and recommendationshencurrent system of the Lao PDR
AML/CFT, with the purpose of strengthening the ANIIET systems to be gradually in compliance
with the international standards or the FATF's 40e8ommendations. We consider comments and
recommendations made by Assessor Team as a chaligiagk for the Lao PDR since we still lack
resources and capabilities. We strongly believe tha support of the APG Secretariat and Donors
will be an integral part for our success to addadssveaknesses mentioned in the MER on the Lao
PDR, especially the preparation of its Strategigplémentation Plan (SIP). We are strongly
committed to implementing all the recommendatiahafzove stated.

Before concluding my remark, may | represent thleghtion of the Lao PDR to express our
sincere thanks to the Assessor Team, APG Sectetarth Donors for their valuable support and
assistance. We do hope that APG Secretariat andrBavould continue supporting the Lao PDR in
terms of FIU’s capacity building to enable Lao PD& fulfill its commitments . Special thanks also
go to the host of this meeting for its warm hodjtjtzand excellent arrangement. From now on, |
welcome all comments and questions that you woale fin this plenary session.

Thank you

Remarks of Mr. Leuane VONGPHRANAKHORN, Head of L&iU

at the 14' APG Annual Meeting in Kochi, India on July 21, 2a1
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Annex 2. Details of All Bodies Met During the On-Se Visit

Government ministries/agencies

©CoNoGk~wNE

Accounting Department, MOF; and

Anti Money Laundering Intelligence Unit, BOL

Anti-Corruption Department, State Inspection Conbeeit

Banks and Financial Institutions Supervision Daperit , BOL

Customs Department, Ministry of Finance

Department of Vientiane Trading and Industrial, Miry of Industry and Commerce
Domestic Trade Department, Ministry of Industry &&mhmmerce

Economic Police Department, Ministry of Public Setyu

Forestry Ministry

. International Organisation Department, MOFA

. Justice Management Department, MOJ

. Lao National Commission for Drugs Control and &wjsor

. Law and Treaty Department, MOFA

. Licensing Department , BOL

. Mass Culture Department, Ministry of Informatiorda@ulture
. Ministry of Justice

. Prime Minister's Office Representative

. Security and Exchange Commission Office

. State Enterprise Finance Management Department, MOF
. Supreme Court

. Technical Criminal Case Office, Supreme People’'es€cutor Office

Private sector

22.
23.
24.
25.
26.
27.
28.
29.
30.

Commercial banks

Dan Savanh Nam Ngum Resort and Hotel (Casino)
Insurance companies

Lao Banker Association

Lao Bar Association

Lao Gem and Jewellery Trader Association

Lao Institute Certify Public Accountant

Lao Stock Market

Real estate company
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Annex 3. List of All Laws, Regulations, and Other Material Received

Laws

©CoNoTOrWNE

Constitution (2003)

Law on Accounting (2007)

Law on Agriculture (1998)

Law on Anti Corruption & Decree (2005)
Law on Bank of the Lao PDR (1995)
Law on Bankruptcy & Decree (1994)
Law on Civil Aviation (2005)

Law on Civil Procedure (2004)

Law on Commercial Banks (2007)

. Law on Contract (1990)

. Law on Court Fees (2006)

. Law on Criminal Procedure & Decree (2004)

. Law on Customs & Decree (2005)

. Law on Drugs and Medical Products (2000)

. Law on Electricity & Decree (1997)

. Law on Enterprise Accounting (1990)

. Law on Enterprises (2005)

. Law on Environmental Protection (1999)

. Law on Family (1990)

. Law on Family Registration (1992)

. Law on Handling Petitions (2005)

. Law on Heritage and Basis of Inheritance (1990)
. Law on Hygiene, Disease Prevention and Health Ptiom¢2001)
. Law on Insurance & Decree (1990)

. Law on Judgment Enforcement (2004)

. Law on Labour (2006)

. Law on Land & Decree (2003)

. Law on Land Traffic (2000)

. Law on Land Transport (1997)

. Law on Lao Nationality (2004)

. Law on Local Administration (2003)

. Law on Mining (1997)

. Law on National Assembly Oversight (2004)

. Law on National Defence Obligations (1995)

. Law on National Heritage (2005)

. Law on Notary Offices (1992)

. Law on Penal (2005)

. Law on Peoples Court (2003)

. Law on Postal Services (2004)

. Law on Property (1990)

. Law on Public Prosecutor & Decree (2003)

. Law on Resolution of Economic Disputes (2005)
. Law on Secured Transaction & Decree (2005)
. Law on State Assets (2002)

. Law on State Budget (2006)
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46. Law on Tax & Decree (2005)

47. Law on Telecommunications & Decree (2001)

48. Law on the Government of the Lao PDR & Decree (2003
49. Law on the Industrial Processing & Decree (1999)

50. Law on the National Assembly (2006)

51. Law on the Promotion of Domestic Investment (2004)
52. Law on the Promotion of Foreign Investment (2004)

53. Law on Tort (1990)

54. Law on Tourism (2005)

55. Law on Water and Water Resources (1996)

Decrees

56. Decree Law on Governing the Management of ForEBighange and Precious Metal
57. Decree No. 55 on Anti Money Laundering

58. Decree on Credit Lease

59. Decree on the Organisation Structure and Operafitinee BOL

Regulations

60. Regulation on Deposit Taking MFI

61. Regulation on Non Deposit Taking MFI

62. Regulation on Saving and Credit Union

63. Regulation on the Establishment and Supervisidmpbrt & Export Precious Metal
Company

64. Regulation on the Supervision of Foreign ExchaBgesau

65. The Regulation on Supervision, Inspection, and Attation of Gambling Business

66. Instruction on Implementation of Decree Law on Mgaraent of Foreign Currency and
Precious Metals

Guidelines

67. STR Guideline No.66, Oct 2007
68. AML Guideline No.02, 16 Sep 2008 on AML Proceduanes Operational Controls for Fls
under control of BOL

Other instruments

69. The Establishment Agreement of AMLIU No.229, 2007
70. National Drug Control Master Plan
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Annex 4: Copies of Key Laws, Regulations, and Othdvleasures

People's Democratic Republic
Peace Independence Democracy Unity Prosperity

Office of the Prime Minister No. 55 /PM
City of Vientiane, 2703 /2006

Decree

On
Anti-Money Laundering

- Based on the Law pertaining to the Government@i o P.D.R. Number 02/ NA dated 06

May 2003
- Based on the proposal of the Governor of the BditheoLao P.D.R.

The Prime Minister hereby decrees

Section |
General Provisions

Article 1: Objective

The Decree on Anti-money laundering establishesrtbehanism, means and measures for
combating and deterring money laundering, aimingtr@ingthening the economic and
financial system, creating a stable and orderlyas@nvironment and enhancing international
cooperation in combating and deterring money latinge

Article 2: Definition of terms

The following terms used in tbiecree are understood as follows:

1. Money Laundering refers to the acquisition of money or assetsvitggifrom offences
as specified in Annex 1 of this Decree, that haaernttransformed, utilized, possessed,
transferred or converted in order to give such ipaneassets the legitimate appearance

2. Reporting Institution refers toindividuals or entities such as commercial banks,
financial institutions, insurance companies, casimaed others, as specified in Annex 2 of



ANNEX 4

this Decree, which are obligated to report on apgious transaction to the Money
Laundering Intelligence Unit.

3. Organization responsible for supervising the Repoihg Institutions refers to an
organizationwhich hasthe right and responsibility supervise and guide Reporting
Institutions, namely: the Bank of the Lao P.DRinistry of Finance and Ministry of
Commerce.

4. Transactionrefers to any deal conducted between Reportingutisns and their
customers relating to account opening, cash depoditvithdrawal, currency exchange,
domestic and international transfers, purchaseefateterial, goods or services and others.

5. Acquiring money or assets deriving from offenes refers to the acquisition of money or
assets deriving from unlawful activities such dkcit trafficking in narcotic drugs, illicit

arms trafficking, trafficking in human beings, agption, sexual exploitation and other
conducts as listed in Annex 1 of this Decree.

6. Transformation of assets deriving from offencerefers to the conversion of the assets
deriving from offences as specified in Annex 1ho$ Decree, into different kind of assets
such as: from currency to gold, from gold to reshte, from real estate back to currency or
other assets that appear legitimate.

7. Utilization of money or assets deriving from flencesrefers to the usage of money or
assets illegally acquired, for entering into a $tion or a business activity or buying assets
aiming at recuperatingioney or assets that appear legitimate.

8. Possession of money and assets deriving froffencesrefers to having in possession of
illegally acquired money or assets or putting urttlercustody of others, aiming at making
such assets appear legitimate.

9. Transfer of money and assets deriving fromfi@ncesrefers to the sending, transferring
of ownership of money or assets, the money trarisfar one account to another between
banks or financial institutions domestically anteimationally in order to make the money or
assets appear legitimate.

10. Exchange of money or assets deriving from eficesrefers to the making use of money
or assets acquired from offences for exchangirgottier currencies or other payment
instruments or other types of assets, aiming aimgake money or assets obtained through
such exchanges, appear legitimate.

11. High risk individual refers to anndividual having decision making power who is
periodically determined by the Money Launderingelliigence Unit.

Article 3. Scope and application of the Decree

1. The present Decree is applicableutphout the territory of the Lao PDR.
2. This Decree applies to :
- Lao citizens, foreignidests, stateless individuals ,foreigners living in
thd.ao PDR;
- Foreign individual or entity natsiding in the Lao PDR, who has
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entered into a transaction in the Lao PDR.
Article 4. Fundamental principles for combating and deterring money laundering.

The detecting, combating and deterring of eydaundering shall be conducted in
accordance with the rules and procedures establlighgéer the law to ensure sovereignty,
national security and normalcy in the runninghaf socio-economy; protect the legitimate
interest of individuals and entities; combat albes of power abuse and warrant that the acts
of combating and deterring money laundering stiallundermine the legal rights and
benefits of the citizens and entities.

The combating and deterring of money launderingj leaome the responsibility of all
individuals, entities and organizations.

Article 5. Individuals and agencies responsiblecsf combating and deterring money
laundering.

Individuals, entities directly responsible for camtihg and deterring money laundering
shall be the Reporting Institutions as specifiedarmAnnex 2 of this Decree, as well as other
concerned agencies as stipulated under the ldhedfao PDR.

Section Il
Measures for combating and deterring money launderig.
Article 6. Obligation to serve a Notice.

In order to ensure the effectiveness of combaiimiydeterring of money laundering,
any individual or organization having knowledgeaofact or behavior of another individual
or organization, which is suspected of being aerafé of money laundering shall be required
to serve a notice on such an offence.

Article 7. Notice serving channel.

Any individual or organization having knowledgeanf act or behavior which is suspected
of money laundering shall be required to immedyjateltify the Anti-Money Laundering
Intelligence Unit in writing or through facsimileansmission.

The Anti-Money Laundering Intelligence Unit shasue an acknowledgement of receipt of
such a Notice to the notifying party.

Article 8. Confidentiality abstention.
Any confidentiality requirement stipulated in theporting institution’s own regulation or in
any agreement which is not consistent with thisrBecshall be abstained from enforcement.

Article 9. Combating and deterring measures.
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Reporting institutions are obligated to take thofeing measures to combat and deter
money laundering:
- establish an efficient internal monitoring systenehsure the combating and deterring of
money laundering;
- putin place and implement policies, plans, systantsmechanisms to efficiently combat
and deter money laundering;
- provide training to build knowledgeable and capaigiessonnel for combating and deterring

money laundering;
- collaborate with and provide information to conesfrauthorities for combating and

deterring money laundering;
- adopt provisional measures as stipulated undexgigsh 1 of Article 12, of this Decree.

Article 10. Data Collection and Control Officers.
Institutions which are obligated to report on moteyndering shall employ
Customers’ Data Collecting Officers, as well as ttarand Reporting Officers.

Article 11. Data Collection and Reporting.

Reporting Institution shall create an Informatioen@r to establish summaries of the
collected data relating to its operations.
Control Officers of Reporting Institutions, who km@f any act or information, behavior of
an individual or organization suspected of haviammitted a money laundering offence,
shall be required to immediately report in writiogthrough facsimile transmission, to the
Money Laundering Intelligence Unit.
Upon naoticing a suspicious transaction, the Rémpihstitution is able to take provisional
measures stipulated under Paragraph 1 of Articlef 12is Decree. In addition, a report shall
be made to the Money Laundering Intelligence Unit the concerned authority for
consideration.

Article 12. Application of provisional deterring measures.
In combating and deterring money laundering, thieviong deterring measures may be
applied:
Cessation or declining the service;
Freezing of account balance;
Freezing or confiscating assets;
Detaining the offender;
Other deterring measures as stipulated under the La
The application of the deterring measures shathbde in accordance with the laws and
regulations with assurance that the day to dayatiper of the financial-monetary system
will not be adversely affected.

arwdE

Article 13. Collection of Detailed Information onthe Customers.

The Reporting Institutions shall require the custasror their assignees to show
identity card, family log book, passport or othecdments certifying the identity of the
customers or their assignees when entering intansaction. Photocopies of the documents
shall be made to serve as proofs, particularlyrBmsactions that are of high value or
suspicious nature. Details on information colletti® set out under a separate regulation.
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Article 14. Information Retention by the Reporting Institutions.

The Reporting Institutions shall retaimdanake available to the concerned authorities,
all information and documents relating to the régatransactions as follows:

- Information on the customers themselves aralb#éneficiaries of the transaction
collected through the Customers Due Diligence mecghall be retained for at least ten years
in accordance with the document retention regutatitarting to count from the date of
account closing or the terminating date of thedeation relation;

- Information on customers’ transactions shall bainetd for at least 5 years starting
from the completion date of the transaction.

Article 15. Content of the Report.

Upon observing a money laundering transactionstetion with value higher than the
limit set by the Money Laundering Intelligence Umsitispicious transaction of general
customers or high risk personalities, Reportingjtimsons shall urgently report to the Money
Laundering Intelligence Unit, with the followingipcipal content:

- First and family names, identity and address efgérsons making the transaction;

- First and family names, identity and address eftténeficiaries or those assigned to transact
on the others’ behalf.

- Details of the transactions, namely the transastigith value greater than the limit set by
the Anti-Money Laundering Intelligence Unit or amgnsaction relating to cash deposits and
withdrawals, currency exchanges, transfer, buyiallirg of checks and other transactions
which appear suspicious of money laundering.

The detailed content of the report is specifiethimreporting form developed by the Anti-
Money Laundering Intelligence Unit.

Article 16. Confidentiality of the Notice and Repat.
Any act of serving a Notice or making a Report aney laundering shall be kept
confidential.

Article 17. Currency and precious metal reportingat border.

A person entering or leaving the Lao PDRygag cash, payment instruments or
precious metals exceeding a value determined peailbdby the concerned authorities, shall
declare the amount in cash, payment instrumenfrecious metals to the customs officers
stationed at the border, using the form developeithé Anti-Money Laundering Intelligence
Unit.

The customs officers at the border shall verify¢heectness of the declaration and
send all such declarations to the Anti-Money Lauimdgelntelligence Unit.
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Article 18. Relation with the High Risk Personaties.
If a customer who is a high risk personality regsiito enter into a transaction, the
concerned official of the Reporting Institution Bleect as follows:
- Request authorization from the Directorateher Management of the Institution before
entering into business relation with such a custpme
- Take all necessary measures to ascertain thieesof money or assets;
- Pursue continuously the business relation suith a customer.

Article 19. Foreign Correspondent Banks.

Financial institutions maintaining business relatidth correspondent banks abroad or
any other similar relation, shall act as follows:

- Verify the correspondent banks’ legitimacy atitees with which business relation has
been established,;

- Collect information on the nature of businessragions of their correspondent banks
abroad,;

- Assess the credibility and conduct of supervisiad control activities of their
correspondent banks abroad, basing on the infoomagivealed to the public.

- Ensure that prior approval from the Directoratéd/lanagement of the Bank has been
obtained, each time that the business relation avftireign correspondent bank is to be
established.

- Evaluate the record of Money Laundering conpeafformance of the correspondent
banks.

Article 20. Special attention on certain transactns.

Reporting Institutions shall pay special attentiomvery transaction which is complex
and of particularly high value, and transactionchkh@ppears irregular and lacks legitimate
objective.

Reporting Institutions shall pay special attentiotusiness relation and transaction
entered into with an individual and entity, domiimj in a country which does not have
money laundering laws and regulations, or havirdhdaws and regulations which have not
been strictly enforced.

Article21. Responsibility of the Supervisory Agedies.
Supervisory Agencies of Repaytinstitutions have the following responsibilities

- Putin place essary measures to prevent individuals who arsuitad
to undertake the control function froecoming a member of the Directorate or
Management of the Reporting Institutions;

- Supervise and contihel Reporting Institutions on a regular basis;

- Issue regulations gndlelines on Customers’ Due Diligence;

- Cooperate with other agentiesombat , deter and carry out money
laundering prosecution.

- Guide Control Officers of the Reporting Ingtibns under their purview, to

immediately inform the Anti-Money Laundering Infgiknce Unit of any suspicious
transaction.

Article 22. Protection of notifying and reporting parties.
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In order to encourage the notices and reportsamemlaundering which are very
important contribution in deterring and combatingmay laundering, there needs to be
reassurance that notifying and reporting individual organizations shall not be considered
as having committed an offence of revealing saénfetmation. The Anti-Money
Laundering Intelligence Unit shall ensure that sacts of notifying and reporting be kept
confidential, and assistance be provided to thasdng the notices and reports for any
damages done to them, as a result of their agtstdfing or reporting.

The confidentiality of the notifying and reportisball also be maintained for the provision of
anti-money laundering information between the Mtiney Laundering Intelligence Unit of
the Lao P.D.R. and the concerned organizationfeigign countries as stipulated under
article 27 of this Decree.

Section Il
Anti-Money Laundering Intelligence Unit.
Article 23. Location and Mandates

The Anti-Money Laundering Intelligence Unit shaikin part of the Bank of Lao
P.D.R., having mandates and responsibility in ctithg, analyzing and reporting information
on money laundering taken place within the couatrgibroad, to be submitted to the
authorities for taking legal action to combat aetked money laundering.

Article 24. Staffing Structure

The Anti-Money Laundering Intelligence Unit shatinsist of the Head of the unit, the
Deputy Head and some technical staff., which df@kpecified under a separate regulation.

Article 25. Rights and Duties.

The Anti-Money Laundering Intelligence Unit shalave the following rights and
duties:

- to examine the information on money launderiegeived from or reported by
individuals, organizations and reporting institato
- to maintain international relation and coopieratn the area of anti-money
laundering as approved by the higher authority;
- to analyze information on moreyndering;
- to compile reports for submissiontte investigating agency of the police force for
legal action, provided that there is evidence fgpsut money laundering suspicion;

- to warn the Reporting Institution about the@es offence which forms the cause
and source of money laundering, as specified ineXrinof this Decree, by publishing
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documents on money laundering typologies and odstho detect money laundering to
serve as reference for the Reporting Institutiocarnying out its reporting duty ;

- to determine the limit for the value of a tracton to serve as the base for the
monitoring and reporting duties of the Reportingtitation;

- toissue regulation on Customers’ Due Diligeand the reporting of suspicious
transactions or transactions with value over therdg@ned limit;

- to advise the Reporting Institution on the @ppoent of Control Officers to
monitor and control the implementation of the ragjohs issued by the Anti-Money
Laundering Intelligence Unit;

- to recommend that the Supervisory Agenciesgbage attention on guiding and
monitoring the Reporting Institutions under thairview, in order for them to detect and
report on money laundering suspicious transactions;

- to establish training program and provide frairfor its own staff and those of
Reporting Institutions in respect of money launuigyi

- to report on its activities to the GovernoBaink of the Lao P.D.R., and other
concerned government agencies on a regular basis;

- to exercise its other rights and duties as piediunder this Decree and as assigned
bythe Governor.

Article 26. Keeping and Destroying Information ard Documents.

The Anti-Money Laundering Intelligence Usitall keep all information and
documents on money laundering cases which havets®mitted to the Investigating
Agency of the Police Force for legal proceedingheDinformation which have not been
transmitted to the Investigating Agency, shall bptkor five years before they could be
destroyed.

Article 27. Communication and exchange of information with forégn states.

The Anti-Money Laundering Intelligence Unit recedysends and exchanges
information on money laundering with foreign Antieiley Laundering Intelligence Unit
with which the Lao P.D.R. has signed an agreemiee¢n or not been party thereof. The
sending, receipt and exchange of information onewdaundering, shall require prior
approval of the Government, through the Ministiyoreign Affairs of the Lao P.D.R.

Information on money laundering sent to or receifreth foreign states shall be kept
confidential and the usage of which shall be cdiemlo In the event that the receiving party

wishes to use the information received as evidémcany legal proceedings, prior approval
from the sending party shall be required.

Section IV
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International Cooperation in Combating and Deterring Money Laundering.

Article 28. The Responsibility of the State Agencin International Relation.

1. The Bank of the Lao P.D.R. shall consider and irmglet the International Treaties on
the exchange of information on money launderingigitsus transaction, as delegated
by the Government

2. The Ministry of Justice, Ministry of National Seiyrand Ministry of Foreign Affairs
shall be responsible for negotiating and partakintpe treaties with foreign states, as
determined by the Government on the cooperatiocombating and deterring money
laundering, extraditing criminals and conductinggleproceedings.

3. The Bank of the Lao P.D.R., Ministry of NationalcB&ty, Ministry of Justice and other
concerned authorities shall have the mandate tis@dw international cooperation in
the area of combating and deterring money launderin

Article 29. International Cooperation.
International cooperation in combating and detgrrmoney laundering shall be carried

out as follows:

1. Coordinate in detecting ,combat and deter mtauendering as specified under the

Law.

2. Sign and partake in international treaties in cainigeand deterring money
laundering as delegated by theeBament.

3. Collect, research and exchange information andrequee in the combat of money

laundering.

4. Coordinate, Co-operate and mutually assist onehanat staff training and raising the
level of technical knowledge in combating and di#tigrmoney laundering.

5. Implement cooperation agreements on legal procgedind extradition of criminals as
signed or partaken by the Lao P.D.R.

The international relation and cooperation in cotimgeand deterring money laundering shall
be established in writing and shall be sent toAthi#-Money Laundering Intelligence Unit of
the Bank of the Lao P.D.R. and the Interpol Departhof the Ministry of National Security.
Electronic mail may be used in the case of urgegquirement of information from foreign
state, which shall however, be subsequently fakblvy a written communication within
seven days.

Article 30. Content of and documentation for requeting cooperation.

The content of and documentation for requestingecation in combating and
deterring money laundering consist of :

- Name of country and requestingiay;
- Name of country and Agency of the countgereing the request;
- Content, objective and time frame of theuessy;

- Other details on assets and the offenders;
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- Copies of proof documenid ather agreements of the requesting

country’s authority.

Article 31. Declining of the request.
The concerned authority for combating and detemiogey laundering may decline
the request of the foreign state, in the event:that

- Such a request may affect the national sagety and security or the major interest
of the Lao P.D.R.;

- Such arequest is not consistent with thageof the treaty signed or partaken by the
Lao .P.D.R.;

- The request is not consistent with ArticBd? this Decree;

- The request for the extradition of an offendgainst whom the Lao P.D.R. is
conducting legal proceedings for money laundering.

In declining the request of a foreign state, theceoned authority shall inform the
requesting country in writing.

Section VI
Rewards for good performers and punishment measuresor Offenders.

Article 32. Rewards for good performers.

Individuals or organizations with outstanding pemfance in respect of the
implementation of this Decree through: notifyingporting, carrying out intelligence activity
or making other contribution toward combating aeteding money laundering, shall be
duly honored and otherwise rewarded in accordaiittethe existing regulation.

Article 33. Punishment measures for the offenders.
Any individual, entity or organization carrying oot partaking in money laundering

shall be duly punished in accordance with the exgdaws and regulations.

Reporting Institutions which fail to report as stigted under this Decree, shall be
reprimanded by the agency in charge of supervigiadgReporting Institutions. After the
reprimand and upon continued violation, the offerstall be penalised with the fine
amounting from ten to thirty million Kip and dulypished in accordance with the existing
law.

Section VII

Final Provisions

Article 34. Implementation

The Bank of the Lao P.D.R. and the Ministry of a#l Security shall issue the
guideline for implementing this Decree within timait of their respective authority.
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The Ministries, Agencies, Capital City and Provimshall recognize and strictly
implement this Decree.

Article 35. Effectiveness

This Decree shall become effective aftrety days from the date of signing by the
Prime Minister of the Lao P.D.R. Any other stiggida and regulation previously issued which are
inconsistent with the content of this Decree shatlome null and void.

Prime Minister of thao P.D.R.
( Signed and sealed )

Boun yang Vorachith

Annex 1.
Criminal offences which are considered as seridi@nces for money laundering are
as follows:

* Terrorism;

* Financing of terrorism ;

e Human trafficking and smuggling;

« Sexual exploitation;

e Human export or illegal migration;

e Production, sales and possession narcotic drugs;
e lllicit arms and dynamite trafficking;

« Concealment and trafficking of peoples’ property;
e Corruption;

* Receipt and giving bribes;

« Swindling;
e Embezzlement;
* Robbery;

» Property stealing and seizing;

« Counterfeiting and using counterfeit money;
e Murder, grievous bodily injury;

« lllegal apprehension and detention;

« Violation of state tax rules and regulations;

» Extortion;
» Check forgery, illicit usage false checks or boadd other financial
instruments;

« And any other crimes in respect of which a penalfyy include a sentence to
prison for a period of one year or more.
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Annex 2

Reporting Institution consists of:

« Commercial banks;

* Financial institutions;

* Insurance companies;

e Casinos, games, lottery ;

« All types of loan making and credit providing comjess;

e Pawn shops;

* Financial leasing companies;

« Currency transfer companies;

« Companies or agents for sales and management ofgudyinstrument such as: credit
cards, traveler cheques, bank drafts and others;

e Securities companies or companies that providenfiilah services relating to the trading
of securities;

* Foreign exchange shops;

« Companies that provide investment service, or macagital on the behalf of other
individuals or legal entities;

» Dealers in precious metals and antiques;

« Attorney offices and Notary offices;

» And any others as additionally provided by the Bahthe Lao P.D.R.
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© Asia/Pacific Group on Money
Laundering
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